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Overview
ICF, Wavestone and CEPS were awarded the contract to carry out the study to support the review
of Directive (EU) 2016/1148 concerning measures for a high common level of security of network
and information systems across the Union (NIS Directive) – N° 2020-665. Based on the
combined evaluation roadmap and impact assessment, setting out the scope and terms of
reference of the NIS Directive evaluation, this study followed the Better Regulation Guidelines
and was distributed in four main tasks. Under Task 1 a retrospective evaluation of the
functioning of the legal framework in its current shape was carried out elaborating on the lessons
learned from the implementation of the NIS Directive in the Member States while identifying
persisting and emerging issues (See more under Summary of First Interim Study Report (D1)).
Task 2 was dedicated to the identification of both novel policy concepts and measures
including concrete new regulatory elements not addressed in the current NIS Directive, but which
would contribute to increasing the level of cybersecurity in Europe in the future (See more under
Summary of the Second Interim Study Report (D2)). Task 3 provided a forward-looking input
to support the impact assessment process, in which the positive and negative impacts of
several possible measures and policy options were assessed (See more under Summary of Third
Interim Study Report (D3)). Finally, under Task 4 a comprehensive stakeholder dialogue was
implemented (i.e. National Competent Authorities (CAs), Single Points of Contact (SPOCs),
Computer Security Incident Response Teams (CSIRTs), Operators of Essential Services (OESs)
and Digital Services Providers (DSPs) feeding into the study and into the wider impact
assessment process carried out by the European Commission. The study provided an
evidencebased judgement to inform the Commission on future decisions relating to the security
of networks and information systems across the European Union.

1

Summary of First Interim Study Report (D1)

1.1

Context and Background

Cybersecurity resilience is a key priority for the protection of critical infrastructure in the
European Union, where network and information systems are particularly fragile due to the
fragmented nature of national strategies and capabilities. Against this background, the
Commission decided to intervene with the creation of an effective European mechanism to foster
collaboration and sharing of information on network and information security risks and incidents,
secure cross-border services and systems and avoid harmful consequences and reduced trust
from businesses and citizens. Thus, after three years of negotiations, the European Parliament
and the Council adopted the Directive (EU) 2016/1148 1 (NIS Directive) to strengthen the
protection offered by the existing EU and national legislation.
The NIS Directive is the first horizontal internal market instrument aimed at improving the
cybersecurity resilience of the European Union. Adopted in July 2016, and required to be
transposed into law by the Member States by 9 May 2018, the NIS Directive aimed to ensure
the continuity of essential services allowing the European Union's economy and society to
function properly by building cybersecurity capabilities across the EU and mitigating growing
threats to network and information systems used to provide essential services in key sectors.
While each Member State has to transpose the Directive’s provisions into its own national
legislative framework, the Directive requires only a minimum level of implementation by Member
States (Article 3). Therefore, by requiring a minimum level of harmonisation in terms of actions

1

Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a

high common level of security of network and information systems across the Union, OJL 194/1, 19.7.2016.
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to be put in place, the NIS Directive has left freedom to the Member States as far as the
implementation and achievement of the Directive’s objective are concerned.
During the implementation of the NIS Directive a relevant risk of limited consistency and
unnecessary complexity for all stakeholders has emerged. To reduce the degree of difference
between European countries, ENISA has become the European Union Agency for Cybersecurity,
with a new permanent mandate, and it has been able to perform new tasks as defined by the
EU Cybersecurity Act23, which entered into force in June 2019. A Cooperation Group made up of
national representatives, ENISA, and the European Commission, has provided strategic
direction; and a network of CSIRTs have also been active to ensure that good practice is
communicated and exchanged, as well as supporting Member States on Directive-related
matters3. Figure 1 below shows the Intervention Logic of the NIS Directive.
Within the Commission Work Programme 2020 4, cybersecurity is linked to the digitalisation of
the European Union. According to the Work Programme, technologies used in critical sectors
such as healthcare, energy, banking, and legal systems are meant to be reinforced by the
development of robust cybersecurity measures. On this front, the Commission launched
initiatives such as Digital Operational Resilience Framework for financial services (DORA) 5 which
was adopted in September 2020 and is preparing a Network code for the cybersecurity of
crossborder electricity flows due for adoption by the end of 2022 6.

2

Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the European

Union Agency for Cybersecurity) and on information and communications technology cybersecurity certification and
repealing Regulation (EU) No 526/2013 (Cybersecurity Act) (Text with EEA relevance), OJL 151/15, 7.6.2019.

3

Billois, G., (2017), ‘Cybersecurity and the NIS Directive. A challenge of Consistency for the European Union’, Letter
from the Wavestone Cybersecurity and Digital Trust Consultant. Risk Insight. at:
https://uk.wavestone.com/app/uploads/2017/02/cybersecurity-nis-directive-europe-2.pdf (last accessed on
3
.05.2020).
4
COM (EU) (2020) 37 final, Communication From The Commission To The European Parliament, The Council, The
European Economic And Social Committee And The Committee Of The Regions, Commission Work Programme 2020,
Brussels, 29.1.2020.
5

COM (EU) (2020) 595 final, Proposal for a Regulation of the European Parliament and of the Council on digital

operational resilience for the financial sector and amending Regulations (EC) No 1060/2009, (EU) No 648/2012, (EU)
No 600/2014 and (EU) No 909/2014, Brussels, 24.9.2020
6

As empowered by Regulation (EU) 2019/943 on the internal market for electricity. Preparatory work was finalised in

September 2019, an informal drafting process is ongoing.
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Figure 1.

Intervention logic

Source: Authors’ elaboration.

1.2

Implementation and state of play of the NIS Directive

The Commission and the European Union Agency for Cybersecurity (ENISA) work together with
the Member States to support the NIS Directive's transposition into national legislation. Thanks
to this collaboration data on the transposition and implementation of the Directive in all EU
Member States7 is available.
As mentioned before, the NIS Directive entered into force in August 2016 and was required to
be transposed into national law by the Member States by 9 May 2018. To date, the prescriptions
and obligations related to the transposition defined in the NIS Directive have been met: all the
27 EU Member States have transposed the NIS Directive, in addition to the UK. The transposition
of the NIS Directive has resulted in Member States introducing more detailed provisions in their
national legislation in relation to the security of their network and information systems, for
instance with laws, rules or guidance on the definition of thresholds for the identification of
operators of essential services.
The transposition implied: the definition of a national strategy on the security of network and
information systems; the creation of a Single Point of Contact (SPOC); the creation of a national
competent authority/ies (NCAs) for Operators of Essential Services (OESs) and Digital Services
Providers (DSPs); and the creation of a national Computer Security Incident Response Team
(CSIRT). Some countries have established more than one of these entities, as the NIS Directive
does not dictate a maximum. Interestingly, official figures on the number of CSIRTs across
Europe reveal that Spain has the highest number (53) of CSIRTs in the EU, followed closely by
the Czech Republic (51) and Germany (47)8.
Regarding the operational obligations and prescriptions laid on the cooperation at EU level, the
creation of a Cooperation Group and the creation of a CSIRTs Network have both been

7

European Commission. State-of-play of the transposition of the NIS Directive. https://ec.europa.eu/digital-

singlemarket/en/state-play-transposition-nis-directive (last accessed on 15.09.2020) 8 CSIRTs Network.
https://csirtsnetwork.eu (last accessed on 18.09.2020)
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completed8. However, while there are mechanisms in place for the exchange of information
among Member States, such as in situations involving cross-border elements, the objective of
having a well-established cooperation at EU level has not been substantially achieved.
Member States have followed through with the creation of security and notification requirements
for OESs and for DSPs and, where applicable, the establishment of notification thresholds as
indicated in the NIS Directive. However, the minimum harmonisation approach regarding OESs
and the maximum harmonisation approach concerning DSPs leaves room for improvement 9. For
instance, the minimum harmonisation regarding OESs, which allows Member States to adopt
measures that may be stricter than those set forth in the Directive, coupled with the diverse
cyber maturity of Member States and the lack of clarity concerning the definition of OESs, lead
to a lack of harmonisation of the OESs identification process across the EU. Similarly, the
effectiveness of the powers and means to assess compliance and ensure enforcement of security
requirements, in addition to the rules on penalties applicable to infringements of national
provisions transposing the NIS Directive, has not been fully achieved.
National cybersecurity strategies
In 2015, only 19 out of the former 28 EU Member States had national cybersecurity strategies
in place, eight countries did not have any and one Member State was in the process of drafting
a national strategy10. With the implementation of the NIS Directive, all Member States had to
develop specific national legislation to regulate several aspects of cybersecurity and to put in
place concrete initiatives in this direction by assigning different roles to specific national bodies.
In turn, the adoption of the national strategies gave impetus to the implementation of a series
of policy actions such as the definition of a risk-assessment plan, a governance framework to
achieve the objectives of the national strategy and the identification of measure related to
cybersecurity capacity building (e.g. preparedness, response and recovery) 11. Given that, it can
be said that the national cybersecurity strategies helped the countries with less capacity to make
a substantial step forward in cybersecurity preparedness, ensuring an adequate level of security
in their territory.
National competent authorities
Member States now have national NCAs, SPOCs and CSIRTs 12. However, a fragmented landscape
is noticed when it comes to the approach taken by Member States to designate the competent
SPOCs and NCAs14. Some Member States (14) opted to designate a single NCA for DSPs and
OESs, as well as one SPOC; other Member States (13) and the United Kingdom decided to
designate several sectoral authorities which need to coordinate their actions in order to comply
with the NIS Directive requirements.

NIS Cooperation Group. https://ec.europa.eu/digital-single-market/en/nis-cooperation-group (last accessed on
15.09.2020)
8

9

In the case of minimum harmonisation, a directive sets minimum standards, often in recognition of the fact that the

legal systems in some EU countries have already set higher standards. In this case, EU countries have the right to set
higher standards than those set in the directive. In the case of maximum harmonisation, EU countries may not
introduce rules that are stricter than those set in the directive. Available: https://eurlex.europa.eu/legalcontent/EN/ALL/?uri=uriserv%3Al14527
10

Business Software Alliance (2015), EU Cyber security Dashboard: A Path to a Secure European Cyberspace.

11

Bird & Bird (2020), Developments on NIS Directive in EU Member States and ENISA- (2020) National Cyber Security

Strategies- Interactive Map. Available at: https://www.enisa.europa.eu/topics/national-cyber-securitystrategies/ncssmap/national-cyber-security-strategies-interactive-map
Bird & Bird (2020), Developments on NIS Directive in EU Member States and ENISA- (2020) National Cyber Security
StrategiesInteractive
Map.
Available
at:
https://www.enisa.europa.eu/topics/national-cyber-securitystrategies/ncssmap/national-cyber-security-strategies-interactive-map 14 Ibid.
12
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All Member States have set up one or more national and/or government CSIRT 13. Specifically,
from the 464 CSIRTs declared to ENISA, 91 belong to the constituency of a government, and 42
are nationals CSIRTs14. More than 90% of all national or government CSIRTs with national scope
reached the basic maturity level, averagely reaching the intermediate maturity level 15.
However, based on all the data collected though the targeted consultations, some challenges
emerged for NCAs and OESs. On the one hand, the lack of adequate financial resources and
staffing emerged as one of the most relevant challenges that NCAs have faced in the
implementation of the NIS Directive. On the other hand, the main challenges faced by OESs
when cooperating with the NCAs and national CSIRTs are related to the lack of understanding
about their field of activity, the focus on national critical infrastructure rather than cross-border
dependencies, and the lack of support for information sharing, such as a mechanism for CSIRTs
and National Cyber Security Centres (NCSCs) to share information with established private
sector initiatives under public private partnership programmes.
Ultimately, while the NIS Directive effectively created the competent authorities in charge of its
implementation and monitoring, it failed to allocate the appropriate resources and staffing to
implement the task allocated to each of these entities, as supported by the consulted
stakeholders.
Cooperation at EU level
Another shortcoming related to the implementation of the NIS Directive is the insufficient
exchange of information and cooperation among Member States. The EU Cooperation Group was
effective in assisting Member States in building capacity and exchanging best practices and
experiences. Meanwhile, the CSIRTs Network had a positive impact in clarifying actors’ role and
responsibilities within the incident response process 1617. Regarding the monitoring of incidents
at national level, the provision of early warning and alerts, and CSIRTs’ task as defined in the
NIS Directive18, stakeholders pointed to a very positive performance. Despite all of that, there
is still need for improvement concerning the communication and collaboration between the
CSIRTs Network and the Cooperation Group and their role to foster cooperation across Member
States. Indeed, the expected NIS Directive outcome of a swift and more effective operational
crossborder cooperation thanks to the creation of a network of the national CSIRTs and to the
establishment of the EU Cooperation Group has not been fully met. Member States are rarely
reaching out to each other to tackle cross-border dependencies or other cybersecurity issues.
Specifically, the lack of clarity on who is responsible for cross-border cooperation - either the
SPOC or the CSIRT within a Member State - is one of the main challenges faced when trying to
cooperate. Consequently, the capacity to react to cross-border incidents is lower, with significant
implications for cross-border OESs and DSPs. Ultimately, better cooperation at the EU level could
improve the harmonisation of the implementation of the Directive, and in turn its effectiveness,
especially in Member States with less mature levels of cybersecurity.
Identification of OESs
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ENISA

(2019),

Study

on

CSIRT

landscape

and
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capabilities

in

Europe

2025.

Available

at:

https://www.enisa.europa.eu/publications/study-on-csirt-landscape-and-ir-capabilities-in-europe-2025 (last accessed
on 16.05.2020).
14

ENISA, CERTs Interactive Map. https://www.enisa.europa.eu/topics/csirts-in-europe/csirt-inventory/certs-

bycountry-interactive-map (last accessed on 16.05.2020).
15

TI Accreditation was used as baseline for the Basic Maturity Level

https://www.trustedintroducer.org/processes/accreditation.html
16

COM (EU) 2019/546 final, Report From The Commission To The European Parliament And The Council assessing the

consistency of the approaches taken by Member States in the identification of operators of essential services in
accordance with Article 23(1) of Directive 2016/1148/EU on security of network and information systems, Brussels,
17
18

.10.2019.
NIS Directive, Annex I (2ai, 2aii).
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The cross-border consultation procedure required in the NIS Directive also plays a substantial
role in creating a level playing field of OESs and DSPs across the EU in terms of security and
notification requirements (Recital 44). In principle, the identification of OESs is seen as a national
issue, although Member States are obliged to consult each other when identifying OESs with
cross-border implications. Still, few Member States have engaged in cross-border consultation
before defining the criteria for the identification of OESs that operate in more than one EU
country. By 2018, only two Member States had comprehensively contacted other Member States,
while other few countries reached out to others in an unstructured manner. Some Member States
use this consultation process simply as a notification exercise, while others see it as a procedure
to align regulatory requirements. More often than not, the Member States cannot coordinate the
consultation process with two Member States at the same time 1920. This leads to the adoption of
different definitions for an essential service from the Member States 21, thus resulting in an
uneven cyber resilient landscape and making it challenging to compare the list of OESs from
country to country.
Averagely, Member States report 35 essential services per country, although there are relevant
differences between the number identified across Member States 22. The main cause for such
differences is the definition of the criteria to identify OESs, a process in which many factors take
place. In a scenario in which one operator is established in different Member States, countries
could apply different criteria to identify these national establishments as OESs causing a
conflicting approach on supervision and an additional administrative and legislative burden. As
a result, cross-border incidents with the capacity to damage critical infrastructure could inflict a
relevant amount of damage to several Member States. For instance, energy transmission
operators or big domain registries have a relevant share of the internal market as providers of
cross-border services and would have a significant impact in case of a cyber incident 23.
Coverage of DSPs
The final text of the current NIS Directive covers only online marketplaces, cloud computing
services, and search engines (Annex III), and does not include internet payment gateways,
application stores, and social networks, as set in the original Commission’s proposal. Based on
the data collected, it emerged that the definition of DSPs should be better defined. For instance,
the definition of cloud computing services is too broad according to the consulted stakeholders.
Ultimately, the DSPs in scope of the Directive need to be defined in accordance with their
evolution within the digital market and with the aim of ensuring the level playing field between
European and non-European DSPs.
Light-touch approach towards DSPs
The NIS Directive provides for maximum harmonisation as regards DSPs; therefore, Member
States are not allowed to impose any further security or notification requirements besides the
ones foreseen in the Directive. Besides that, in view of their rapidly changing nature and
innovative potential, a light-touch approach towards DSPs is currently in place. This means that
requirements applied to DSPs are lighter than those applied to OES and supervisory activities

19

COM (EU) 2019/546 final, Report From The Commission To The European Parliament And The Council assessing the

consistency of the approaches taken by Member States in the identification of operators of essential services in
accordance with Article 23(1) of Directive 2016/1148/EU on security of network and information systems, Brussels,
20
21

.10.2019.
Bird & Bird (2020), Developments on NIS Directive in EU Member States and ENISA-(2020) National Cyber Security

Strategies- Interactive Map. Available at: https://www.enisa.europa.eu/topics/national-cyber-securitystrategies/ncssmap/national-cyber-security-strategies-interactive-map
22

Ibid.

23

According to the NIS Cooperation Group, the openness of the internal market for services can lead to cross-border

risks and dependencies that fundamentally affect the availability, integrity and confidentiality of such services.
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are performed following an incident (ex-post supervision). Additionally, unlike OESs, DSPs are
not identified by national authorities. As DSPs are already complying with several international
standards and certifications and they remain free to take the measures that they deem most
appropriate, they may see the need to comply with the NIS Directive as less relevant. Hence,
given the fact that several OESs rely on these services to operate (e.g. cloud services) and the
evolving digital transformation of our society, the light-touch approach may be questioned
allowing a more proactive and stricter supervision towards DSPs.
Security requirements/incident notifications for OESs and DSPs
The NIS Directive dictated the identification and application of security requirements for OESs
and DSPs, but it allowed each Member State to adopt a proper legislation to put in place all the
necessary measures to do so according to a risk-based approach. This has given the freedom to
Member States to use different approaches when transposing the NIS Directive: some have
made the security measures mandatory through a regulation (e.g. France, Croatia, Spain and
Romania) or a standard (e.g. Belgium with the ISO27001 standard 24), while some have not
indicated the measures in their legislation and have decided to publish them through guideline
documents which are highly recommended to follow (e.g. United Kingdom, Germany and Italy).
The consequence is that security requirements show a great variation across Members States.
Averagely, consulted stakeholders found that the identification and application of security
requirements for OESs and DSPs within the Member States resulted in the establishment of a
secure environment. However, discrepancies across Member States still hinder the attainment
of the NIS Directive goal of an effective risk management at the level of OESs and DSPs. In this
regard, the challenges identified were most relevant for Member States with no previous
framework in place or less mature levels of cybersecurity and for SMEs (e.g. OESs and DSPs).
In this sense, SMEs need more support and guidance, as they may not have the capacity to
comply with the NIS Directive.
With regard to the current reporting system, the modality of reporting in terms of time and
entities to report to is different across the Member States: the reporting time varies from ‘without
undue delay or immediately’ to 24 hours, while the first written report needs to be submitted
from five days after the incident occurred to four weeks. Overall, the current system is not
optimal not only for cross-border providers subject to different notification regimes but also for
cybersecurity authorities that are unable to learn and acquire knowledge relative to all incidents
below the thresholds. Indeed, voluntary reporting (e.g. reporting near misses or other forms of
reporting) is envisaged and encouraged only in few Member States 25. Therefore, it is necessary
to streamline what is meant by ‘significant incident’ and/or to adjust thresholds in order to
incentivise incident reporting.
When it comes to incident notification, the variation across Member States increases even more
due to the different values and roles played by the two variables characterising the incident
report requirements: thresholds and modalities of reporting. As far as thresholds are concerned,
in some countries they do not exist at all, while in some others they are extremely detailed
and/or vary by sectors25. Overall, there is a broader consensus that the thresholds are set too
high to trigger notification under the NIS Directive regime, contributing as well to decrease the
level of harmonisation across the EU. This finding was confirmed by the results of the targeted
consultation.

Wavestone (2020) A Guide for Belgian OES: How to Achieve NIS Compliance Using ISO 27001 at
https://www.wavestone.com/en/insight/a-guide-for-belgian-oes-how-to-achieve-nis-compliance-using-iso-27001/
Bird & Bird (2020) and Digital Europe (2019).
24

25

25

NIS Cooperation Group (2018), Reference Document on Incident Notification for Operators of Essential Services,

Cooperation Group Publication 02/2018. Available at
http://ec.europa.eu/newsroom/dae/document.cfm?doc_id=53644, p. 24.
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Lastly, according to the OESs consulted for the study, the main challenge when fulfilling their
obligation is a lack of understanding of the reporting incident process, such as the reasons to
report or what is specifically considered as an incident. DSPs also manifested the need for
clarifying the notification process, as well as certain definitions, such as ‘digital service
providers’ or ‘cloud service providers’.
Supervisory powers and monitoring
Compliance with the NIS Directive is overseen by competent authorities - either unique national
agencies or sector-specific ones - whose function is to monitor the application of the provisions
by applying a range of enforcement powers to be used where appropriate 2627. The results from
the targeted surveys offered a rather positive assessment on the effectiveness of supervisory
powers.
In terms of differences in Member States approach in relation to enforcement and supervision,
some Member States established only a central authority in order for it to have a high
concentration of expertise in cybersecurity; others adopted sector-specific authorities to improve
both the acceptance by the sector and the effectiveness of enforcement by the authority
concerned28. Against this backdrop, the EU faces a highly fragmented supervisory framework
that sometimes creates uncertainty about who should carry out the supervisory function in case
the incidents are not reported. The NIS Directive could thus benefit from the issuing of guidelines
from competent authorities, and from fostering the development of an ‘interpretative
community’ with regular engagement of both regulators and organisations to have a regular
bidirectional information flow. However, overall, it looks like there is not yet enough evidence to
have a complete overview of how the enforcement and supervision is going across Member
States.
When it comes to the issue of penalties, to the comparative efficacy of their different types and
to the Member States’ ability to ensure that the penalties are implemented, two issues come
forward: their great variation in characteristics and magnitude across Members States and their
application. Regarding the magnitude, in some cases the penalties are almost not existent, while
in some others they vary ten times as much. Additionally, in some Members States there is no
minimum penalty but only a maximum penalty, giving full flexibility to the national authority.
Generally, differences in characteristics and magnitude of penalties have not been identified as
a key priority to be addressed in the context of the NIS Directive review 29, although their
misalignment is considered to be a shortcoming of the NIS Directive. As emerged also from the
targeted consultation, thus, the development of systems of penalties at national level create
discrepancies among Member States, which can lead operators with cross borders activities to
adopt a strategy of ‘opportunity shopping’ by notifying in the state with a lower penalty. The
Directive should further harmonise the type and level of penalties at EU level.
Costs and benefits

26

Indicative examples of the most widely used and accepted methodologies for (self) risk-assessment are: ISO/IEC

framework for an ISMS; NIST Special Publication 800-30 Rev. 1, Risk Management Guide for Information
Technology Systems; CRAMM risk management methodology; OCTAVE, suite of tools, techniques and methods; FAIR,
international standards quantitative mode; IRAM2, end-to-end approach for performing business-focused information
risk assessments; BSI 100-3, methodology for performing risk analyses; MAGERIT, methodology for Risk Analysis and
Management; MEHARI, information risk analysis assessment and risk management method; and MONARC, risk
management methodology. ENISA (2018) Guidelines on assessing DSP and OES.
compliance to the NISD security requirements Information Security Audit and Self – Assessment/ Management
Frameworks.
27

28

Communication from the Commission to the European Parliament and the Council, Making the most of NIS –

towards the effective implementation of Directive (EU) 2016/1148 concerning measures for a high common level of
security of network and information systems across the Union, COM/2017/0476 final, Annex , sec. 5.2I, p. 13-16. 29
Intermediate Workshop Report Study to support the review of Directive (EU) 2016/1148 concerning measures for a
high common level of security of network and information systems across the Union (NIS Directive) – N° 2020-665.
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From the results of the targeted consultation activities, it appears that the NIS Directive did not
cause significant administrative and compliance costs. Indeed, compliance costs for the private
sector do not seem to have been substantial since many of the entities concerned were already
compliant with pre-existing security requirements. From reporting entities, the most recurrent
cost relates to the duplication of efforts and the time invested to comply with different legislation
(e.g. EECC; PSD2 Directive; eIDAS Regulation; GDPR; and Cybersecurity Act), which, more often
than not have different reporting authorities, timelines, and criteria. For competent authorities,
the establishment of the physical infrastructure ensuring secure information exchange and the
cooperation with other relevant competent authorities within a network emerged as the most
relevant costs.
Regarding the benefits, the NIS Directive ensured the setting up of a horizontal framework for
the security of networks and information systems at the EU level, thus triggering the
implementation of security measures across the Member States and fostering collaboration and
trust within the Union. According to the results of the online surveys, NCAs and DSPs find that
the main benefit coming from the NIS Directive is the increased trust in the digital economy and
the internal market, while OESs point to the reduced impact of NIS incidents. Meanwhile, from
the findings of the in-depth interviews, it emerged that benefits arose from the implementation
of the Directive in a wide range of areas, prompting positive changes in terms of improved
cooperation and security standards, cybersecurity awareness and trust.

1.3

Evaluation methodology

In compliance with the Better Regulation Guidelines 29 , the first step of an evaluation is to
understand the background, context, and current situation of an intervention. In order to do
this, a set of evaluation questions, assessing the functioning of the Directive based on the state
of play of network and information systems’ protection across the European Union, was
answered. This exercise focused on the impact of the changes introduced by the Directive since
2016 and took into account the constantly evolving technological and threat landscape.
As explained in Chapter VI of the EU Better Regulation Guidelines and in Tool #47 of the Better
Regulation Toolbox, in order to evaluate the NIS Directive, the evaluation questions covered five
evaluation criteria, which are generally used for the evaluation of EU policies, i.e. effectiveness,
efficiency, relevance, coherence and EU added value. To assess each evaluation criteria, an
evaluation matrix was elaborated with the support of a list of evaluation questions provided by
DG CNECT, and upon agreement with the Project Officers. This list balanced macro-questions
and sub-questions to ensure that they provided useful information on the five evaluation criteria.
It also included ‘forward-looking’ questions focused, for example, on the enlargement of the
scope of the Directive to additional sectors, services and entities, as well as on evaluating the
impact of the NIS Directive on the distribution of costs and benefits within the economy.

1.3.1 Evaluation questions
The first step of the formulation of the evaluation questions was a comprehensive review of the
application of the existing provisions of the NIS Directive. To this end, the Project Team revised
the material collected for the preliminary analysis of the legal framework starting from the text
of the NIS Directive, the references mentioned in Annex II of the NIS Directive and the additional
ones provided during the inception meeting of the study. The Project Team looked for
information both at EU level but also at national level to gain a deeper understanding of specific
provisions and implementation issues with the Directive.
29

European Commission. Better Regulation: Guidelines and Toolbox. Available at:

https://ec.europa.eu/info/law/lawmaking-process/planning-and-proposing-law/better-regulation-why-and-how/betterregulation-guidelines-andtoolbox_en (last accessed on 03.06.2020).
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Following that, the evaluation matrix with the related questions was also associated with a series
of indicators, as well as their respective data collection methods. The indicators used in the
evaluation first assessed the baseline situation in which there is ‘no NIS Directive in place’, hence
they were an instrument to measure the progress or the evolution of the situation before and
after the NIS Directive. Some indicators played a forward-looking role, so to predict how and
where the Directive should be changed. This allowed to gather a comprehensive view of the
synergies to be deployed when performing the data collection and the stakeholders’ consultation,
and to make the best use of all information across the different types of stakeholder and
evaluation question. Table 1 below shows the main evaluation questions.
Table 1.
ID

Evaluation questions
Evaluation question

Relevance
EQ1

To what extent are the original objectives of the NIS Directive still pertinent in relation to the evolving needs,
technological advances, and problems at both national and EU levels?

Coherence
EQ2 To what extent the NIS Directive fits well within the wider EU cybersecurity policy, and, more specifically, is it
coherent with other EU interventions in the field of cybersecurity (incl. in specific sectors or in regard to security
of products) and critical infrastructure protection?
EQ3

To what extent are the legal provisions of the NIS Directive internally coherent?

EU added-value
EQ4

What has been the added value of the NIS Directive compared to what could have been achieved by Member
States at national or regional level?

EQ5

To what extent the continuation of EU the action is needed?

Effectiveness
EQ6 To what extent and why has the NIS Directive been an effective instrument for achieving a high common level of
security of networks and information systems within the EU levels?
EQ7 To what extent have the relevant provisions of the Directive as regards national strategies (Art.7) been effective
in achieving a higher level of security of network and information systems?
EQ8

To what extent have the relevant provisions of the Directive as regards the national competent authorities
and single point of contact (Art.8) been effective in achieving a higher level of security of network and
information systems and in particular in building confidence in Member States’ capabilities and establishing
trust between Member States for swift and effective operational cooperation?

EQ9 To what extent have the relevant provisions of the Directive as regards computer security incident response teams
(CSIRTs) (Art.9, Art.10), been effective in achieving a higher level of security of network and information
systems and in particular in guaranteeing effective and compatible capabilities to deal with incidents and risks
and ensure efficient cooperation at EU level?
EQ10 To what extent have the relevant provisions of the Directive as regards cooperation at EU Level (Art.11) been
effective in achieving a higher level of security of network and information systems and in particular in
facilitating the implementation of the NIS Directive in the Member States and in providing policy guidance?
EQ11 To what extent have the relevant provisions of the Directive as regards the CSIRTs Network (Art.12), been
effective in achieving a higher level of security of network and information systems and in particular in building
confidence in Member States’ capabilities and establishing trust between Member States for swift and effective
operational cooperation?
EQ12 To what extent have the relevant provisions of the Directive as regards security requirements and incident
notification (Art.14, Art.16), been effective in achieving a higher level of security of network and information
systems and in particular in achieving a higher level of protection of OESs and DSPs?
EQ13 To what extent have the relevant provisions of the NIS Directive as regards its implementation and enforcement
(Art.15,17), been effective?
EQ14 What factors (e.g. discrepancies in Member States’ implementation of the Directive) have contributed to, or stood
in the way of, achieving the NIS Directive objectives?
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Efficiency
EQ15 To what extent have the effects of the NIS Directive been achieved at a reasonable cost?
EQ16 To what extent have the costs associated with the NIS Directive been proportionate to the benefits that it has
brought?
Source: Authors’ elaboration.

1.3.2 Information sources
Based on the results of the preliminary analysis, the list of data collection methods (for primary
and secondary sources) employed for the evaluation was formulated. The desk research phase
of the project was dedicated to an extensive analysis of the impact of the NIS Directive, looking
at the changes it introduced at different levels (e.g. national and EU level) and for different
stakeholder, and consulting different information sources, such as academic papers, NIS
Cooperation Group deliverables, conclusions of the OES Report, European Central Bank opinions,
European Court of Auditors briefing papers, CSIRTs documents, ENISA publications, Commission
communications, EU regulations, and impact assessments, among others. Meanwhile, the
collection of primary information to build up a sufficient evidence base to inform the evaluation
relied on different targeted consultation activities, entailing the use of online surveys and indepth
interviews, as well as workshops.
The targeted consultations were complemented by the open public consultation, which was
launched on the 7 July 2020 and received responses until 2 October 2020. The results from the
open public consultation were included within the study and further complemented the interim
study reports.30 Besides the open public consultation to the general public carried out by the
European Commission, ENISA carried out a survey among members of the CSIRTs Network
which provided valuable input for the study in regards to the CSIRTs’ views on the effectiveness
of the Network and the Cooperation Group. In addition, the Opening and Intermediate workshops
of the study fell within the time-period of the evaluation. Therefore, the results from these
workshops also fed into the evaluation providing evidences for answering specific questions, as
well as feedback on the methodological approach for carrying out the evaluation. The box below
provides a summary of the consultation activities.

Summary of the consultation activities
Targeted online surveys received answers from: 46 NCAs from 22 Members States and the United
Kingdom; 49 OESs representing all sectors included in Annex II of the NIS Directive; and 9 DSPs covering
all types of digital services included in Annex III of the NIS Directive. In-depth interviews were carried
out with 16 stakeholders (4 NCAs, 7 OESs, 2 DSPs, 2 European Institutions and 1 expert). The open
public consultation received 206 answers in total (68 from Trade Associations, 44 from OESs and 13 from
DSPs, 36 from Other stakeholder, 21 from Cybersecurity professionals, 14 from NCAs and CSIRTs, and
10 from Citizens).

1.3.2.1 Online survey
The survey provided additional evidence to support the assessment of some initial findings of
the preliminary analysis of the legal framework and of the in-depth analysis of the Directive, fill
gaps in knowledge or delve into issues to deepen our understanding of the existing legal and
For more information on the open public consultation please visit:
https://ec.europa.eu/info/law/betterregulation/have-your-say/initiatives/12475-Revisionof-the-NIS-Directive
30
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policy framework applicable to the security of network and information systems and its actual
impact.
The Project Team developed three different surveys, targeting (i) NCAs (including CSIRTs and
SPOCs), (ii) OESs and (iii) DSPs. The surveys included a general introduction to the project,
instructions on how to respond to the questions, contact details of both the Commission as well
as the Project Team, and deadlines for responding to the survey. The surveys comprised of a
mix of multiple-choice questions and open-ended questions to which free answers could be
given.
The questionnaires were tailored to each stakeholder group and were structured following the
five evaluation criteria. The questions, which were based on the evaluation matrix, were grouped
according to the main provisions of the NIS Directive exploring context-specific aspects which
gave the targeted respondent the possibility to provide evidence-based information coming from
their experience.
The survey was available online on Survey Gizmo (now Alchemer), a survey software platform
for running, analysing, and reporting on surveys which the Project Team was acquainted to use
for Commission mandated projects. The survey was extensively tested before being distributed
to stakeholders to ensure the correctness of layout, routing, and user-friendliness.
The timeline of the online surveys addressing different stakeholder groups are detailed in Table
2 below.
Table 2.

Overview of the online surveys

Stakeholder category

Number
responses

46
National Competent Authorities (NCAs) including CSIRTs and SPOCs

of Timeline
15 July 2020 – 04 September
2020

49 Operators

17 July 2020 – 31 August 2020

9 Digital

21 July 2020 – 31 August 2020

of Essential Services (OESs)
Service Providers (DSPs)
Source: Authors’ elaboration.

In order to mitigate the risk of low response rate, the members of the Project Team kept the
response rate monitored twice a week (and more intensively towards the end), while reminders
were sent via email to the stakeholders and a weekly progress note was also shared with the
Commission.
Dissemination of the survey was performed using mailing lists and intermediary channels.
Regarding the latter, intermediary diffusion channels allowed to leverage on snowballing
techniques to disseminate it to additional relevant audiences, for example, by sharing the
surveys with associations and networks of OESs and DSPs.
Responses were subject to confidentiality checks to ensure that confidential material was
handled appropriately and anonymised where necessary according to a privacy statement
elaborated in line with the General Data Protection Regulation 2016/679 (GDPR) 31.

31

Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of

natural persons with regard to the processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC (General Data Protection Regulation), OJL 119/1, 4.5.2016.
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1.3.2.2 In-depth interviews
Developing the in-depth interviews questionnaire
A total of sixteen in-depth interviews was conducted to enrich the results of the online surveys,
as the Project Team expected that the latter would not have provided alone the wealth of
information needed to perform the evaluation and the analysis of all the evaluation questions.
A differentiated strategy for the in-depth interviews was developed based on the type of
stakeholder to be consulted:

 Authorities (NCAs, including CSIRTs and SPOCs). Representatives from Ireland, the
Netherlands, France, and the UK were selected to take part in the in-depth interviews.
The interview questionnaire to the NCAs covered all evaluation questions, and in particular
(as indicated in the ToR) questions related to the implementation and effectiveness of the
Directive.

 Industry. The consultation with industry prioritised the sectors currently covered by the
NIS Directive; therefore, nine different in-depth interviews were conducted with
representatives from OESs and DSPs. All industry stakeholders were enquired on the full
set of questions, with a particular attention to the areas of effectiveness and internal
market impact, as suggested in the ToR.

 EU Institutions and Agencies. A number of representatives from both DG CNECT and
ENISA were asked to take part in two additional in-depth interviews. The questionnaire
addressed to them was developed to ensure that the strategy-related questions to all
evaluation questions were asked, with particular emphasis on effectiveness, and that
information about how to leverage on the Cooperation Group and the CSIRTs Network to
strengthen and improve coordination and cooperation of capabilities with other authorities
and market operators was gathered.

 Other. In the consultation planning, the Project Team identified a few additional
stakeholders to be enquired, such as academia and independent experts. The selected
stakeholders were involved in in-depth interviews on an ad-hoc basis, especially to fill
data gaps and/or to support the evaluation analysis about the costs and benefits
assessment, as well as issues of cooperation and information sharing.
Carrying out the interviews
The communication to the stakeholders was drafted in English and, likewise, the interviews were
carried out in English. However, the Project Team accommodated any request to run the
interviews in a different language, leveraging on the knowledge of the team. The results of the
interviews were reported in English to ensure consistency and ease the access to information.
The timeline of the in-depth interviews addressing different stakeholder groups are detailed in
Table 3 below.
Table 3.

Overview of the in-depth interviews

Stakeholder category
National Competent Authorities (NCAs)
Industry (OESs and DSPs)

Number of interviews
4

Timeline

9
23 July 2020 – 08 September 2020

EU Institutions and Agencies
Other
Source: Authors’ elaboration.
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The analysis of the results included some time-buffer to recover any delay or to seek for
additional respondents, but especially to corroborate the information collected during the online
surveys. In fact, given the limited timeframe for data collection and the fact that the timeline
for the data collection and the interviews was partially overlapping, there was the risk of not
being able to fully leverage on the in-depth interviews as a tool to consolidate and fill the gaps
found in the survey.
In-depth interviews sampling
The strategy for the in-depth interview sampling followed the general guidelines defined for the
sampling of the online survey. The specific number of interviews per stakeholders was defined
together with the Commission, having in mind as a first criterion the need to guarantee the
representativeness of EU Member States and sectors and sub-sectors of OESs in terms of
consultees across category of stakeholders.

1.3.2.3 Workshops
Besides the online surveys, the in-depth interviews, and the general open public consultation on
the evaluation of the NIS Directive, a series of workshops were planned as part of the study’s
consultation activities. A minimum of three workshops were organised over the course of the
study: Opening Workshop (June 2020), the Intermediate Workshop (July 2020), and the Closing
Workshop (October 2020). The workshops falling within the time-period of the evaluation
(Opening and Intermediate) were crucial to present and discuss the findings of the study, as
well as to gather feedback from different groups of stakeholders active in the field of
cybersecurity.
Key stakeholders representing EU institutions and agencies, OESs, DSPs, NCAs, CSIRTs, SPOCs
as well as academia and independent experts were invited to participate in the workshops. The
identification of stakeholders was based on proven and relevant competence and experience,
both at European and/or international level, in areas relevant to the topic in question.
Due to the COVID-19 pandemic the format of these workshops, originally planned to be inperson
events, had to be modified and delivered as online meetings using the WebEx platform.
The Opening Workshop took place as two separate virtual sessions on 8 and 11 June 2020 with
119 registered participants (109 participants attending the first session and 89 participants
attending the second session). The Opening Workshop included an introduction to the NIS
Directive review process by the unit on Cybersecurity & Digital Privacy Policy (DG CNECT),
followed by an overview of the current approach to the review of the NIS Directive and the
forward-looking impact assessment provided by the Project Team, including the presentation of
the study, methodological approach, workplan and stakeholder engagement plan. The Opening
Workshop also promoted an initial discussion with the participants on novel policy concepts and
measures not addressed by the current NIS Directive, and provided an overview of the next
steps for the targeted and open consultation activities.
The Intermediate Workshop took place on 16 July 2020 with 144 registered participants. The
Intermediate Workshop provided participants with an update on the progress of the study to
support the review of the NIS Directive including an overview of the different consultation
activities. The preliminary findings coming from the evaluation of the functioning of the Directive
were presented. This was followed by a session focusing on the high-level findings for the future
policy measures, which informed the Project Team about the relevance and applicability of the
different policy measures being considered under the study.
The Closing Workshop took place on over two days, on 12-13 October 2020. The session on 12
October gathered NCAs representatives (including CSIRTs and SPOCs). While the session on 13
October gathered industry stakeholders, i.e. representatives of OESs and DSPs. The objectives
of the Closing Workshop were two-fold: (i) to discuss the policy options identified during the
evaluation of the NIS Directive to enhance the level of European cybersecurity based on the
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identification of the problems and shortcomings identified in the current Directive; and (ii) to
review the impacts the policy options – not only from an economic but also from a social and
environmental point of view – informed by a discussion on the costs and benefits associated with
each policy option. The evidence collected from the Closing Workshop was used to feed into the
forward-looking element of this evaluation study; ensuring that subsequent EU policy action in
relation to network and information systems is relevant, applicable, and future proof.
Workshop reports were prepared not only summarising the discussions but presenting a coherent
narrative on the topics in question in order to better support the study.
1.3.3 Analysis limitations
Despite the extensive consultation activities with stakeholders and the open public consultation,
a number of issues affected the robustness of the study findings:

 Lack of available evidence, including historical data, and at times low quality of
information, which prevented a quantitative analysis of the changes introduced by the
NIS Directive. As a result, we highly rely on stakeholder consultations, which poses a risk
to the robustness of the study.

 Partial contributions to the online surveys by the Member States (responses covered 22
EU countries), which prevented a fully-fledged comparative analysis across the European
Union.

 Low response rate from DSPs (including micro and small businesses) in all consultation
activities carried out by the study, which may derive from the ‘light touch approach’
including ex-post supervision towards DSPs, as well as the compliance with several
international standards and certifications.

 Limited evidence on the actual impacts of the Directive, since the Directive has been
implemented by the Member States only as of 2018, and some of them have experienced
delays in its implementation.
The above-mentioned issues limited the analysis especially in relation to the ‘EU added value’,
‘effectiveness’ and ‘efficiency’ evaluation criteria. However, conclusions were drawn based on
the triangulation and validation of findings from desk research and the consultation activities
with stakeholders against the different evaluation criteria.

1.4

Summary of the findings of the evaluation questions

1.4.1 Relevance
The problems that were considered most prominent when the NIS Directive was
adopted are still relevant and most likely require action at EU level. Remarkably,
problems related to lack of structured cooperation among relevant actors at national and EU
level are still considered relevant but to a smaller extent by most of stakeholders. The
transposition of the NIS Directive by the Member States have enabled to build a common
minimum level of cybersecurity capacity within the EU. Each Member State has developed or
completed a national cybersecurity strategy providing objectives and priorities on NIS at national
level and created dedicated institutions in the cybersecurity domain such as NCAs, SPOCs, and
CSIRTs. In addition, it has increased the level of cooperation among Member States with the
creation of the NIS Cooperation Group and the CSIRTs Network.
On the other hand, the following problems, identified at the time of adoption, are still considered
relevant to a great extent by all stakeholder groups: (i) increasing magnitude, frequency and
impact of security incidents, and harmful actions which could cause major damage to the
economy of the Union; and (ii) the lack of common requirements on OESs and DSPs.
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Moreover, cybersecurity capabilities and preparedness in the Member States remain unequal,
and insufficient to comprehensively and effectively respond to cyber threats, including to
crossborder incidents. Stakeholders agree that the levels of preparedness remain still uneven
across and within Member States, which lead to fragmented approaches across the Union
particularly regarding the identification of OESs.
Regarding the objectives that the NIS Directive was meant to achieve, the majority of OESs and
DSPs consulted for the study agree that all specific objectives of the NIS Directive are still
relevant whilst the NCAs expressed mixed opinions. The objectives concerning (i) the adoption
of a national strategy by each Member State and (ii) the appointment of competent authorities
at national level are seen by the NCAs as less relevant today, validating the fact that the
foundations of the NIS Directives are now in place, and cybersecurity capacity has increased.
Due to the minimum harmonisation approach towards OESs in recognition of the fact that the
legal systems in some Member States already had in place higher standards than those set in
the Directive, there is an inconsistent identification process of OESs, which are required to
implement security requirements and report incidents according to the different national
implementation of the NIS Directive. When analysing potential problems that need to be
addressed today within the cybersecurity legislation at EU level, stakeholders agree that this
represents one of the main shortcomings of the NIS Directive, resulting in a misalignment of
security requirements for OESs across Member States.
More than half of the Member States included additional sectors and corresponding sub-sectors
which they considered vulnerable to cyber-incidents. The methodology applied to identify OESs
is also different across Member States, ranging from the designation by NCAs to selfidentification
by the operators themselves. The stakeholders in favour of enlarging the scope of the NIS
Directive mentioned through the targeted consultations a handful of additional sectors to be
considered such as electricity production, wastewater, elections services, and telecoms, which
are at the moment not part of Annex II of the current NIS Directive.
Likewise, the maximum harmonisation concerning DSPs impeding Member States to introduce
rules that are stricter than those set in the Directive has led to several problems that still need
to be addressed such as the ineffective approach for determining the DSPs falling under the
scope of the Directive (i.e. cloud computing service, online marketplace and online search
engine) and the insufficient clarity on the establishment of jurisdiction of NCAs regarding DSPs.
Cybersecurity developments
When comparing the NIS Directive objectives with the current needs and problems in the area
of cybersecurity within the EU, there are new challenges coming from the evolving digital
transformation of our society. Such challenges require citizens and businesses trusting that their
applications and products are secure, leading in turn to the need for introducing national policies
related to supply chain cybersecurity management. One of the main issues that emerged during
the in-depth interviews with OESs was the heavy reliance on digital infrastructures and online
systems and the urgent need to ensure resilience and trust in the supply chain (including
thirdparty vendors, suppliers, services providers and especially cloud service providers, and end
users) as it has implications for the national and economic security, public health and safety.
Furthermore, the increasingly connected ICT infrastructures, the rising number of connected
devices through IoT and industry 4.0, the growth of 5G networks and of a data-centric world are
making the supply chains increasingly global. Vulnerabilities in the supply chain could have
cascading impacts across multiple critical infrastructures and services.

1.4.2 Coherence
The purpose of the coherence analysis is twofold: on the one hand, it focuses on the role of the
NIS Directive within the wider EU cybersecurity policy and legal framework, with the aim of
evaluating how well the Directive works with the other instruments existing at EU level (i.e.
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external coherence); on the other hand, it looks at the consistency of the different actions put
forward within the NIS Directive, with the purpose of investigating how the various components
of the Directive itself operate together to achieve its objectives (i.e. internal coherence).
Complementarity and interactions with other EU instruments
Addressing the Directive’s external coherence, the legislation examined takes into account those
EU initiatives that put forward provisions that may overlap or complement what set by the NIS
Directive. These include, but are not limited to, Directive (EU) 2018/1972 (EECC) 32; Directive
2015/2366/EU (PSD2 Directive) 33 ; Regulation (EU) No 910/2014 (eIDAS Regulation) 34 ;
Regulation 2016/679 (GDPR) 35, Directive 2008/114/EC (ECI Directive) 36, and Regulation (EU)
2019/881 (Cybersecurity Act)38.
Overall, the NIS Directive presents some issues as far as its external coherence is concerned,
such as some misalignments in obligations that may lead to additional administrative
burden (e.g. duplicated reporting) and additional fines for the parties involved. We
acknowledge a good degree of consistency of concepts and definitions between the Directive
and the other EU instruments. However, as confirmed by the stakeholders, a better alignment
among certain legal instruments could still be reached.
The most notable example of overlapping reporting requirements comes from the financial
sector, where financial institutions operating in the EU are expected to comply with different
reporting requirements under six different reporting schemes 37. Therefore, misalignments in
obligations can also cause the risk of double jeopardy, which implies the imposition of
administrative fines under different regimes in case of non-compliance.
Looking at the financial sector, it appears clear that overlapping obligations, and in particular
misaligned reporting requirements and notification obligations, stand out as an important
coherence issue that may significantly hamper the implementation of different EU instruments
and in turn the achievement of their objectives. Thus, it would be important to ensure as much
coherence across legislation as possible to be able to rip the benefits coming from such
synergies, as proposed by the Digital Operational Resilience Framework for financial services
(DORA) aiming at ensuring a coherent approach in addressing risks in the financial sector 38.
Consistency of different elements within the NIS Directive
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Addressing the Directive’s internal coherence, the legal analysis highlighted that a number of
undefined legal concepts are present in the Directive. This issue concerns important
definitions, such as that of ‘significant’ or ‘substantial’ impact and ‘appropriate and proportionate
technical and organisational measures to manage the risks’, which are indeed missing within the
text of the Directive. Although the majority of the respondents to the online surveys declared
that the concepts and definitions provided in the NIS Directive are clear enough, some of them
flagged that the definition, and consequent identification process, of OESs and DSPs are among
the main unclear points of the Directive. This lack of clarity around the definition and
identification of OESs and DSPs not only resulted in fragmented national implementations, but
it also negatively impacted the level of obligations awareness around the provisions addressed
to OESs and DSPs. In his regard, respondents mentioned that more clarity on the provisions
defining ‘incident notification’ and ‘reporting requirements’ would be welcome.

1.4.3 EU added-value
The EU added value criterion investigates why a regulatory EU intervention, as opposed to action
at national or regional level, is worthwhile. In this respect, the evaluation studied only from a
qualitative perspective the extent to which the NIS Directive has contributed to boost the overall
level of cybersecurity in the EU in a way that could not have been achieved by Member States
on their own. It also examined the need for continued EU action.
Creation of a common legal framework
The most evident added value of the NIS Directive compared to the actions initiated by the
Member States is the creation of a common legal framework to ensure a high level of network
and information security across the Union. The Directive has therefore ensured the
implementation of a minimum set of requirements across the EU, based on binding rules set in
2016. Each Member State adopted a national framework and designed NCAs in charge of the
monitoring and implementation of the Directive. It is unlikely that this overall result would have
been achieved through national policies or legislations alone. This assumption was corroborated
by the results from the targeted consultations.
The NIS Directive represents in this sense a significant step forward in terms of cooperation and
information sharing among Member States. It also promoted effective operational cooperation
via the creation of national CSIRTs according to the NCAs consulted. However, OESs and DSPs
evaluated the contribution of the NIS Directive as moderate in relation to (i) the improvement
of cooperation at national level following the adoption of the NIS Directive, (ii) the guarantee of
minimum capabilities and the establishment of a national framework, (iii) the establishment of
a level playing field for OESs and DSPs across the EU in terms of security and notification
requirements, and (iv) the effective implementation and enforcement of security requirements
and notifications by OESs and DSPs.
Need for continued EU intervention
Several elements tend to suggest that continued EU intervention is still needed. Firstly, OESs
and DSPs expressed that there are policy measures that could improve the NIS Directive, such
as coordinated vulnerability disclosure, well-established and structured framework for
cooperation and information sharing between law enforcement and cybersecurity authorities and
coordinated gathering of statistical information at EU level.
Secondly, harmonisation between Member States, despite significant efforts, remains
incomplete. The minimum requirements set by the Directive have been further specified at
national level to ensure the implementation and enforcement of the NIS Directive. For instance,
further EU action is needed to harmonise the Member States’ methodologies to identify OESs,
their definition, and the incident thresholds, as asymmetries in relation to OESs provisions create
a risk of fragmentation in the internal market. Consequently, differences in national frameworks
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for implementation and enforcement exist, which create inconsistencies across the Union. This
fragmentation is still present and hinders the overall level of harmonisation across countries.
Finally, the consulted NCAs, OESs and DSPs agree on the need to consider cybersecurity risks
posed by emerging technologies (e.g. artificial intelligence, internet of things, blockchain, 5G
and quantum computing) in the review of the Directive which underlines once again the need
for continued EU intervention.

1.4.4 Effectiveness
Effectiveness assesses the extent to which the general and specific objectives of the NIS
Directive have been achieved. It focuses on identifying any significant factors that may have
contribute to, or inhibited, progress towards meeting these objectives, while investigating any
negative or positive changes produced beyond the intended effects of the NIS Directive.
General objective
Respondents from all stakeholder groups, interviewees and participants to the workshops believe
that the NIS Directive contributed to achieve a high common level of security of network and
information systems within the Union to improve the functioning of the internal market.
Specific objectives: Setting out of national frameworks (Member States capabilities)
All Member States have now a national cybersecurity strategy in place, in many cases
reinforced with additional national measures which helped the countries with less capacity to
make a substantial step forward in cybersecurity preparedness. However, stakeholders
expressed mixed opinions regarding the effectiveness of such strategies to achieve the NIS
Directive objectives, as OESs and DSPs considered them moderately up-to-date and flexible
enough.
Regarding the effectiveness of the institutional setting, it is possible to observe that all
Member States have designated NCAs, SPOCs and CSIRTs. Member States were given the
autonomy to decide to apply a centralised or decentralised approach for designation of
competences at national level, as most appropriate in their national context. Some Member
States (14) opted to designate a single national authority, while others (13) and the United
Kingdom have decided to designate sectoral authorities which coordinate their actions in order
to comply with the NIS Directive requirements. Regardless of the approach taken by Members
States in setting up their national frameworks, the effectiveness of these authorities in fulfilling
their tasks under the Directive is directly linked to the availability of adequate financial resources,
expertise, and technical knowledge for their operation. The lack of adequate financial resources
and staffing emerged as one of the most relevant challenges that NCAs have faced in the
implementation of the NIS Directive, as reported by the online surveys’ respondents.
The study deepened the analysis on the extent to which relevant provisions of the Directive
concerning SPOCs and CSIRTs were able to provide effective and compatible capabilities to deal
with incidents and risks and ensure efficient cooperation at EU level. Stakeholders considered
that SPOCs are effective in fulfilling their tasks. However, stakeholders perceive that the tasks
attributed to SPOCs are sometimes overlapping with those of the CSIRTs, highlighting that the
liaison function of these entities should be further clarified. Respondents also explained that
SPOCs should be given more responsibilities other than just transmitting information between
different stakeholders.
Stakeholders provided additional information on how effective they found the CSIRTS in
delivering each of their operational tasks. The majority of stakeholders agrees the CSIRTs are
effective when implementing most of their tasks except the following: (i) the provision of
dynamic risk and incident analysis and situational awareness; (ii) and the promotion of the
adoption and use of common or standardised practices for incident and risk-handling procedures.
The overall positive view on the cooperation between CSIRTs and the private sector was called
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into question by the OESs which pointed out the challenges faced when cooperating with the
CSIRTs: (i) the lack of understanding of their field of activity, (ii) lack of support for the private
sector in sharing information and (iii) a lack of systematic directive to CSIRTs to share
information with established private sector initiatives.
Specific objectives: Cooperation at EU level
Evidence gathered through desk research and the targeted consultations suggests that the
Cooperation Group has been effective in playing a key role in facilitating cooperation and
exchange of information among Member States through its meetings, pieces of training, and
reference documents produced since its establishment. Apart from the task related to
exchanging information with relevant European standardisation organisations, respondents to
the online surveys found on average that the Cooperation Group was effective in assisting
Member States, exchanging best practices, and providing education programmes and training,
among other initiatives. However, the Cooperation Group should review its approach towards
the strategic guidance offered, aiming to promote better alignment across the EU regarding the
thresholds applied by Member States to OESs.
Finally, the study shows an overall positive assessment on the level of cooperation among NCAs
and the CSIRTs Network. Indeed, the majority of NCAs judged the participation of national
CSIRTs in the CSIRTs Network to be effective. However, the study also suggests that a more
structured cooperation between the Cooperation Group and the CSIRTs Network could be
beneficial. An additional area of cooperation relates to the cyber crisis management that could
greatly benefit from the technical collaboration of the CSIRTs Network.
Specific objectives: Security requirements/incident notifications for OESs & DSPs (Risk
management)
In general, stakeholders agree that the security requirements imposed by the NIS Directive
allow OESs and DSPs to effectively manage risks posed to the security of network and
information systems. However, looking at the approach taken by Member States, some have
made the security requirements mandatory through regulations or norms, while others have
published guidelines which are highly recommended to follow. Consequently, a great variation
of security requirements can be seen across Members Sates, going from setting a minimum
length for passwords in absence of two-factor authentication to more general requirements.
When it comes to incident reporting, discrepancies across Member States are linked to two
variables characterising reporting requirements: modalities of reporting and thresholds. The
study analysed the modalities of incident reporting in terms of reporting time, entities to report
to, and thresholds and identified substantial variation across Member States, which challenges
a common regulatory approach in the EU and hampers the activity of cross-border operators.
Overall, there is consensus that the thresholds are set too high to trigger the notification of
incidents under the NIS Directive regime. Stakeholders also agree on the need to clarify certain
provisions, such as the notion of ‘incident’, as OESs need more detailed definitions for
determining the significance of the impact of an incident.
Looking at the current status of implementation and enforcement and in particular at the
ability of NCAs to assess the compliance of OESs and DSPs with their obligations, the results of
the targeted consultation revealed a general positive assessment with respect to the
effectiveness of the supervisory powers of the NCAs. Some Member States applied centralised
approaches for supervision and enforcement, while others opted for decentralised approaches.
Given the substantial divergences across the national ecosystems, especially in regard to OESs
and DSPs, the EU faces a highly fragmented supervisory framework that sometimes creates
uncertainty regarding the supervisory function in case the incidents are not reported.
With respect to penalties, the study underscores great variation in magnitude across Members
States and their application. Penalties vary by sector, entity, and type of incident, among other
factors. As emerged also from the targeted consultation, the development of systems of
penalties at national level created discrepancies among Member States, which can lead operators
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with cross borders activities to adopt a strategy of ‘opportunity shopping’ by notifying in the
state with a lower penalty.
According to evidence gathered for this study, one of the main factors which stood in the way of
fully achieving the NIS Directive objectives is the variation in methodologies applied regarding:
(i) the definition of essential services, (ii) the identification of OESs, and (iii) the specification
of thresholds. At least 14 Member States have established their own definition of essential
service, and 17 have developed their own sectoral categories. The numbers of essential services
vary greatly between Member States, ranging from 12 to 87, with an average of 35 services per
Member State. In general, the discrepancies related to the identification and requirements for
OESs may have impacted the management of cyber-dependencies for OESs operating across
different Member States, limiting the effectiveness of the NIS Directive and raising concerns
about the proper enforcement at national level and the consistent implementation of
cybersecurity measures across the EU.
1.4.5 Efficiency
The criterion of efficiency evaluates whether the costs implied by the implementation of the NIS
Directive are reasonable and proportionate to the benefits achieved.
Costs of the NIS Directive
Respondents to the targeted consultations expressed common views on the costs coming from
the NIS Directive, reporting that the administrative and compliance cost brought about by the
NIS Directive was reasonable. The negative impact in terms of costs that the respondents flagged
as the most relevant when it comes to the implementation of the NIS Directive is the duplication
of efforts, both in terms of human resources and time, to comply with different legislation, which
often implies having different reporting authorities, timelines, and thresholds. The financial
sector emerged as the one that bears the highest compliance costs, as it was already highly
regulated by pre-existing security requirements.
The extent to which stakeholders experienced an increase in their costs varies across the
stakeholder group (i.e. NCAs, OESs, DSPs). Although data and information are limited, this
appears to be influenced by several factors, such as (i) pre-existing legislation regulating
cybersecurity aspects, (ii) the maturity of the Member State before the implementation of the
NIS Directive, and (iii) the availability of human and financial resources.
Among NCAs, the set up and running of national CSIRTs emerged as the most significant cost,
followed by the establishment of the physical infrastructure ensuring secure information
exchange.
Both OESs and DSPs, when asked to indicate to what extent a set of compliance costs derived
from the NIS Directive were significant for their organisation, reported that taking appropriate
measures to prevent and minimise the impact of incidents affecting the security of the network
and information systems emerged as their major cost.
Benefits of the NIS Directive
Regarding the benefits, the NIS Directive ensured the setting up of a horizontal framework for
the security of networks and information systems at the EU level, triggering the implementation
of security measures across the Member States and fostering collaboration and trust within the
Union, which is in line with the objectives of the Directive.
According to the results of the online surveys, the main benefit of the NIS Directive for the NCAs
and the DSPs is the increased trust in the digital economy and the improved functioning of the
internal market. Meanwhile, the most relevant benefit for the OESs is the reduced impact of NIS
incidents. NCAs’ responses were rather positive, listing benefits such as improved cooperation,
cybersecurity awareness, trust, and improved security standards. On the other hand, DSPs were
the most critical about the benefits brought about by the NIS Directive, reporting the increased
trust in the digital economy and the internal market as the only benefit achieved so far.
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Proportionality of costs and benefits
Despite the lack of estimates that equally concerns costs and benefits, all stakeholder groups
stated that the costs of the implementation of the NIS Directive are not disproportionate when
compared to its benefits. Indeed, no additional substantial cost was reported by the
stakeholders, while the majority of respondents experienced some benefits from the adoption of
the Directive. However, it is important to point out that OESs expressed a more neutral judgment
about the proportionality criterion in comparison to NCAs and DSPs.

2

Summary of the Second Interim Study Report (D2)

2.1

Methodological Approach to the selection of policy measures

2.1.1 The need for new policy concepts in the NIS Directive Review
The review of the Directive on security of network and information systems (NIS Directive) has
been brought forward to 2020 providing an opportunity to look at the impact that this Directive
has had on the cybersecurity landscape in Europe.
Overall, the attention given to cybersecurity has increased considerably since the NIS Directive
came into force in 2016 and now Europe enjoys a higher level of common security. However,
while the Directive fostered concrete measures to enhance cybersecurity capacity building in the
Member States and to mitigate cybersecurity threats there are new challenges coming from the
evolving digital transformation of our society, which require new approaches, new policy
concepts to cope with the specific nature of the cybersecurity market characterised by strong
market failures. Worldwide spending39 on cybersecurity in 2019 exceeded $124 billion (€111
billion) and has been forecasted to reach over $133 billion (€ 119 billion) in 2022. 4041 At the
same time, the cost of cybercrime worldwide in 2016 has been estimated to be about $600
billion (€550 billion), or 8% of global GDP, rising from $500 billion (€376 billion) for 2014. 43
Such difference shows that let alone the market is unable to deliver appropriate quality and
quantity of cybersecurity investment.42 In this respect, the cybersecurity market seems to be
rather characterised by market failures associated with negative externalities, free riding, and
public goods. Such market failures need to be addressed through new policy approaches to
cybersecurity that make more incentive compatible the behaviours of all players in this market.
The general aim of this section is to further explore these reasons as underpinning the rationale
for the need of new policy concepts to be implemented in the context of the NIS Directive.
Notably, the understanding of these reasons should also be built on the concrete shortcomings
of the Directive as identified in the context of the NIS Directive’s evaluation based on the EU
Better Regulation Guidelines.

For spending on. cybersecurity here is meant the companies’ expenditures in hardware in the following market
segments: Application Security, Cloud Security, Data Security, Identity Access Management, infrastructure Protection,
Integrated Risk Management, Network Security Equipment, Other Information Security Software, Security Services,
Consumer Security Software. See Gartner (2018), Gartner Forecasts Worldwide Information Security Spending to Exceed
$124 Billion (€111 billion) in 2019, August. https://www.gartner.com/en/newsroom/press-releases/2018-08-15gartnerforecasts-worldwide-information-security-spending-to-exceed-124-billion-in-2019
40
The applied exchange rate for the conversion in Euro is the average exchange rate for the years 2019 (EUR/USD
41
,119), 2016
(EUR/USD
1,090)
and
2014
(EUR/USD
1,328)
indicated
by
Eurostat.
See:
https://ec.europa.eu/eurostat/statistics-explained/index.php/Exchange_rates_and_interest_rates 43
CSIS, McAfee (2018), Economic Impact of Cybercrime-No Slowing Down, February.
42
The Gordon-Loeb model analyses the optimal investment level in information security. The model takes into account
the vulnerability of the information to a security breach and the potential loss should such a breach occur. More
specifically, the model shows that it is generally not interesting to invest for amounts in information security higher than
37% of the predicted loss. In this case being the estimated loss about $600 billion (€550 billion), the optimal investment
in information security should be about $222 billion (€198 billion) far above the $124 billion (€111 billion) spending in
cybersecurity in 2019. Gordon, L. A., & Loeb, M. P. (2002). The Economics of Information Security Investment. ACM
Trans. Inf. Syst. Secur, 5(4), 438–457. https://doi.org/10.1145/581271.581274
39
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The Table 4 below maps these shortcomings with the considered new policy concepts and
measures.

Table 4.

Mapping of New Policy Concepts and Measures against NIS Directive Shortcomings

Policy Measures

NIS Directive Shortcomings

Enlarging the scope of the
Directive

Around 17 additional sub-sectors and 10 additional sectors have been identified
as essential for the smooth functioning of the internal market by Member
States. This likely implies that there might be other sectors potentially
vulnerable to cyber-incidents that should be considered by the Directive.

Improving definitions of OES
and DSP

Member States have developed different definitions of OES. These
discrepancies negatively impact on the management of cyber-dependencies
among Member States and on the internal market.

Reviewing the identification
process

Member States have developed a variety of approaches for the identification of
OES, as well as different definitions of OES and incident notification thresholds
(quantitative, qualitative, cross-sectoral thresholds, sector-specific, etc.) These
discrepancies negatively impact on the management of cyberdependencies
among Member States and on the internal market.

Putting operators OES and DSP
on equal footing

Comparing the NIS Directive objectives and the current needs and problems in
the area of cybersecurity within the EU, there are new challenges coming from
the evolving digital transformation of our society, which requires citizens and
businesses trusting that their applications and products are secure.

Aligning security requirements
across Member States

Minimum-security requirements vary significantly going from setting a
minimum length for passwords in absence of two-factor authentication to more
general requirements.
There is the need to define similar security objectives for each sector especially
for OESs and DSPs with cross-border activities. Specific measures by marketoperators of different size, especially SMEs, need to be considered.
In some countries, thresholds do not exist at all while in some others they are
extremely detailed and/or vary by sectors.

Streamlining
incident It is necessary to streamline what signifies a significant incident and /or to
adjust thresholds in order to promote incident reporting.
notification requirements
The multitude of sectoral approaches challenge a common regulatory approach
in the EU and hamper the activity of cross-border operators.
New ways of reporting relevant
incidents and improving
information sharing towards
cybersecurity authorities

Cybersecurity authorities are unable to learn and acquire knowledge relative to
all incidents below the thresholds (only in few Member States voluntary
reporting is envisaged and encouraged).

Developing an
informationsharing framework
between companies

There is a need to enhance cybersecurity by setting consistent rules for
companies and stronger mechanisms for proactive information-sharing. There
is potential for the NIS Directive to play an enhanced role in establishing
cooperation and information sharing mechanisms.
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There is great variation in characteristics and magnitude of penalties across
Members States and their application. Penalties vary by sector, by entity, by
Aligning provisions on penalties type of incident, etc.
across Members
Many countries to date have never applied any type of penalties.
States
This situation clearly calls for a specific intervention to align and to make
effective provisions of penalties across Member States.

Introducing new tasks and
responsibilities for NCA and
improved mandate for the
Cooperation Group and CSIRTs

Focus on Lex Specialis and
absence of coherence between
different legal instruments

The fitness of operational capacity and reliability of national CSIRTs greatly
varies and their cooperation with national law enforcement, the judicial, the
SPOC, and other competent authorities have also been uneven.
There is a need for the Cooperation Group to enhance its efforts in terms of
strategic guidance.
There is the need to review the cooperation between the Cooperation Group
and the CSIRTs Network.
It appears to be a certain degree of inconsistency in the national application of
the Directive on Lex Specialis. The review of the Directive could guarantee a
more coherent framework, better envisaging other European legislations.

There is a need to enhance cybersecurity by creating legal certainties for
Introducing national policies on vulnerabilities disclosure. There is potential for the NIS Directive to play an
coordinated vulnerability
enhanced role, through its specific objectives of adopting national frameworks
disclosure
in the Member States, establishing cooperation and information sharing
mechanisms.
Introducing national policies
related to the security of the
supply chain

The study highlights that when comparing challenges at the time of the NIS
Directive adoption and current and future issues and threats, further EU action
will be required and new policy concepts/measures should be considered in the
revision of the NIS Directive such as supply chain security.

Putting in place frameworks for
the public procurement of ICT
products encompassing
security aspects

The study highlights that when comparing challenges at the time of the NIS
Directive adoption and current and future issues and threats, further EU action
will be required and new policy concepts/measures should be considered in the
revision of the NIS Directive such as establishing security requirements for
public and private procurement procedures (e.g. principle-based, guidelines,
etc.)

Promoting coordinated
gathering of statistical
information at the EU level

There is a need to enhance cybersecurity by setting consistent rules for
companies and stronger mechanisms for proactive information-sharing. There
is potential for the NIS Directive to play an enhanced role in establishing
cooperation and information sharing mechanisms.

Including in the NIS Directive
review also cyber crisis
management measures

An area of cooperation between the Cooperation Group and the CSIRTs
Network could be the cyber crisis management that could greatly benefits from
the technical collaboration of the CSIRTs Network. The Cooperation Group has
already established the work stream 7 on these issues.

Establishing in the NIS
Directive a base for common
Cyber skills professional
requirements

Further EU action is and will be required for the development of cybersecurity
skills in the EU (in universities for instance).

Considering a potential role for
Cybersecurity Liability
Insurance policies

Appropriate risk management implies coordination at the EU level.
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32

Study to support the review of the NIS Directive – Final Study Report

Turning the current Directive
into regulation

The NIS Directive may contain a number of undefined legal concepts. This is
partly due to the very nature of the NIS Directive which leaves to the individual
Member States the role of drafting their own laws. The Directive aims to
achieve a high ‘common’ level of networks information security, but it set
minimum standards by indefinite legal concepts such as ‘state of the art’,
‘appropriate technical and organisational measures’, ‘effective, proportionate
and dissuasive’ penalties. Because of this, the Directive is more likely to
achieve diverging standards rather than a common level for EU cybersecurity.

Source: Authors’ elaboration.

2.1.2 Other regulatory approaches
In the process of reviewing the NIS Directive, several failures have been detected that determine
overall a fragmented and uneven level of cybersecurity across the EU. Using the categories of
the NIS Directive, the national cybersecurity strategies of Israel, Canada and the USA are
assessed in this section, to find out how new policy measures and concepts that could be
considered at European level are delt with in these countries.
Israel
Israel national strategy can be considered a mix of the EU and US regulations: on one hand,
most of the private sector relies on market forces; on the other hand, there is an imposition of
the state regulation on certain sectors. Israel is developing new proposals to improve
cybersecurity regulation.
One of the most interesting proposals is to create a new flexible system based on categorisation
of risk level for security measures and incident reporting of OESs and DSPs. The objective is to
avoid all the problems related to the use of variables such size or turnover by structuring the
system as follows:

 The OESs will be classified on several levels, (for instance 4 levels) by a decision of a
competent authority: the number 1 will represent the lowest thresholds and the number
4 the maximum. Then, the companies will be classified using these 4 different levels and
considering the baseline scenario, the appropriate measures will be applied accordingly.

 DSPs are part of the process and should be regulated as well.
Additional policy measures entail:

 Fostering information sharing through reporting of “near misses”, using a national public
portal, fostering non-mandatory Vulnerabilities Disclosure Process for large companies,
reducing liability for shared information by introducing single group of auditing for
companies and considering the exemption from Antitrust Law. 43

 Encouraging companies to invest in cybersecurity by reducing taxes on cyber security
products and services (e.g. providing tax refund to the purchase of security products and
services)

The Israel Antitrust Authority (IAA) issued a Draft Opinion in 2017 on the possibility to share cybersecurity information
between private entities. The IAA expressed a favourable position with regard to this practice, explaining how this
procedure preserves the integrity of the commercial activities. In the same document, guidelines concerning the
regulation of the process were provided. The IAA considers possible the access to private information to the extent
that the relative information is relevant for the problem management and resolution. In conclusion, despite the
vagueness of the principles’ formulated in this draft, this step undertaken by the Israeli Authority reveals how the share
of information and defensive measures can be a valuable tool for the companies and consequently it allows
understanding the initiative to exclude them from the penalties of the Antitrust law. See Greenbaum E., Keidar R.,
Israeli Cybersecurity Information Sharing, Yigal Arnon & Co. Available at: https://www.mondaq.com/antitrusteucompetition-/590370/cybersecurity-information-sharing.
43
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 Intervening on supply chain security by adding new facilities to the old ones to reach
higher security levels

 Developing business-civilian regulation
 Promoting innovation of the cybersecurity ecosystem by supporting the start-ups,
growing due to the high number of professionals moving from the military to the civilian
sector
In Israel, the insurance sector can play a very important role in increasing the level of cyber
security at the local and national level. A basic mandatory cyber liability insurance does not exist
but there are mechanisms and methodologies to analyse the security purchasers and
recommend possible ways for an agreement between the State and the sectors to foster the
development of a cyber liability insurance market.
Canada
Canada promotes a collaborative approach for federal, provincial, and territorial emergency
management initiatives under the Emergency Management Framework. Focusing on cyber
regulation, The National Cyber Security Action Plan (2019-2024) was implemented with three
main goals: a secure and resilient Canadian system; an innovative and adaptive cyber
ecosystem; an effective leadership, governance, and collaboration.
With regard to the categorisation of critical infrastructures, Canada has a highly articulated list
of sectors of essential services. It includes manufacturing and food and will probably add soon
also waste management.
Despite the absence of a specific distinction between OESs and DSPs, when it comes to security
requirements and breaches notification, they are subject to different obligations:

 The OESs have to report data breaches of information according to the Privacy Act, but if
the system was compromised or manipulated for other reasons, it is not strictly
mandatory to report in detail. The banking sector as well is federally regulated, only on
the privacy side, and it does not present strict cyber security standards.

 The DSPs are classified as telecommunications sector and regulated at federal level on
privacy issues under the Personal Information Protection and Electronic Documents Act
(PEPIDA). If there is a threat of disclosure of individual information, they have the duty
to report.
The Canadian Action Plan is a very recent strategy in the process of being implemented
characterised by:

 Increasing internal flexibility.
 More adaptable and adjustable standards extending the control over information flow
beyond the Privacy Act.

 Promotion of public-private partnerships (PPPs).
Furthermore, Canada has promoted the CyberSecure Canada, a voluntary certification program
for SMEs to raise cyber security levels by implementing baseline security controls. The
compliance to these requirements is acknowledged at federal level. The Cyber Security Centre
assesses the effectiveness of this method through interviews with the business sector.
USA
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In the US, the cyberspace is organised in several levels. The first is the federal one through the
Directive and Executive orders of the President of the US and the implementation is managed
by the NSC Cybersecurity Directorate, the Office of Management and Budget (OMB) and the
Director of National Intelligence (DNI), coordinating the Cyber Threat intelligence Integration
Centre (CTIIC) and the FBI cyber-crime. Independent federal agencies provide secondary
legislation and are responsible for implementation and enforcement. On a secondary level, the
Department of Homeland Security (DHS) implements National Protection and Programs
Directorate and is responsible for critical infrastructures, involved in the sharing of information
and protect sites of the government.
Traditionally, the USA had 16 sectors considered as critical infrastructures for physical and virtual
security, acknowledged under the Presidential Policy Directive 21 (PPD-21) in 2013. Among
these sectors there are: Water and Wastewater Systems Sector; Information Technology; Sector
Nuclear Reactors, Materials; Waste Sector.
In 2018, with the Trump administration, it has been proposed to share the protection of national
critical infrastructures between the private sector and the federal Government, through the
adoption of a sector-specific risk-management approach. Moreover, the recent Cyberspace
Solarium Commission Report recommends declaring the private servers of the telecoms, energy,
and financial industries as critical infrastructures.
The new policy measures currently considered by the USA Cyber strategy are the following:

 Introducing the report of “near misses”;
 Strong contribution from the civilian aviation to incentivise the voluntary reporting. The
Aviation sector has created the Aviation Safety Reporting System (ASRS)– housed within
the National Aeronautics and Space Administration (NASA). The ASRS collects voluntary
information regarding near misses, review it and anonymise it and publish it in a data
base to be analysed for actionable results. The Federal Aviation Administration (FAA)
considers reporting to ASRS as “indicative of a constructive attitude” and takes into
account this reports in its determination of penalties if incidents are reported in a timely
manner;

 Ensuring software transparency in the cyber market;
 Public private partnership (PPP) to encourage supply chain risk management.
The Table 5 below summarises the most innovative measures characterising the cybersecurity
governance in Israel, Canada, and the USA. They offer helpful suggestion for the new policy
measures for the NIS Directive review.
Table 5.

Most innovative cyber policy measures

Israel

Canada

USA

Reducing taxes on cyber security
products and services

Increase the internal flexibility and promotion of a
comprehensive framework

Software Transparency in
the cyber market

Adding new facilities to supply
chains

Encourage PPP with the establishment of the National
Institutes of Cyber-Security (NICS)

Encouraging PPP

Development of business-civilian
regulation

Adaptable and adjustable standard for cyber security

Incentivising voluntary
reporting

Innovation and start-up

Support the purchase of cyber security products of
Canadian-owned and headquartered companies

Introducing report of "near
misses"
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Exemption of responsibility for
information-sharing

Facilitating access to cybersecurity for SMEs
(CyberSecure Canada)

Source: Authors’ elaboration.

2.2

Scoping and Assessment of new policy concepts and measures

The study to support the review of the NIS Directive includes a literature review, a survey on
new policy measures, a targeted online consultation and in-depth interviews addressed to key
stakeholder groups active in the field of cybersecurity (i.e. Competent Authorities in Member
States (NCAs or CAs), Computer Security Incident Response Teams (CSIRTs), Single Points of
Contact (SPOCs), Operators of Essential Services (OESs) and Digital Service Providers (DSPs)),
an open public consultation carried out by the European Commission to the general public, and
a series of workshops to present and discuss the findings of the study, as well as to gather
stakeholders’ views on the benefits, opportunities and challenges associated with the NIS
Directive and potential future policy action.46
The “New policy concepts and measures not addressed in the current NIS Directive” have been
presented and assessed in two steps.

 New policy measures: review, enlarge, align, and streamline some of the measures
already in place.

 New policy concepts: design new cybersecurity policy measures to protect network and
information systems.
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The survey on New Policy Measures was run among the participants to the opening workshops of the
study of the 8th and 11th of June, the answers were collected from the 3rd to the 18th of June 2020. 38
people answered to the survey with the following stakeholders composition: 24% from Members States
and National Competent Authorities, 24% Operators of Essential Services, 10% Digital Services Providers,
5% Computer Security Incident Response Team Network, 13% Academia and 24% others (SW and HW,
Security companies etc).
Targeted online surveys received answers from 46 Competent Authorities from 22 Members States and the
United Kingdom; 49 Operators of Essential Services representing all sectors included in Annex II of the NIS
Directive; and 9 Digital Service Providers covering all types of digital services included in Annex III of the
NIS Directive. In-depth interviews were carried out with 16 stakeholders (4 National Competent Authorities,
7 Operators of Essential Services, 2 Digital Service Providers, 2 European Institutions and 1 expert). The
open public consultation received 206 answers in total (68 from Trade Associations, 44 from OESs and 13
from DSPs (57), 36 from Other stakeholder, 21 from Cybersecurity professionals, 14 from NCAs and
CSIRTs, 10 from Citizens).

2.2.1 New policy measures
Enlarging the scope of the Directive
The European Commission report on Operators of Essential Services 44 reveals that 11 out of 28
Member States have identified essential services in sectors not falling under the scope of Annex
II of the Directive. Out of these 11 Member States, 7 have identified a total of 157 OES providing
services not covered by the types of entities in Annex II.
To try to identify a rationale for which Member State added extra sectors, the Project Team
mapped the list of the critical sectors identified by each country in the EU from the critical sectors
provided by the European Commission in the Green Paper on a European Programme for Critical
Infrastructure Protection 45 with the additional sectors identified by some countries in the NIS
Directive transposition.
In the Green Paper on a European Programme for Critical Infrastructure Protection, the European
Commission provides an indicative list of 11 critical sectors: Energy, Information,
Communication Technologies (ICT), Water, Food, Health, Financial, Public & Legal Order and
Safety, Civil Administration, Transport, Chemical and Nuclear Industry, Space and Research.
The list, however, has not been transposed as such across all Member States, rather, countries
have put in place their own list of critical sectors given that not all sectors were relevant for all
countries in the same way. Furthermore, based on the special characteristics and peculiarities
of each country, the list has been enriched with new sectors. For example, as mentioned by
ENISA “the nuclear industry is only relevant for countries that have nuclear plants, whereas a
few countries have identified as critical the emergency and/or rescue services, which are not
included in the list proposed by the European Commission.”46
The aim of the mapping exercise has been to evaluate whether some historical consistencies
could have been identified among the sectors considered by each Member State as critical within
the context of the European Program for Critical Infrastructure Protection and those identified
by the Member States in the NIS Directive transposition. According to the Project Team
identifying these consistencies and thus the historical relevance of certain sectors for certain
Member States, can help shading lights on the rationale for the inclusion of new sectors in the
transposition of the NIS Directive.

European Commission (2019), REPORT FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT AND THE COUNCIL
assessing the consistency of the approaches taken by Member States in the identification of operators of essential
services in accordance with Article 23(1) of Directive 2016/1148/EU on security of network and information systems.
From now on the “OES Report”.
45
Commission of the European Communities (2005), “Green Paper on a European Programme for Critical
Infrastructure Protection”, COM 576 final
46
ENISA (2014), Methodologies for the identification of Critical Information Infrastructure assets and services
44
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The mapping as shows in Table 6 below identifies historical consistencies among the two lists of
sectors for quite few countries such as France, Estonia, The Netherlands, Slovakia, Czech
Republic, Finland, Spain. For example, Slovakia identified the Postal Service as an additional
critical sector in the context of the European Program for Critical Infrastructure Protection as
well as in the transposition of the NIS Directive.
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Table 6.

Mapping of Critical Sectors for the identification of the Critical Information Infrastructures assets with the additional sectors identified in the NIS
Directive transposition
Sectors
Energy
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Water

Food

Health
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al
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Finland
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France

Germany

Greece

Hungary





Online
marketplaces.
Search Engines.
Cloud Providers.
Digital
Infrastructure








Electronic
communication,
audio visual &
information.

Water
treatmen
t sector





















Pharmaceuti Insuran
cal distribution ce





Guided
transpor
t
and
logistics

















Military
activities
of the
State
Media
&
Culture
Waste
management



















Lithuania


February, 2021





Civil
safety,
environmental
,
national
defense, and

40

– Final Study Report
foreign
security
affairs.
Malta





Netherlan
ds







Telecommunicati
ons networks

Water
regulatio
n


Poland

Slovakia



























and




















Rescue
systems





Heating
mining
Postal

and

Study to support the review of the NIS Directive

Spain
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Table
Legend

Critical
Sectors
Identified
CIIs
Additional
sectors and
subsectors
identified
in
the NIS
Directive
transposition

Source: Authors’ elaboration based on ENISA (2014) and ENISA (2019)47.

ENISA (2014), Methodologies for the identification of Critical Information Infrastructure assets and services; ENISA (2019), EU MS Incident Response Development Status
Report.
47

February, 2021

42

Study to support the review of the NIS Directive – Final Study Report
In terms of benchmarks, it can be argued that the choice of additional sectors has been grounded
on a plurality of criteria such as: the economic impact of the sector on the economy, the extent
to which the sector uses digital technologies, the level of vulnerability to cyber risks it entails,
the role played by the sector during the Covid-19 pandemic. In this context, as shown by Table
7 below, it should be noted that stakeholders’ mostly appreciated criteria are: the digital intensity
of the sector and the reliance on the respective sector or service of other essential sectors.

Table 7.

Criteria to identify new emerging essential sectors and/ or services

Criteria

NCA

OES

Size

21%

20%

Turnover

12%

8%

Digital intensity of the sector

33%

0%

Reliance on the respective sector or service of other essential sectors

33%

50%

Source: Authors’ elaboration from the data from the NIS Review Study Stakeholders’ Targeted Consultation (CAs, OES)
July-August 2020.

Irrespective of the chosen criteria, the most preferred sectors for National Competent Authorities
(NCAs) and OES to be included in a potentially expanded scope of the Directive are: electricity
generation, public administration, data centres and Content Delivery Networks (CDN) and food
supply. Results from the Open Public Consultation (OPC) corroborates some of these findings.
The most frequently mentioned sectors have been: Public services – e-government, e-health,
and emergency services (police, fire); Telecommunications; Energy and electricity; Cloud and
DNS providers; Manufacturers of electronic hardware and software, among others. In light of
the Covid-19 pandemic, pharmaceutical sector has also been identified.
By combining the criteria of digital intensity, vulnerability to cyber-attacks and role played during
Covid-19 with the results from the stakeholders’ consultations on preferred sectors, a final
ranking of additional sectors to be considered, can be drafted as demonstrated in Table 8 below.
Electricity generation, Data centres and Content Delivery Networks and Public
Administration are ranked the highest, followed by Food supply Wastewater and Emergency
services.
Table 8.

Evaluation of Additional Sectors not currently present in Annex II

Sectors of OES

NCA

OES

NCA

OES

Insurance and Reinsurance

36%

42%

10

Chemicals

42%

51%

Manufacturing

32%

Trust Service

36%
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Sectorial Digital
Intensity

Vulnerability
cyber risks

Role During
Covid-19

10

High

Medium

Low

9

7

Medium-low

High

High

50%

11

8

Medium-low

Medium-high

Medium

59%

10

5

High

High

Medium
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Food Supply

58%

67%

5

3

Low

Medium-low

High

Public Administration

68%

66%

2

4

Medium-high

Medium-high

High

48%

50%

8

8

Low

Low

Low

Sectors of OES

NCA

OES

NCA

OES

Sectorial Digital
Intensity

Vulnerability
cyber risks

Electricity Generation

77%

84%

1

1

Medium-low

High

High

Post and Delivery Services

45%

50%

9

8

Medium-high

High

High

64%

85%

3

2

High

High

High

55%

49%

6

9

Medium-low

Medium

Medium

Wastewater

58%

67%

5

3

Low

Low

Medium

Waste Management

48%

50%

8

8

Low

Low

Medium

Emergency Services

61%

58%

4

6

Medium-high

High

High

Broadcasting Services

51%

58%

7

6

High

High

High

Elections technology and
process

Data Centres and Content
Delivery Networks

Health
Supply

Production

and

to

Role During
Covid-19

Source: Authors’ elaboration using NIS review study targeted consultation, OECD (2018) data and experts’ interviews.

Table 9.

Ranking of the Additional Sectors

Sectors

Overall Ranking

Electricity generation*

1

Data centres and Content delivery networks

2

Public Administration

3

Food supply

4

Wastewater

5

Emergency services

6

Broadcasting services

7

Trust services

8
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Heat production and supply

9

Chemicals

10

Waste management

11

Elections (authorities, technology, processes)

12

Post and delivery services

13

Manufacturing

14

Insurance and reinsurance

15

Source: Authors’ elaboration. *Electricity Generation can also be ranked the most critical sector in terms of critical
sectors’ inter-dependencies

Among the three sectors ranked first, the Public Administration sector requires some additional
comments. Both the central and the local public administration are playing an increasing
important role in the creation of the digital single market as for the case of the implementation
of the Digital identity. Furthermore, the implementation of security requirement for the public
administration promotes the creation of digital infrastructures, such as a European cloud-based
solution, that would allow also in the most remote areas to have the same quality of services
and security.
As far as the Telecommunication sector is concerned, if from one side having the Telcos under
the NIS would improve operational capabilities and incident response, from the other side this
should be done releasing the Telcos from the obligations coming from the EECC, with the need
to amend the EECC. Notably, National Competent Authorities have been almost equally split on
the opportunity to include Telecoms within the scope of the NIS Directive.
However, the list of sectors could become too numerous. In this case, it should be evaluated the
possibility of identifying a core subset of sectors such as Energy, Transport, Finance and
Telecommunications, in order to facilitate a minimum level of harmonisation. The reason for this
approach is linked to the possibility that if the Member State cannot achieve consensus on a new
list of sectors, they could agree at least on a subset of "more" critical sectors where (a) all
Member States view them as essential, or (b) many other sectors depend on them, or (c) they
are already more harmonised.
In the context of the review of the NIS Directive, it should be also noted that there is a strong
need for including under the scope of the Directive entities that provide services to the OES,
particularly Certificate Authorities and SMEs when the OES has subcontracted some of the work
to SMEs that are in the critical path to the delivery of the OES objectives. In this respect, a
mechanism for mandatory cascading of breach reporting from SMEs to the OES should be put in
place. Specifically, SMEs could be required to notify the OES of any cyber-attack received within
a given time – likely shorter than the one envisioned for informing CAs – as well as to put in
place a number of security requirements.
Finally, additional types of Digital Service Providers (Geolocation Services; Social Networks; data
centres and content delivery networks; online gaming platforms providers) should also be
included in the scope of the Directive because of their growing importance as source of
information and backbone of our data centric economy and because of the relative dependence
of OES on these DPSs. In this respect, the results of the targeted consultation have shown that
only a small percentage of Competent Authorities have agreed that Annex III covers all types of
DSP considered essential for the functioning of the European economy and society.
Improving definitions of OES and DSP
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There is a need to improve the definition of digital infrastructure, given that the current Annex
II mentions specific types of entities - Internet Exchange Point, Domain Name System, Top Level
Domain - but not others such as Data centres. Besides, there is a need to revisit the existing
definition of online marketplace, to take into account the evolving nature of the shopping online
experience in light of the Covid-19 pandemic as well as the need of broadening the very concept
as to cover P2P exchanges and requires, for marketplaces involving financial transactions,
reliable identities from their users.
Reviewing the identification process
There are quite few inconsistencies in the current process of categorisation and identification of
OES generating negative consequences for the well-functioning of the internal market, namely
fragmentation across the Union. Member States approaches differ in terms of:

 Number of essential services, ranging from 12 to 87, with an average of 35 services
per Member State

 Use of thresholds, related to either production capacity, number of stakeholders or
people consuming the product or service or simply based on the revenues/profits from
operators

 Different degree of centralisation with some Member States nominating a single
authority in charge of identifications in some others more than one.
Consulted stakeholders confirmed that the current approach does not ensure that all relevant
OES are identified across the Union, and that a minimum level of harmonisation would be needed
to ensure that all OESs are operating under the same framework. This would be essential in the
stakeholder’s view to encourage more information sharing and to facilitate the development of
capabilities. Besides, this lack of harmonisation has led to distorted competition, as companies
of the same nature might be imposed different requirements depending on the Member State
where they operate. Likewise, the same company might be identified as OES in one Member
State, a DSP in another Member State, or a service provider falling out of the NIS Directive in
yet a different Member State. Existing convergence tools (i.e. Article 5(4)) consultation
procedure, and the NIS Cooperation Group working document on the identification of OES have
not been sufficiently used to achieve consistent identification or OES across the Union.
Therefore, it is necessary to review the identification process to achieve more consistency across
the Union. This can be achieved through the following measures:

 Introducing a One-Stop-Shop mechanism for OES, without neglecting the potential
risk that this mechanism could add another layer of complexity while failing in consistently
reducing costs.

 Better alignment concerning thresholds and the list of essential services. Differences
in thresholds, stemming from unclear guidelines and referring to parameters which are
oftentimes difficult to measures, such as “number of users relying on a service”,
contributes to the underreporting of incidents. In this context, three approaches could be
considered. Firstly, it could be envisaged lowering the thresholds to cover small and
medium sized enterprises. Alternatively, identification thresholds could be maintained
unvaried since the compliance costs for smaller operators are disproportionately higher,
while the risks are lower. The third approach offers somewhat a compromise by

February, 2021

46

Study to support the review of the NIS Directive – Final Study Report
suggesting that identification thresholds should derive from the actual or likely impact of
the security incidents.

 More effective cross-border consultation process.
Particular attention could be placed on the idea of using the size criteria as common threshold
for identifying OESs. Relying on the size criteria would simplify and harmonise the identification
procedures, as well as avoid overflow of incidents reporting that would be particularly challenging
for NCAs to manage. However, such a general approach on its own could have shortcomings
because, as for the case of critical operators within a supply chain, the impact and disruptiveness
of a cyber-attack does not depend on the size of the attacked OESs. Besides, using size could
incentivise companies to avoid compliance by trying to fall below the radar, for example by
subcontracting the services to a smaller company. The results of the survey run among the
participants to the Opening Workshop tend to confirm these assumptions, as well as the results
from stakeholders’ targeted consultation.
In this context, it could also be envisaged to take into account cross and inter-sectoral
dependencies as a factor to assess the criticality of an OES. Finally, it would be relevant to
consider that there are some services that are not critical per se, or taken singularly, but they
become critical for the economy and society if they are impacted by an endemic and lasting issue
(e.g. pension funds).48

Putting operators of essential services and digital service providers on equal footing
This measure entails putting operators of essential services and digital service providers on equal
footing when it comes to the obligation to introduce security requirements and to report
incidents, as opposed to the light-touch regulatory approach currently applied to digital service
providers. The rationale for this policy measure stems from the fact that the imposition of a
different regulatory regime to DSPs can result in hindering the overall EU ability to follow up on
specific incidents, since a hostile attack that affects a OES relying on a DSP, such a cloud service
provider, might not be appropriately assessed if all accountable entities did not follow the same
incident reporting policies. 49 Furthermore, the current approach hampers an effective
information sharing between NCAs and DSPs, as it is limited to incident reporting and specific
instances of enforcement.
Results from the Targeted Consultations,53 the survey on new policy measures and the Open
Public Consultation corroborate that the light-touch approach should be revised. Particularly, the
following key points have been raised during the Open Public Consultation in support of a review
of the light-touch approach:

 A need for the NIS Directive to align its harmonised approach to DSPs with its approach
to OESs, given their interdependence and co-implementation in most cases.

 Calls for all third parties – including both software and hardware developers – to be
included within the scope of the NIS Directive and thus follow the same uniform regulatory
standards as DSPs and OESs to ensure ‘security by design’ for greater systemic resilience;

In depth Interviews
ENISA, (2017), Incident notification for DSPs in the context of the NIS Directive, February. Available at :
https://www.enisa.europa.eu/publications/incident-notification-for-dsps-in-the-context-of-the-nis-directive 53
The majority of CAs (17 out of 46, or 37% ‘to a great extent’ and 11 out of 46, or 24% ‘to a moderate extent’)
consider that operators of essential services and digital services providers should be put on equal footing when it
comes to obligations for security requirements and report incidents.
48
49
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 Stricter notification requirements to be implemented in light of the recent increased
demand for digital services associated with Covid-19.
While the light-touch approach would, thus, benefit from being revised, indiscriminately imposing
the same regulatory approach over DSPs might overburden DSPs, considering their changing
nature and innovative potential, as well as National Competent Authorities. Hence, the analysis
should focus on possible criteria to differentiate DSPs and establish different level of criticality
among them, introducing ex ante supervision and notification requirements only for critical DSPs.
The foreseen criteria are:
OES reliance on services provided by DSPs, to be fine-tuned in terms of dependency50
and interdependency 51 among OES and DSPs. In this context, ENISA laid down a
landscape of cyber (inter)dependencies among different sectors and types of OES and
DSPs based also on the level of digitalisation of services, as well as methodologies for
identifying and understanding cyber (inter)dependencies.
Figure 2.

OESs and DSPs Cyber(inter)dependencies

Source: ENISA (2018), Good practices on interdependencies between OES and DSPs, November.

 Potential for captive consumer patterns, namely the possibility, for consumers, in case
of failure, to migrate to another provider. Cloud service provider are considered to have a
Linkage or connection between two services (or underlying infrastructures), through which the state of one service
(infrastructure) influences or is correlated to the state of the other
51
Bidirectional relationship between two services (or underlying infrastructures) through which the state of each service
(infrastructure) influences or is correlated to the state of the other. More generally, two services (infrastructures) are
interdependent when each is dependent on the other
50

February, 2021

48

Study to support the review of the NIS Directive – Final Study Report
higher degree of criticality with respect to both Online Marketplaces and Search Engines. In
fact, in case of failure, users cannot instantly migrate to another cloud provider. 52
Consistently, cloud service providers should be part of the Annex II (OESs), although there
is the need to have a clear and comprehensive definition of Cloud (from identification services
to smart data analytics).53  The number of users relying on the DSP.
ENISA’s criticality assessment for Communication Networks might also serve as a benchmark to
evaluate the level of criticality of DSPs. In particular the following criteria could be considered
to evaluate DSPs’ criticality in case of attack: the percentage of the population affected; the
concentration of the population within the affected area; the cost of service disruption in terms
of GDPR; the effect that the proper operation of this service has on the public confidence towards
the government; the effect that a service interruption will have on the relationships between the
Member States and 3rd countries; the effect that may cause to the public order; the number of
public daily operations hindered; and finally the inter-dependencies with critical services of
another Member State.54
This approach could balance the pros and cons of changing the current situation. Introducing
more stringent measures on DSPs would leave them with less freedom to conduct their business,
which is considered a key factor to their successful operation, while this approach would limit
the burden of a generalised ex-ante supervision keeping the benefits of intervening when a
criticality exists.
Aligning security requirements across Member States
Currently minimum-security requirements across Members States comply with the provisions of
Articles 14 and 16 of the NIS Directive but vary significantly, going from setting a minimum
length for passwords in absence of two-factor authentication to more general requirements.
When asked on the extent to which the requirements for security measures differ from one
Member State to the other, all consulted OESs argued that their obligations differ from one
Member State to the other and that this situation calls for a better alignment and streamline of
security requirements. Indeed, according to respondents an improved alignment between the
various approaches adopted in different Member States would be helpful because the wide
discretion that is given to Member States under the NIS Directive leads to incongruity and limits
the Directive’s impact.
The targeted consultations on the options that should be considered as means to achieve further
alignment of security requirements showed that stakeholders have appreciated the most the

Obtaining the necessary products and services on time, through online marketplaces, is utterly important, especially
for businesses that rely on this kind of service. Nevertheless, in most of the cases (besides the ones where exclusivity
is offered to certain online marketplaces) the services or products needed can be found in similar stores, of course at
different prices and maybe different delivery times. However, nowadays business good practices regarding supply chain
security encourage companies as well as consumers to have at least two alternatives when purchasing certain products
or services. Considering this, we may infer that, to some extent, online marketplaces are not generally as critical as
cloud services could be, at least not in most of the cases. As for the search engines, the situation is considered even
less critical, by the providers themselves even. You can always turn to another provider in case of failure by your
favourite search engine. Indeed, it might be an issue in both cases (online marketplaces and search engines) if some
other services are dependent on providers. Overall, though, from total dependency to partial dependency, there are
several aspects that the private sector deems important be included in the provisions. ENISA, (2017), Incident
notification for DSPs in the context of the NIS Directive, February. Available at :
https://www.enisa.europa.eu/publications/incident-notification-for-dsps-in-the-context-of-the-nis-directive
53
In depth-Interviews
54
ENISA, (2015), Methodologies for the identification of Critical Information Infrastructure assets and services, February.
Available at: https://www.enisa.europa.eu/publications/methodologies-for-the-identification-of-ciis
52
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option concerning tailor made cybersecurity measures specific to each sector. 55 Sectors
that were less active should get more attention (for instance Drinking water and Oil and Gas).
Particularly relevant is the identification of risk-level across the different sectors, according to
the information and systems adopted. The main objective is to provide specialised guidance for
each sector. Notably, the European Aviation Safety Agency is already progressing towards an
aviation specific incident reporting structure, namely the European Centre for Cybers Security in
Aviation (ECCSA).56
Stakeholders’ second preferred option for aligning security requirement has been the
introduction of more prescriptive security requirement at the EU level.57 Conversely, the
change of governance structure (e.g. introducing cybersecurity officers) appears to be the
stakeholders’ least favourite option.
Additional issues could be taken into consideration in light of a review of the NIS Directive:

 The review of the Directive should take into account the needs of SMEs to put in place
effective cybersecurity measures. As such, voluntary certification programs for SMEs
to raise cybersecurity level could be a step in this direction.

 The aspect of certification of software, hardware, services, and processes could be
considered especially in the context of supply chain cybersecurity management. The
scope of obligatory certification should be defined in accordance with the Cybersecurity
Act and take into consideration sector specific requirements and cross-sector
interdependencies. Notably, ad hoc certification schemes have been provided for by
Articles. 40 and 42 GDPR; article 95.3 PSD2; recitals 44 and 55 eIDAS. 58 Providing
certification obligations in the context of the NIS Directive would allow for a coordinated
harmonious model. However, including certification obligations in the context of the NIS
Directive might present risks of duplications with the Cybersecurity act and should anyhow
not be the only way of demonstrating compliance.

 It would be helpful to establish an Industry Advisory Body under the Directive for
advice on security requirements, notification requirements, linkages to standards and
cyber security certification schemes under Cyber Security Act and for inputs into new
Competence Centre and Network Regulation. Industry advisory body would consist of OES
and DSP stakeholders.59

Streamlining incident notification requirements
When it comes to incident notification, the variation across Member States becomes even more
evident due to the different values and roles played by the two variables characterising the

According to 21% of consulted Competent Authorities responding to “Which of the below options should be considered
as means to achieve further alignment of security requirements? Please tick all that apply, CAs targeted consultation,
N=41”
55

Q40.Could you please elaborate on how the parameters set in Article 14(4) could be improved in order to determine
the significance of the impact of an incident? Please reply to the best of your knowledge, OESs targeted consultation,
N=42
56

According to 20% of consulted Competent Authorities responding to “Which of the below options should be considered
as means to achieve further alignment of security requirements? Please tick all that apply, CAs targeted consultation,
N=41”
58
The European Paradigm of Personal Data and Cybersecurity Regulations (2020), Cyber Security for Europe, February.
Available
at:
https://cybersec4europe.eu/the-european-paradigm-of-personal-data-andcybersecurityregulations/#_ftn5
59
Opening Workshop Survey, June 2020
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incident report requirements: thresholds and modalities of reporting. 60 As far as thresholds are
concerned in some countries, they do not exist at all in some others they are extremely detailed
and/or vary by sectors. In Denmark for instance, every sector defines what constitutes a
significant impact, although, most of them have very generic texts. The multitude of sectorial
approaches challenges a common regulatory approach in the EU and hampers the activity of
cross-border operators. Also, as underlined by stakeholders interviewed in the Open Public
Consultation, different reporting thresholds and deadlines across the EU might create
unnecessary compliance burden for OESs.
Overall, it can be noticed a general agreement among stakeholders that that thresholds are set
too high to trigger the notification under the NIS Directive regime. Only very few countries have
reported incidents with significant impact, and hardly any incident in the past two years has
attained one of the established thresholds. As such, it has been suggested that, particularly in
the case of DSPs, the threshold of 1 million affected users would possibly be more effective.
Another proposed option for improving the first threshold would be to amend ‘user hours’ with
‘user accounts’.
When asked which options should be considered as means to further streamline the incident
notification process, most CAs argued for the establishment of a central reporting and
coordination hub in each member state, that could work as a one-stop mechanism, where all
incidents, including sector-specific ones, could be reported (e.g. Danish Joint Solution for reports
on IT Security Events - FLIIS). A significant number of CAs also called for harmonising
reporting thresholds for cyber security incidents (i.e. primary legislation). As far as OESs are
concerned, most of them also pointed out the harmonisation of reporting thresholds, and the
establishment of a central reporting and coordination hub. Finally, aligned with OESs’ point of
view, DSPs pointed out the harmonisation of reporting thresholds for cyber security incidents as
the preferred option.
Additional measures to ensure a higher degree of alignment and to guarantee that more incidents
are reported might entail:

 Moving from an “audit perspective” to a more “collaborative” and “proactive”
approach. Rather than see the incident reporting as an obligation from the industry
perspective, it should be approached as a venue to inform authorities of problems
operators are facing. For their part, public authorities should be able to provide guidance
to the industry on how to handle incidents, and to come back to the industries providing
feedback on how the information provided has been handled.61 The absence of feedbacks
indeed reduce the incentives to comply with requirements

 Promoting a periodic and systematic cross-border consultation process among
Competent Authorities as for example by making better use of the existing structures of
the Cooperation Group

 Promoting incident notification for cybersecurity attacks other than service
disruption, such as Distributed Denial of Services (DDoS), that arguably may have a
more detrimental impact on critical infrastructures

According to a study carried out by Deloitte, the parameters used to assess the significance of the impact of a cyber
incident considered by most organisations are, for the 80% of respondent, the number of users affected by the incident,
the duration of the incident and the extent of the disruption of the service. 60% of organisations consider the
geographical spread of the attack and the impact on other economic and societal activities, which could hint at an
oversight to the dependencies and interdependencies of cyber incidents. Almost 40% of respondents stated that they
consider other indicators when assessing cyber incidents. Overall, the landscape of parameter used by organization is
thus fragmented. Deloitte (2020), Developing cybersecurity capabilities for the EU NIS Directive, April.
61
OESs In-depth Interviews
60
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 Resolve the existing conflicts in terms of overlapping reporting obligations and
regulatory based silos with other European regulations. Firstly, it should be better
assessed whether and under which conditions the inclusion of telecommunications
operators in the scope of the NIS Directive is the optimal solution for guaranteeing
network and information security. Secondly, contra the current practice, it is suggested
that information about the PSD2 incidents should be transmitted to ENISA. Thirdly, the
review of the Directive should resolve the existing overlapping incident reporting
obligations with the GDPR Regulation, which are constituting an unnecessary burden on
OESs, as well as leading to fragmented reporting. This could be achieved by enhancing
the co-operation among the data protection supervisory authorities and the NIS national
competent authorities, ENISA and the CSIRTs to develop methodologies and tools for an
integrated approach to information security risk and data breach management.62
In more general terms, it should be noticed that having more incident being report at a systemic
level, other than improving the overall security of network and information systems, allows to
capture sufficient data for statistical analysis, correlation studies, etc. (improvement over
baseline). Nonetheless, it should be taken into consideration that incident reporting does
represent an administrative burden for OESs and DSPs that should be accompanied by the
appropriate incentives to report, such as, concrete guidance on how to improve their security.
Furthermore, measures aimed at increasing incident reporting must be complemented with
appropriate funding to CAs in order for them to be able to manage the incident notification flow
of information.

New ways of reporting relevant incidents and improving information sharing towards
cybersecurity authorities
The objective of this policy measure is to suggest new ways of reporting incidents and improve
information sharing with CAs. Indeed, while information regarding the origins of the major
breaches may become public after the events, there are no aggregated data sets which could
be analysed for research purposes. Furthermore, collecting information on such incidents is
difficult due to liability concerns. However, understanding these incidents and their
commonalities would be very important to increase cyber resilience. In this context, while a
mandatory reporting regime for all incidents would ease the collection of these information, it
would be so demanding on companies that would divert resources from more important security
measures.
The current NIS Directive requires mandatory reporting only for incidents in critical sectors above
a given threshold, but the NIS Directive review could explore the possibility of promoting new
ways of reporting, such as:

 Vulnerabilities reporting, implementing coordinated vulnerability disclosure processes
by defining and publishing on companies’ websites public reporting mechanisms on
vulnerabilities disclosure according to the ISO standards. Reporting information about
vulnerabilities could help in prioritising the application of fixes or patches. Besides, it could
help in finding similar or variations of these vulnerabilities. Finally, the open publication
of information on vulnerabilities triggers researches on the characteristics of these
vulnerabilities and on the best defensive techniques; 63

62
63

Parlour R., et. al., (2018) Cybersecurity in Finance, CEPS
See Bair, J., et. al. (2018), That was close! Reward reporting of Cybersecurity “Near Misses”, mimeo, p. 347
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 Voluntary reporting of incidents below a given threshold, that would similarly help
in better understanding the nature of incidents, as well as in creating data sets for
cybersecurity research;

 Reporting of “Near Misses.”. As mentioned above, there is a great contribution to
“near misses” reporting from the Aviation Industry especially in the USA, through the
Aviation Safety Reporting System (ASRS) housed within the National Aeronautics and
Space Administration (NASA). The FAA consider reporting to the ASRS as a signal of
constructive attitude from the companies and it takes this behaviour into account in its
determination of penalties. In this context it could be suggested the creation of a
Cybersecurity Reporting System for near misses in each Member State – hosted in a
neutral and technical institution;

 Liability exemptions and ad hoc incentives. Particularly, voluntary incident reporting
or “Near Misses” notification could be promoted offering liability reduction or exemption
to companies that share information in case something happens. However, liability
exemptions after information is shared should be properly designed to consider the risk
of moral hazard such measure could generate.
The survey among the participants to the opening workshop and the targeted consultation
among CAS, OESs and DSPs, confirms these results. More specifically, there has been a great
consensus for the options voluntary reporting, near misses and vulnerabilities among the CAs
and the OESs, while the DSPs seem to show a reasonable interest in the voluntary reporting and
vulnerabilities, but no interest at all in reporting near misses.
Developing an information-sharing framework between companies
This policy measures builds on the preliminary finding illustrated in the methodological approach
that the cybersecurity market is characterised by negative externalities, such as free riding, that,
among others, hamper information sharing. According to Mermoud et al (2018), the following
five incentives should significantly increase the willingness to be involved in security information
sharing, based on the idea that a safe and conducive organisational environment is more
appropriate than a coercive one: reciprocity, value of information, institutional barriers,
reputation and trust.64
An illustrative example of such an environment is the MELANI ISAC shown in Figure 3 below,
and its functioning mechanism through “trust circles” where participants can choose with whom
to share information and the level of privacy they prefer. Either ISAC staff only (first circle),
selected industry peers (second circle), or all participants (third circle). This design is suggested
to be more effective than formal regulation in achieving information sharing.
Figure 3.

MELANI Trust-circles (Adapted from the Onion Model)
2. Industry circle
1. IS AC
only

3. A ll CIs members

Mermound A. et al (2018), “Incentives for Human Agents to Share Security Information: A model and an Empirical
Test”, paper presented at the WEIS 2018. This section draws from this paper 69 Mermoud A. (2019), PhD Thesis,
University of Lausanne p. 62
64
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Source: Mermoud Alain (2019), PhD Thesis -University of Lausanne69.

In the context of the review of the NIS Directive, the following measures should be put forward
to promote information sharing among companies:
•

Supporting of voluntary information sharing in and between sectors through
ISACs. ISACs are non-profit organisations that based on voluntary and not mandatory
sharing of information, offer opportunities to foster cooperation among companies and
information sharing between the private and the public sector. There are different models
of ISACs in Europe, namely, the country-focused model concentrated on the activity for
the whole country (ex. ICARO-Spain), the sector-specific model focused on the sectorial
level of critical infrastructures (ex: Banking Cybersecurity Centre, Poland), and the
international collaboration model promoting international ISACs with members from all
over Europe and worldwide (ex: EU-FI-ISAC a European ISAC for the financial sector).
However, there are a number of challenges to ISACs current implementation related
mainly with the lack of trust between the private sector and the public sector or the lack
of a clear governance model and description of the roles. In this context, there is a need
to invest into building trust from the very beginning of the creation of the ISAC - by
starting with a small group and then grow; by guaranteeing the personal continuity of
the meetings attendance etc. – as well as the possibility of creating a Pan European
sectorial ISACs supported by ENISA. Conclusively, while ISACs play a very important role
in information sharing among companies, they require a high level of trust among
participants to accomplish their goals successfully

•

Encourage private-public partnerships or information security platforms, that given
the dependence of the development of the European ISACs ecosystems on the differences
in the culture and traditions of the relations between private and public sector among
Member States, might be a more suitable form of collaboration to start with. Overall,
private-public partnerships, are easier to implement than ISACs but have a more limited
scope

•

Promoting the creation of inter-companies’ discussions for educational and
awareness-raising, such as inter-companies’ fora fostering the development of open
standards

•

Additional involvement and/or support from the authorities (e.g. though their
participation to ISACs) encouraging information sharing of actionable intelligence other
than vulnerabilities.

The results from the Targeted Consultation confirmed the interest for broadening the information
sharing experience not only to vulnerabilities but also to cyber treat intelligence. Indeed, among
the most frequent suggestions for developing an information-sharing framework between
companies that emerged from the Open Public Consultation there are: centralising the
information sharing duties either at EU or national level; envisaging greater role for CSIRTs
(establishing trusted CSIRTs and encourage sectoral-level CSIRTs to foster national and
international information-exchange); establishing national boards of experts meeting regularly
to exchange information and best practices on mitigation and remediation; developing
European-level ISACs at sectoral level.
Aligning provisions on penalties across Member States
Penalties for non-compliance with the provision of the NIS Directive vary greatly among Member
States in both characteristics and magnitude. In some cases, penalties are almost nonexistent.
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In some others there is no minimum penalty but only maximum etc. A selection of different
penalties in forces in some Member States is presented in Table 10 below to illustrate such a
variation.

Table 10. Sanctions Regime under the NIS Directive: Administrative Sanctions
Member
State

Sanctions Regime under the NIS Directive: Administrative Sanctions

Austria

Up to EUR 50,00. Up to EUR 100,000 (for repeating offenders).

Belgium

The administrative sanctions range between EUR 500 and EUR 200,000.

Czech
Republic

Denmark
France

In case of failure to carry out security measures or documentation fines up to approx. EUR 200,000. If
not fulfilling the obligation to incident notification fines up to approx. EUR 40,000. In case of hand over
data and prevented supervision to data destruction fines up to approx. EUR 8,000 not fulfil their
obligation imposed by the National Cyber and Information Security Agency contained in its decision:
fines up to approx. EUR 400.
Not implemented any specific fine levels, and generally the Danish level of fines is very low.

For OES: directors that do not comply with the security rules, even after a formal demand issued by
the ANSSI, fine of EUR 100,000. Directors that do not comply with their reporting obligation with a fine
of EUR 75,000; directors that obstruct an investigation with a fine of EUR 125,000.
For DSPs (lower): Directors that do not comply with the security rules, with a fine of EUR 75,000;
Directors that do not comply with their reporting obligation, with a fine of EUR 50,000; Directors that
obstruct an investigation, a fine of EUR 100,000.

Germany

For OES: in case of failure to implement technical and organisational measures, to appoint the SPOC or
to report, fines of up to EUR 50,000.
For DSPs: in case of failure to implement technical and organisational measures, fines of up to EUR
50,000. In case of infringement of an enforceable ruling, the FOIS Act provides for administrative fines
of up to EUR 100,000.

Member
State
Greece

Hungary

Italy

February, 2021

Sanctions Regime under the NIS Directive: Administrative Sanctions

In the event of no notification / delay of notification: fine from EUR 15,000 up to EUR 200,000. In the
event of failure to take appropriate organisational / technical measures to manage the risks to network
and system security: fine from EUR 50,000 up to EUR 200,000. In case of non-provision or unjustified
delay in the provision of information, if requested by the National Cybersecurity Authority: fine from
EUR 50,000 to 200,000.
The amount of the administrative fine ranges between HUF 50,000 (approx. EUR 165) and HUF
5,000,000 (approx. EUR 16,500). It specifies on operators of essential services for breach of any
obligations defined by the applicable laws: fines range between HUF 100,000 (approx. EUR 330) and
HUF 3,000,000 (approx. EUR 9,900).
Operators of essential services and digital service providers which will be non-compliant with the
regulations will be subject to an administrative fine ranging from EUR 12,000 to a maximum of EUR
150,000.
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Poland

Portugal

Romania

Spain

Sweden

In case of failure to implement security management system, classify security incidents fines of up to
PLN 1,000,000 (EUR 230,000). In case of failure to properly report an incident (up to PLN 200,000 /
EUR 50,000). If as a result of an inspection the competent authority finds that an operator of essential
services violates the Act, causing 1) a direct and serious threat to cybersecurity for defense, state
security, public safety and order, or human life and health, 2) the threat of serious damage to property
or serious difficulties in providing key services a penalty of up to PLN 1,000,000 (EUR 230,000).
Very serious infractions (Art. 23) are punished with a fine of EUR 5,000 to EUR 25,000 in the case of
a natural person, and of EUR 10,000 to EUR 50,000 in the case of a person collective.
Serious
administrative offenses are punished by a fine of EUR 1,000 to EUR 3,000, in the case of a natural
person, and of EUR 3,000 to EUR 9,000, in the case of a legal person.
Failure to comply with the prescribed obligations: fines ranging from RON 3,000 (approx. EUR 670) to
RON 50,000 (approx. EUR 11,000). Repeated breaches of the obligations: fines of up to RON 100,000
(EUR 22,000). In case of companies with a turnover exceeding RON 2,000,000 (approx. EUR 440,000),
the administrative fines may be of up to 2% of the company's turnover and, for repeated breaches, of
up to 5% of the company's turnover.
Three categories of fines: (i) fines of EUR 500,001 to EUR 1,000,000 in case of very serious
infringements; (ii) fines of EUR 100,001 to EUR 500,000 in case of serious infringements and a
reprimand; (iii) fines to EUR 100,000 in case of minor infringements.
In case the supervising authority finds that the supplier has failed to file a notification with the
supervising authority, implement appropriate safety measures and report incidents: fine from SEK
5,000 (approx. EUR 494) to SEK 10,000,000 (approx. EUR 988,000).

Source:
Authors’
elaboration
based
on
Bird
&
Bird
(2020),
Sanction
Regimes.
Available
https://www.twobirds.com/en/in-focus/cybersecurity/nisd-tracker/country-comparison-by-topic/sanctions-regime

at:

In this context, it should be analysed whether an alignment of penalties would be advisable. On
the one hand, such an alignment would allow avoiding a too sever/too mild financial regime
imposed in one Member State respect to the others - lowering the corresponding risk of operators
exiting the most unfavourable markets. On the other hand, harmonising penalties regime also
carries shortcomings due to different cultures surrounding enforcement throughout the EU.
Hence, aligning the level of imposed penalties per se might not necessarily incentivise better
incidents reporting and compliance.
This conclusion has been substantiated by stakeholders’ consultations. All OESs consider the
insufficient alignment of penalties provisions across Member States to represent a shortcoming
of the NIS Directive. This comes as no surprise as with different ways of calculating penalties,
different amounts being applied across Member States, and no case law to date, it could become
frustrating for OESs to estimate the financial risk that non-compliance carries. Conversely, only
a small minority of CAs regard the current harmonisation level of penalties at EU level as
noneffective and most CAs do not think the type and level of penalties should be further
harmonised.
Thus, other measures could be considered for incentivising incidents reporting and compliance,
such as encouraging private-public partnerships, or providing the right incentives to companies
to report like envisaging feedback mechanisms after incident reporting from CSIRTs.
Furthermore, building on the experience of the GDPR, additional measures other than fines
could be promoted such as issuing warnings and reprimands, or issuing a temporary suspension
of the certification or a final withdraw of the certification encompassing the end of the business
activity.
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Additional issues that should be taken into due consideration in adjusting the system of penalties
in the review of the Directive encompass focusing on enforcement on large players, through
the creation of dedicated operating units within Member States’ enforcement agencies that will
deal specifically with enforcement on these actors. Furthermore, the enforcement regime
should be timebound. In other words, in case of non-compliance non-compliant entities need
to be aware that they would be penalised in a specific timeframe.
Finally, in case a criterion for an alignment had to be underscored, it can be suggested as most
effective the establishment of a minimum level of administrative fines linked to a certain
percentage of the worldwide annual turnover of companies. Such a measures would allow
granting at least a minimum level of harmonisation among member states in order to reduce
the risks of companies’ “opportunity shopping.”
Introducing new tasks and responsibilities for national competent authorities and improved
mandates for the Cooperation Group and the CSIRTs Network
The objective of this policy measure is to propose means for strengthen the mandates of the
Cooperation Group and the CSIRTs Network. In this regard, there is a need for Member States
and the Commission to collaborate in setting the strategic goals for the Cooperation
Group, replicating, for example, the positive experience of the work on 5G. In this respect,
interviewed stakeholders highlighted that while the work on 5G has received particular attention
and appreciation, other guidance documents, such as the reference document on security
measures for OES (Cooperation Group Publication 01/2018)1 did not to have gained the
adequate level of attention among OESs. This could have been the product of a lack of awareness
due to shortcomings in the Cooperation Group communication strategy, that should thus be
addressed.
Besides, CSIRTs Network should play a greater role in incident information sharing, and
its mandate could be expanded by adding tasks encompassing the possibility of providing,
upon request, technical support in incident handling. Nevertheless, the support/assistance
should be provided on a voluntary basis.
Better information sharing between and amongst CSIRTs can also be pointed out as of critical
importance in the NIS review. In this regard, the Directive could take into account and implement
within its scope the guidelines provided by ENISA for securing communication among CSIRTs. 65
Finally, the cooperation between Member States at the level of the CSIRT Network and the NIS
Cooperation Group could be enhanced and extended, especially in terms of cooperation at the
operational level during time of crisis and related with crisis management.
Irrespective of the possible measures for enhancing their mandates, it should be nonetheless
noticed that stakeholders’ have expressed an overall rather positive assessment of the current
allocation of tasks among the Cooperation Group and the CSIRTs Network.
Focus on Lex Specialis and absence of coherence between different legal instruments (NIS,
Telecom Framework -EEC, CIP, and Financial Regulation)
One of the most relevant aspects emerged during the NIS review is the need of aligning the NIS
provisions with other legislations in order to avoid the risk of double jeopardy related to the
security requirements and reporting regimes for the entities that need to follow different norms.
Some cases in point can be identified, such as Article 33 GDPR regulating data breaches
notifications. In this respect, it should be underlined that most security incidents will involve
some personal data, meaning that one single incident has to be reported to two different
65

See ENISA (2019), Secure Group Communications for incident response and operational communities, July
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competent authorities (under different timeframes etc.). This may lead to confusion in particular
where the single incident is reported by two different entities. Another regulation that need to
be taken into account in the context of the Lex Specialis, is the Electronic Communication Code,
disciplining the legal framework for electronic communications. In this regard, risks of double
jeopardy might occur whenever DNS or IXP are identified as OES by the respective Member
State. Finally, an example of duplication of sectoral regulation concerns the electronic and online
payments that are regulated by the Directive 2015/2366 (PSD2), in the context of which the
importance of creating a reciprocal enforcing mechanism between the two instrument is
underlined.
The following suggestions have been put forward:

 Clarify whether identification process of OES has to be carried out when sector-specific
Union legal act exists that imposes requirements concerning the security of network and
information system and notifications of incidents.

 In order to achieve the objectives of the NIS Directive, it is necessary that the
sectorspecific Union Act imposes requirements concerning the security of network and
information system and notifications of incidents.

2.2.2 New policy concepts
Introducing national policies on Coordinated Vulnerability Disclosure
Under this new policy concept, it is highlighted the necessity to amend the NIS Directive to
reflect the gradual inclusion of Coordinated Vulnerability Disclosure (CVD) approaches into EU
legislation.
In terms of practical measures to be put in place to achieve this objective, Member States could
implement policies encouraging OESs and DSPs to establish such policies as well as provide
guidance for private or public entities (CERTs, CSIRTs, bug bounty platforms) to have a
coordination role. In this respect, respondents of the Open Public Consultation specifically argued
that national authorities such as CSIRTs could take proactive measures to discover vulnerabilities
in ICT products and services provided by private companies. Member States could also
implement specific training focused on technical and legal aspects of CVD. More prescriptively,
it is also suggested that the NIS review could include a minimum requirement for OESs and DSPs
to implement transparent and detailed coordinated vulnerabilities disclosure policies to be
published on the companies’ website.
The targeted consultation of CAs and OESs shown that most respondents expressed their interest
for policies for coordinated vulnerability disclosure.
Overall, the advantages from implementing in all Member States Coordinated Vulnerability
Disclosure process could be significant since these policies will make more secure and trustable
the EU cybersecurity ecosystem. The disadvantages could be, in some cases, an overload of
work for CSIRTs and CAs involved in these processes and in the enforcement of the minimum
requirements for OESs and DSPs.
Introducing national policies related to the supply chain security
This policy concept aims at suggesting concrete provisions to be considered in order to ensure
resilience and trust in the EU supply chain. There are a number of threats that specifically relate
with supply chain security, such as the installation of intentionally harmful hardware and
software characterised by “malicious logic”; the use of counterfeit hardware and software; the
failure or disruption in the distribution or production of critical products; the reliance for technical
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services on malicious or unqualified services providers; the installation of software or hardware
containing unintentional vulnerabilities such as malfunctioning code. In this context, 5G
networks represent a unique challenge that boosted EU effort in adopting regulation setting up
a framework for the screening of foreign direct investment that may affect security 66 and in
promoting the “Cybersecurity of 5G Networks EU toolbox of risk mitigation measures”. 67
The NIS review could be an opportunity to systematically introducing national policies related to
the security of the supply chain. In particular, the NIS Directive could promote supply chain risk
management by requiring the implementation of processes based on the current industry
standards (ISO 27001, ISO 27036, ISO 2800, NIST 8276, NIST 800-161) and best practices.
Furthermore, the NIS Directive could design ad hoc procurement policies to incentivise purchase
of products from original manufactures or authorised resellers. Certification could play an
important role in this respect.
Disadvantages of these policies could be, in the short run, an increasing cost for the
companies. Nonetheless, most consulted CAs and OESs expressed their interest for policies for
supply chain security.
Putting in place frameworks for the public procurement of ICT products encompassing security
aspects
Putting in place a framework for public procurement entails establishing purchasing priorities
and decision. For their part, governments can require buyers operating within their jurisdiction
to comply with certain security, privacy, or related requirements or commitments, which will be
in turn required to comply with from buyers to suppliers. In this context and following the model
of the GDPR Standard Contract Clause, the review of the NIS Directive could envisage provision
for contractual obligation to be met among buyers and suppliers. More specifically, suppliers
could be requested to demonstrate assurance through either self-attestation or external
attestation - audits against international standard as such as ISO 27001 and certification.
In the targeted consultation of CAs and OESs, to the question “In light of a potential revision of
the NIS Directive, to what extent should the following new policy concepts, currently under
discussion throughout the review process, be considered”, most respondents expressed their
interest for putting in place frameworks for the public procurement of ICT products. Conversely,
the results of the survey carried out with participants of the NIS Directive Review Study Opening
Workshop, show a majority of opponents to this measure. However, the number of no-answer
has been quite high. Such a result from the survey can possibly be explained with the fear of
adding an additional layer of control to the already complex procurement policy in many Member
State. As such, the Project Team suggests incorporating the reference to procurement in the
supply chain policy measure or to promote this measure through soft law instruments.
Promoting coordinated gathering of statistical information at EU level
This policy concept’s objective is to favour access to high-quality cybersecurity data. As such,
the NIS Directive review could envision measures to incentivise security information sharing and
to gather credible data. CSIRTs could play an essential role in this respect because of the position
of trust they hold in the digital environment. CSIRTs are in the position to gather two main type
of data:
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 Administrative data concerning aspects of the CSIRT organisation itself (such as budget
or staffing) that could allow acquiring a better understating of capacity issues and gaps
at the Union level.68

 Technical data product of the incident-handling operations of CSIRTs and coming from
a CSIRT internal sources (e.g. the CSIRT’s own darknets, honeypots, spam traps, etc.),
shared by other CSIRTs, or by other third-party. Incident statistics can help in setting
priorities in providing an increased capacity for situational awareness. 69
The majority of respondents to the survey carried out with participants of the NIS Directive
Review Study opening workshop favoured this measure as well as the majority of CAs and OESs
participating to the targeted consultations.
According the Project Team this policy concept could however be better placed if merged with
the policy measure for promoting a better information sharing among companies.
Including in the NIS Directive review also cyber crisis management measures in coherence
with the EC blueprint on rapid emergency response
The review of the NIS Directive could represent an opportunity for conceiving measures for crisis
management and cooperation at operational level among Member States and EU institutions
during a cyber crisis.
In terms of crisis response, two levels can be considered: the tactical/operational level and the
strategic level. The first level in the EU is offered by ENISA and the CSIRTs, although the latter
could benefit from a greater level playing field in terms of capabilities and from trust being
fostered among them. At the strategic level, at present, there is no self-standing policy
mechanism for responding to cyberattacks on or within the EU. There are two potential policy
venues that can be used to respond to an emerging cyber crisis: The Integrated Political Crisis
Response (IPCR) and the Cyber Diplomatic Toolbox. However, the IPCR has been used only
once, and the overall architecture of the blueprint remains fragmented and quite complex.
Against this background, the NIS review could represent the opportunity to include into
legislation the possibility of concrete cooperation at operational level among Member States and
EU institutions. Such a cooperation should aim at tackle down three limitations of the EU in its
cyber defence posture: being an advisor and not an actor; lacking a strategic vision; and lacking
resources. More specifically, three steps which increasing impact though which foster operational
cooperation could be envisaged:

1. The incorporation of the Blueprint into the NIS Directive;
2. The creation of a cybersecurity coordinator with, among others, the role of:
monitoring the EU policy implementation; evaluating the allocation of resources to the
different bodies; facilitating coordination and communications using also the Member
State Cyber Crisis Liaison Organisational Network (“CyCLONe”); coordinating and
consolidating cyber exercises in accordance with the Blueprint; building an EU security
operations centre with greater capabilities than the Cert-EU; serving as single point of
contact for EU institutions, Member States and non-EU States;
3. The creation of a joint cyber unit that over time could become an operative
framework/platform. The joint cyber unit, in coordination with ENISA, would be able to
generate shared threat intelligence and best practices for the industry, to support
OECD (2015), Working Party on Security and Privacy in the Digital Economy Guidance for Improving the Comparability
of Statistics Produced by Computer Security Incident Response Teams (CSIRTS)
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cooperation and develop technical attribution capabilities, and to eventually develop set
of strategic and operational capabilities by itself, without trying to replace prerogatives
from Member States. Furthermore, in order to bolster joint crisis response capabilities,
the cyber unit would help implement processes for tactical, operational, and strategic
cyber defence efforts in case of a cyber crisis. Starting from the Blueprint as a first step,
this process should become more streamlined using also the CyCLONe. In this way, the
Cyber Unit could address the limitations of the current cyber defence posture of the EU.
The Targeted Consultation run among the National Competent Authorities showed that the great
majority of respondents expressed their consensus to the idea that the harmonisation at the EU
level of the national crisis management measures would help ensure a more effective
coordinated EU response to larger scale incidents and crises.

Establishing in the NIS Directive, a base for common descriptions of professional requirements
for personnel responsible for cybersecurity within organisations
This new policy concept aims at tackling the lack of professional requirements for personnel
responsible for cybersecurity within organisations, operators etc. Particularly, it considers
whether it would be advisable to establish in the NIS Directive a base for common descriptions
of roles, required qualifications and methods of their verification, such as those modelled in the
Certified Information Systems Security Professional (CISSP).
Refer to common certification of personnel, apart from allowing a harmonised assessment of
skills within the Unit, carries also the benefit of easing the recruitment in terms of time efficiency
and lowered costs to be allocated for recruitment. The holding of a certification, however, does
not clearly correlate with work aptitude, and thus cannot serve as the sole benchmark against
which to evaluate potential candidates. Besides, the reports highlight that there seems to be a
lack of concrete data to support specific field for certification for all fundamentals needed to
perform job functions, barring other elements, such as experience and on-the-job training.
Considering a potential role for Cybersecurity Liability Insurance Policies
Under this new policy concept, it is suggested the possibility of using mandatory insurance
policies similarly to what happened for incidents in the transport industries. The small but
growing market in cybersecurity insurance in the EU could offer a way to protect consumers
while preserving the computing industry’s ability to innovate. Cyber insurance could make an
important contribution to cyber risk management by sharing expertise, creating awareness,
differentiating pricing based on the level of risks and offering support to small and medium
enterprise in managing crisis.
As such, the review of the NIS Directive should envisage methods to foster the cyber insurance
market, such as setting requirements for disclosure of material cyber risks to publicly
traded corporations, which would in turn improve transparency regarding cyber risk exposure
and thus foster insurers’ willingness and abilities to invest in this area. Additionally, the EU could
have a role in making the cyber risk itself profitable to the insurance industry, such as providing
some degree of insulation from potentially catastrophic losses from cyber incidents.
Governments can, for instance, “provide a backstop for insurers, as has been done for similarly
intractable risks like terrorism. For instance, in the United States, the Terrorism Risk Insurance
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Act of 2002 provides compensation to insurers for losses from acts of terrorism that reach a
certain threshold”.70
Notably, the promotion of Cybersecurity Liability Insurances Policy is considered also among the
most innovative cybersecurity policy measures in Canada, the USA and Israel.
Turning the current Directive into a regulation
A coordinated European response without unnecessary regulatory burdens on electronic
communications service and network providers might be better achieved by a Regulation instead
of Directive. This would increase the harmonisation of the gap analysis and help address some
of the shortcomings stemming from multi-state/jurisdiction applicability. Moreover, turning the
Directive into a Regulation could help address some of the shortcomings stemming from
multistate/jurisdiction applicability. Furthermore, given the legal form of the GDPR as regulation,
promoting the Directive as legal instrument for the discipline of the European cyber space can
be a balanced and appropriate solution to address the development of the cyber strategies.
Disadvantages that turning the Directive into regulation could have entail that despite
cybercrimes are a common issue, the Member States stand at different stages in the
development of their cyber strategies. Thus, the risk of imposing a single regulation can be to
exacerbate the differences across the Member States and to increase technological gaps.

2.3

Identification of the measures that could be applied to the impact
analysis

In this section we present a preliminary selection of the policy measures that could be applied
to the impact analysis.
Using the list of 19 policy concept and measures previously identified, two matrices are created:
1. The first one (policy measures by drivers) captures to what extent each policy measure
addresses the problem drivers identified in the problem definition.
2. The second one (policy measures by strategic objectives) captures to what extent each
policy measure contributes to the strategic objectives of the NIS Review as stated in the
Inception Impact Assessment Roadmap for the review of the EU rules on the Security of
networks and information systems.
Based on the information collected, the score for each policy measure can be calculated using a
Likert scale from 1 to 5 (1= Not at all, 2= To a limited extent, 3= To some extent, 4= To high
extent and 5= To the fullest extent).
Table 11 shows the first matrix and Table 12 the ranking of the policy measures by drivers.
Table 13 presents the second matrix and Table 14 the ranking of the policy measures by
objectives.
Consistently, the conclusions that can be drawn suggest to: discard the policy measures
“Establishing in the NIS Directive a base for common Cyber Skills professional requirements”;
merge the policy measure on procurement security with the measure on “Introducing national
policies related to the security of the supply chain” and merge the policy measure on “promoting
coordinated gathering of statistical information at the EU level “with the policy measures “Better

Levite A. E., Scott Kannry, Wyatt Hoffman (2018), Addressing the Private Sector Cybersecurity Predicament: The
Indispensable Role of Insurance, Carnegie Endowment for International Peace, November Ibid.
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information sharing among companies”. As such, it is suggested to focus the impact assessment
on the 16 options presented in Table 15.
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Table 11. To what extent each policy measure addresses the problem drivers?
Too much
discretion to
identify OES (even
beyond the scope of
the Directive)
leading to
discrepancies in
OES identification

Inconsistent
security measures
& reporting
requirements due
to too much
discretion and
unclear
requirements

Ineffective and
inconsistent
enforcement due
to unspecific
provision of
enforcement and
penalties

Discrepancies in
Member State
capabilities due to
unspecific
requirements for
competent
authorities

Insufficient info
sharing &
operational
cooperation
due to
cooperation
mostly on
voluntary basis

Total
Score

Enlarging the scope of
5
the Directive

4

3

3

3

2

20

Improving
definitions of OES
and DSP

5

4

3

3

3

2

20

Reviewing the
identification process

5

5

3

3

4

2

22

Putting operators
OES and DSP on equal 2
footing

1

5

5

3

2

18

Aligning
security
requirements across
3
Member States

1

5

4

3

2

18

Streamlining incident
notification
requirements

1

4

5

3

2

18

Policy Measures
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Too much
discretion to
identify OES (even
beyond the scope of
the Directive)
leading to
discrepancies in
OES identification

Inconsistent
security measures
& reporting
requirements due
to too much
discretion and
unclear
requirements

Ineffective and
inconsistent
enforcement due
to unspecific
provision of
enforcement and
penalties

Discrepancies in
Member State
capabilities due to
unspecific
requirements for
competent
authorities

Insufficient info
sharing &
operational
cooperation
due to
cooperation
mostly on
voluntary basis

Total
Score

New ways of
reporting relevant
incidents and
improving information 3
sharing
towards cybersecurity
authorities

1

3

3

4

5

19

Developing an
information-sharing
framework between
companies

3

1

3

3

4

5

19

Aligning provisions on
penalties across
2
Members States

1

3

5

4

4

19

Introducing new tasks
and responsibilities
for NCA and improved
1
mandate for the
Cooperation Group
and CSIRTs

1

3

3

5

4

17

Policy Measures
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Focus on Lex
Specialis and
absence of
coherence between
different legal
instruments

4

3

3

3

5

2

20

Policy Measures

Increased
interconnectedness of
companies so far not
covered & vital
companies not taking
measures or investing
in security

Too much
discretion to
identify OES (even
beyond the scope of
the Directive)
leading to
discrepancies in
OES identification

Inconsistent
security measures
& reporting
requirements due
to too much
discretion and
unclear
requirements

Ineffective and
inconsistent
enforcement due
to unspecific
provision of
enforcement and
penalties

Discrepancies in
Member State
capabilities due to
unspecific
requirements for
competent
authorities

Insufficient info
sharing &
operational
cooperation
due to
cooperation
mostly on
voluntary basis

Total
Score

Introducing national
policies on
coordinated
vulnerability
disclosure

3

1

4

3

4

5

20

Introducing national
policies related to
the security of the
supply chain

3

1

4

3

4

5

20

Putting in place
frameworks for the
public procurement
of ICT products
encompassing
security aspects

1

1

4

3

4

4

17
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Promoting
coordinated gathering
of statistical
1
information at the
EU level

1

3

3

4

5

16

Including in the NIS
Directive review also
cyber crisis
management
measures

3

1

3

4

5

4

20

Policy Measures

Increased
interconnectedness of
companies so far not
covered & vital
companies not taking
measures or investing
in security

Too much
discretion to
identify OES (even
beyond the scope of
the Directive)
leading to
discrepancies in
OES identification

Inconsistent
security measures
& reporting
requirements due
to too much
discretion and
unclear
requirements

Ineffective and
inconsistent
enforcement due
to unspecific
provision of
enforcement and
penalties

Discrepancies in
Member State
capabilities due to
unspecific
requirements for
competent
authorities

Insufficient info
sharing &
operational
cooperation
due to
cooperation
mostly on
voluntary basis

Total
Score

Establishing in the
NIS Directive a base
for common Cyber
skills professional
requirements

1

1

3

3

3

3

14

Considering a
potential role for
3
Cybersecurity Liability
Insurance policies

1

4

4

3

4

19

Turning the current
Directive into
regulation

4

5

5

3

3

22

2

Source: Authors’ elaboration.
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Table 12. Total Score on addressing problem drivers
Policy Measures

Total Score on
addressing problem
drivers

Ranking

Reviewing the identification process

22

1

Turning the current Directive into regulation

22

1

Enlarging the scope of the Directive

20

2

Improving definitions of OES and DSP

20

2

Focus on Lex Specialis and absence of coherence between
different legal instruments

20

2

Introducing national policies on coordinated vulnerability
disclosure

20

2

Introducing national policies related to the security of the
supply chain

20

2

Including in the NIS Directive review also cyber crisis
management measures

20

2

New ways of reporting relevant incidents and improving
information sharing towards cybersecurity authorities

19

3

Developing an information-sharing framework between
companies

19

3

Aligning provisions on penalties across Members States

19

3

Considering a potential role for Cybersecurity Liability
Insurance policies

19

3

Putting operators OES and DSP on equal footing

18

4

Aligning security requirements across Member States

18

4

Streamlining incident notification requirements

18

4

Introducing new tasks and responsibilities for NCA and
improved mandate for the Cooperation Group and CSIRTs

17

5

Putting in place frameworks for the public procurement of ICT 17
products encompassing security aspects

5

Promoting coordinated gathering of statistical information at
the EU level

16

6

Establishing in the NIS Directive a base for common Cyber
skills professional requirements

14

Source: Authors’ elaboration.
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Table 13. To what extent each policy measure contributes to the strategic policy objectives?
To embrace
cyber resilience
of all key
economic
sectors

Increase the level of
harmonisation and
consistency across Member
States in terms of OES
identification, security
measures and reporting
requirement and
enforcement

To improve the level of
information sharing
and operational
cooperation

Total Score

5

4

4

3

16

Improving definitions of OES and
DSP

5

4

4

3

16

Reviewing the identification
process

5

5

4

3

17

Putting operators OES and DSP on
equal footing

4

4

4

3

15

Aligning security requirements
across Member States

4

3

5

3

16

Streamlining incident notification
requirements

4

3

5

3

15

New ways of reporting relevant
incidents and improving
information sharing towards
cybersecurity authorities

4

3

4

5

16

Developing an informationsharing
framework between companies

4

3

4

4

16

Policy Measures

To build up robust
capabilities across
Member States to
prevent, detect, respond,
and mitigate cyber
threats

Enlarging the scope of the
Directive
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Aligning provisions on penalties
across Members States

4

3

Policy Measures

To build up robust
capabilities across
Member States to prevent,
detect, respond, and
mitigate cyber threats

Increase the level of
harmonisation and
To embrace cyber consistency across Member
States in terms of OES
resilience of all
identification, security
key
economic sectors measures and reporting
requirement and
enforcement

To improve the level of
information sharing and Total Score
operational cooperation

Introducing new tasks and
responsibilities for NCA and
improved mandate for the
Cooperation Group and CSIRTs

3

3

4

4

14

Focus on Lex Specialis and
absence of coherence between
different legal instruments

4

3

5

4

16

Introducing national policies on
coordinated vulnerability
disclosure

5

4

3

4

16

Introducing national policies
related to the security of the
supply chain

5

4

3

4

16

Putting in place frameworks for
the public procurement of ICT
products encompassing security
aspects

4

4

3

3

14

Promoting coordinated gathering
of statistical information at the EU
level

4

4

3

4

15
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Including in the NIS Directive
review also cyber crisis
management measures

5

4

4

4

16

Policy Measures

To build up robust
capabilities across
Member States to prevent,
detect, respond, and
mitigate cyber threats

Increase the level of
harmonisation and
To embrace cyber consistency across Member
States in terms of OES
resilience of all
identification, security
key
economic sectors measures and reporting
requirement and
enforcement

To improve the level of
information sharing and Total Score
operational cooperation

Establishing in the NIS Directive a
base for common Cyber skills
professional requirements

4

3

3

3

13

Considering a potential role for
Cybersecurity Liability Insurance
policies

4

4

4

4

16

Turning the current Directive into
regulation

4

4

4

3

15

Source: Authors’ elaboration.
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Table 14. Total Score on contributing to the strategic policy objective
Policy Measure

Total Score on
contributing to the
strategic policy
objectives

Ranking

Reviewing the identification process

17

1

Including in the NIS Directive review also cyber crisis
management measures

16

2

Enlarging the scope of the Directive

16

2

Improving definitions of OES and DSP

16

2

Focus on Lex Specialis and absence of coherence between
different legal instruments

16

2

Introducing national policies on coordinated vulnerability
disclosure

16

2

Introducing national policies related to the security of the
supply chain

16

2

Considering a potential role for Cybersecurity Liability
Insurance policies

16

2

New ways of reporting relevant incidents and improving
information sharing towards cybersecurity authorities

16

2

Developing an information-sharing framework between
companies

16

2

Aligning security requirements across Member States

16

2

Aligning provisions on penalties across Members States

15

2

Putting operators OES and DSP on equal footing

15

3

Streamlining incident notification requirements

15

3

Turning the current Directive into regulation

15

3

Promoting coordinated gathering of statistical information at
the EU level

15

3

Introducing new tasks and responsibilities for NCA and
improved mandate for the Cooperation Group and CSIRTs

14

Putting in place frameworks for the public procurement of ICT
products encompassing security aspects

14

Establishing in the NIS Directive a base for common Cyber
skills professional requirements

13

4

4
5

Source: Authors’ elaboration.

Table 15. Preliminary set of policy measures
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Policy Measures
Enlarging the scope of the Directive
Improving definitions of OES and DSP
Reviewing the identification process
Putting operators OES and DSP on equal footing
Aligning security requirements across Member States
Streamlining incident notification requirements
New ways of reporting relevant incidents and improving information sharing towards cybersecurity
authorities
Developing an information-sharing framework between companies
Aligning provisions on penalties across Members States
Introducing new tasks and responsibilities for NCA and improved mandate for the Cooperation Group and
CSIRTs
Focus on Lex Specialis and absence of coherence between different legal instruments
Introducing national policies on coordinated vulnerability disclosure
Introducing national policies related to the security of the supply chain
Including in the NIS Directive review also cyber crisis management measures
Considering a potential role for Cybersecurity Liability Insurance policies
Turning the current Directive into regulation
Source: Authors’ elaboration.

3

Summary of Third Interim Study Report (D3)

3.1

Introduction

This third interim report D3 focuses on supporting the impact assessment-related process of
the review of the NIS Directive, framed by Tool #52 from the Better Regulation Guidelines,
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building on the evidence collected in the evaluation (Task 1) and the assessment of policy
measures (Task 2). This assessment is informed by:

 Desk research
 Findings from three workshops
 Targeted consultation
 Delphi panel
 Interviews
This report introduces the methodology adopted for the impact assessment in section 3.2 and
then discusses the main findings following the steps of the Impact Assessment as established by
the EU Better regulation Guidelines.

 Section 3.3.1: The problem definition
 Section 3.3.2: The rationale for an EU intervention
 Section 3.3.3: Definition of policy objectives
 Section 3.3.4: Development of policy options
 Section 3.3.5: Impact analysis of the policy options
 Section 3.3.6: Comparative assessment
 Section 3.3.7: Summary and conclusions
3.2

Impact assessment support methodology

The purpose of this report is to offer evidence and support for the Impact Assessment report, that
is a prerogative and responsibility of the European Commission.
3.2.1 Overall approach
To ensure timely evidence and alignment with the Impact Assessment conducted by the European
Commission, this forward-looking analysis aimed to follow closely the Better Regulation
Guidelines and the Better Regulation Toolbox, framed by the corresponding research questions.
In particular, this analysis has followed Tool #52 of the EU Better Regulation Guidelines,
considering the evaluation and impact assessment are done in parallel as a single process and
most of the findings from the evaluation feed into the forward-looking analysis. Figure 4 below
outline how the steps are approached in three sub-tasks.
Figure 4.

The impact assessment is implemented in 6 steps
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Source: ICF.

3.2.2 Research questions
This analysis is framed by the corresponding research questions as outlined in Table 16 below.
Table 16. Research questions framing the impact assessment
Research questions
Problem definition

What are the problems?
What is the scale of the problems?
Why do these issues represent a problem?
What are the drivers of the problems?
What are the consequences and how the effects are distributed across stakeholders?

Rationale for an EU
intervention

Is the legal basis principle respected?
Is the subsidiarity principle respected?

Definition
of
What are the general and specific objectives?
policy objectives
Are there any synergies/trade-off between objectives?
Are the objectives consistent with other interventions?
Development of policy
options

What are the policy measures available to address the problem drivers?
What are the most relevant policy measures?
What are the policy options based on the policy measures retained?
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Impact analysis of the
policy options
Comparative
assessment

What are the impacts of each policy option in terms of the evaluation criteria?

How do policy options compare against the evaluation criteria?

3.2.3 Information sources
The evidence feeding this third interim report comes from two primary research activities: Delphi
panel and interviews in addition to a closing workshop.
Evidence from other primary research activities such as interviews, workshops and targeted
consultations conducted for the evaluation and assessment of policy measures were discussed in
the first and second interim report and are integrated into this report.
3.2.3.1 Primary research conducted for the third interim report (D3)
Online Delphi panel was used to collect primary research data on the steps of the impact
assessment. This activity was implemented from July to September. The number of invitations
sent out for each round were 37. The sample of stakeholders included 12 academic experts,
nine Member States competent authorities, three CSIRT contacts, four DSPs, 7 OESs, and two
cybersecurity experts. This activity was complemented with interviews to gather more granular
information focused on the impact of policy options.
3.2.3.2 Secondary research
Secondary research relied on desk research which was an ongoing exercise throughout the study
and has informed the drafting of analysis and conclusions The main sources corresponded to
policy documents from the European Commission and reports/studies delivered by regulatory
bodies and/or international organisations. For example, data on cybersecurity such as costs, value
of investment, number of incidents and contextual information by country, whenever available,
and continent was collected. Overall, the available evidence tended to be patchy and
heterogeneous but still informative. Hence, we aimed to triangulate whenever possible.

3.3

Main findings

3.3.1 Problem definition
This section delves into the preliminary outline of the problem definition. For a visual description
of the preliminary problem tree see the figure below.
The problem definition within an impact assessment consists in reflecting on the prevalence of
the problem identified in the original intervention, which are set out in the respective intervention
logic, and take stock of new problems arising from new needs or changes in the policy landscape
of the current NIS Directive. Desk research and evidence from the evaluation of the NIS Directive,
in particular the questions on the relevance contribute to this section. In addition, stakeholders'
views will be considered for the identification and definition of problems.
The following research questions guide this exercise:
•

What are the problems?

•

What is the scale of the problems?

•

Why do these issues represent a problem?

•

What are the drivers of the problems?
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•

Who is mostly affected by these problems?

3.3.1.1 The problem tree
The preliminary problem tree is shown in Figure 5 below.
Figure 5.

Preliminary problem tree

Source: ICF.

3.3.1.2 What are the problems?
The problem definition in this report builds on the evidence collected for the first Interim Report
(D1) and the second Interim Report (D2).
The current NIS Directive aimed to address a market failure. In fact, cybersecurity can be
considered a public good. Evidence from the second interim report highlighted that the global
spending71 in cybersecurity in 2019 was above USD 124 billion and expected to reach USD 133
billion by 2022. According to a report published by McFee and CSIS 72 the global cost of cybercrime
in 2016 reached USD 600 billion, 8% of global GDP73. This evidence suggests that the market let

For spending on. cybersecurity here is meant the companies’ expenditures in soft and hardware in the following
market segments: Application Security, Cloud Security, Data Security, Identity Access Management, infrastructure
Protection, Integrated Risk Management, Network Security Equipment, Other Information Security Software, Security
Services, Consumer Security Software. See Gartner (2018), Gartner Forecasts Worldwide Information Security
Spending to Exceed $124 Billion in 2019, August. https://www.gartner.com/en/newsroom/press-releases/2018-0815gartner-forecasts-worldwide-information-security-spending-to-exceed-124-billion-in-2019
72
CSIS, McAfee (2018). Economic Impact of Cybercrime-No Slowing Down, February
73
The cost of cybercrime is estimated as the cost of the activities by criminals gaining illicit access to a victim’s
computer or network. Using this definition, the elements of cybercrime cost identified include: The loss of intellectual
property and business confidential information;
Online fraud and financial crimes, often the result of stolen
personally identifiable information (PII);
Financial manipulation, using stolen sensitive business information on
potential mergers or advance knowledge of performance reports for publicly traded companies; Opportunity costs,
including disruption in production or services, and reduced trust for online activities. This includes the effect of
ransomware, which involves both payments to redeem encrypted data, and, more importantly, serious disruptions to
services and output;
The cost of securing networks, buying cyber insurance, and paying for recovery from
71
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alone would not be enough to ensure an adequate level of cybersecurity. Based on these
features, the market for cybersecurity seems to suffer from negative externalities, free
riding, and public goods.
Cybersecurity can be considered a public good because the level of security of the entire Internet
networks depends on security measures taken by each user. The second interim report also
highlighted that cybersecurity information-sharing has market failure features such as
free riding. The cost for firms to disclose their own vulnerabilities could be significant, for
example in reputational terms, and the benefit of disclosing information are slow to arrive and
benefit all firms equally (including competitors). As such, a firm optimal choice would be to avoid
exposing itself while keep enjoying the benefit deriving from some else’s disclosure.
Findings from the first interim report suggest that the current NIS Directive was relatively
successful to address some of the main market failures. However, a number of regulatory
shortcomings together with a rapid evolving ecosystem suggest that there are pending issues in
the current NIS Directive. Among the most salient shortcomings of the current NIS Directive
manifested in the first Interim Report are:

 Society relies heavily on ICT products and services and the threat landscapes continues to

evolve. However, Member States’ preparation remains uneven and not sufficiently
comprehensive.

 There should be a better alignment of requirements in terms of reporting authorities,
thresholds, timeframe, and penalties, between the NIS Directive and other EU legislation.
 The level of cooperation at the EU level is below its potential. Although the
Cooperation Group has facilitated the exchange of information and has offered guidance
for Member States reciprocal consultation in cases with OESs with cross-border impact,
few members actually use the cross-border consultation instrument.

 Member States diverge considerably in terms of standards and practices required on
reporting, incident notification and the minimum-security requirements for OES and DSP.

 The evaluation on the EU added value showed that the NIS Directive triggered a
number of actions at Member State that left alone would not have happened. Member
States were required to adopt a national strategy on the security of network and
information systems and designate national Computer Security Incident Response Teams
(CSIRTs), a single point of contact (SPOC), and a competent national NIS authority, and
cooperation among Member States was fostered by establishing the Cooperation Group
and the CSIRTs Network74. Among the most pressing needs in the current study are:

-

the necessary development of cybersecurity skills in the EU.
the need of cybersecurity standardisation efforts.
the necessity to pursue EU efforts to accompany incident response capabilities,
procedures, processes and tools and work on eventual repetitions or loopholes. - and
the consolidation, planning and work ahead on EU capabilities to ensure cybersecurity
resilience for the Industry 4.0 concerning current and upcoming technologies (artificial
intelligence, internet of things Blockchain, 5G networks).

In sum, the evaluation points to six shortcomings along six aspects of the NIS Directive
and its policy context:

cyberattacks; and reputational damage and liability risk for the hacked company and its brand, including temporary
damage to stock value
74
These development are particularly relevant when considering that in 2015, only 19 out of the 28 states had national
strategies in place, 8 countries did not have any strategy at all, and 1 Member State was in the process of drafting a
national strategy.
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 Increased interconnectedness and interdependencies in sectors not covered.
 Too broad discretion in defining the de facto scope of the Directive in each Member State
and the national competence over DSP remains unclear.
Too broad discretion in setting requirements and unclear requirements.


 Vague provisions on enforcement and light-touch on DSPs.
 Insufficient resources for competent authorities set aside by Member States.
 Cooperation mostly on voluntary basis (of public authorities and private entities)
All of the above issues underlie the three main problem drivers:
1. Key companies are not sufficiently investing in cybersecurity (due to being out of scope)
2. Inconsistent treatment of entities covered by the Directive across Member States
(regulatory failure)
3. Limited information-sharing and operational cooperation
These issues represent a regulatory failure that combined with a rapidly evolving threat landscape
end up into three major problems:
1. Insufficient level of cyber resilience across Member States.
2. Inconsistent resilience across Member States (similar companies not covered in all Member
States and/or subject to divergent cybersecurity).
3. Insufficient joint situational awareness.
Section 3.3.1.5 below discusses the corresponding problem drivers. For a visualisation of the
problems, its roots, and consequences, see the problem tree above (Figure 5).
In sum, enhanced cybersecurity resilience is inherently a cross-border phenomenon to
which the NIS Directive has largely contributed. However, the divergence across
Member States in the implementation of the Directive coped with the evolving digital
transformation of our society results in a fragmented regulatory policy landscape. The
following sections describe the scale of the problems and its drivers.

3.3.1.3 What is the scale of the problems?
This section aims to take stock of the magnitude of the problems set out in section 3.3.1.2
above. Because there is not a standard indicator of cyber resilience, insufficiency and
inconsistency of cyber resilience across member States cannot be captured directly but inferred
indirectly by looking at evidence along the six policy elements of the NIS Directive (i.e. scope,
OES identification and DSP coverage, security measures and incident reporting, supervision and
enforcement, capabilities of competent authorities and European cooperation). The lack of joint
situational awareness is also mapped from a qualitative perspective.
In particular, the main issues stemming from the evaluation will inform the baseline scenario for
the impact assessment (see section 3.3.4.1). The baseline will display the possible trends in the
business-as-usual scenario. Although drivers and problems are mostly qualitative, issues are
quantified to the possible extent.
The evidence underlying problems are structured along six areas of policy intervention:

 Scope of the intervention (i.e. sectors, services, firm size)
 OES identification and DSP coverage
 Security measures & incident reporting
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 Supervision and enforcement
 Capabilities of competent authorities
 European cooperation

Stakeholder consultation: Delphi panel
Experts in the Delphi panel agreed that these problems are substantial. The majority of experts
considered all of them relevant (Annex I). In particular, the inconsistent or ineffective levels of
enforcement across Member States, discrepancies in the identification criteria of OES across Member
States, the insufficient level of information- sharing and operation cooperation between Member States
authorities, discrepancies in their capabilities and inconsistent security measures and incident reporting
requirements.

Measures and investment in cybersecurity taken by vital companies
Available data on measures and investment in cybersecurity taken by vital companies across
Member States is rather limited. As highlighted in the first Interim Report, this is in part due to
the insufficient requirement on data notification by Member State in the current NIS Directive.
For instance, national authorities are not required to submit the names of the identified
operators, which makes it difficult for the Commission services to compare the results of the
identification process in terms of the completeness of the list and the impact on companies of
the same size and belonging to the same sector 75. Yet, a large global survey indicates that the
main reasons for cybersecurity spending in order of importance are: regulatory compliance
(69.4%); reducing incidents and breaches (59.1%); keeping up with the evolving threat
landscape (56.9%); and maintaining the firm's reputation in its industry sector (42.9%) 81.
Figure 6 below gives an idea of the global expenditure on cybersecurity in USD million, with a
positive trend. The total expenditure in 2017 reached USD 101,544 million, USD 114,52 million
in 2018 and USD 124,116 million in 2018.
Figure 6.

Global expenditure in cyber security by segment (2017-2019)

European Commission (2019) Report from the commission to the European parliament and the council assessing the
consistency of the approaches taken by Member States in the identification of operators of essential services in
accordance with Article 23(1) of Directive 2016/1148/EU on security of network and information systems. Page 7 81
Barbara Filkins (2020) “Spends and Trends: SANS 2020 IT Cybersecurity Spending Survey”, SANS Institute:
Information Security Reading Room, 450 respondents
75
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Source: Gartner (August 2018)76.

The number of losses due to cyber incidents worldwide was estimated at USD 3 billion in
2012, and USD 6 billion in 201777.
Experts from the Delphi panel agreed that Operators of essential services (OES) and digital
service providers (DSP) are not taking sufficient measures or investing enough in cybersecurity.
According to one expert, both the NIS and national legislation describe system requirements at a
very high-level. In practice, most OES and DSP are trying to "tick the checkmarks" and not
redesign their overall security systems. The main reason is the lack of positive incentives and
cybersecurity culture.
Another expert noted that NIS compliance is difficult to achieve as it implies modifying preexisting
products and services. Lex Specialis does not help. Budgets cannot be solely geared towards
compliance if it does not improve security maturity. Hence, a more assertive approach with more
pragmatic outcomes is needed for the NIS.
Additional reasons for low measures and investment are limited resources and expertise in some
OES. Finally, most experts stressed that this is mainly an issue of incentives. Unless there are
more incentives (either as carrot or sticks), things are not going to change.
Experts in the Delphi panel stressed other problems related to the scope of the NIS
Directive. For example, they mentioned discrepancies in the selection and definition of critical
sectors and essential services, the insufficient collaboration between Cooperation Group and
CSIRT network, the private sector is not part of the governance structures of the NIS Directive
and the unclear interplay with other EU initiatives (especially sectorial ones).
In addition, they highlighted market actors out of scope such as chemical plants, pharma, social
platforms, logistics. Also, actors that have critical intellectual property are not in scope either,
whereas their lack of protection poses both short-term and long-term threats to the economy,
society, and democracy. Besides, the current scope is too focused on services while it should also
address products more clearly, notably by linking to certification.
Experts raised that information sharing about incidents and vulnerabilities is limited. CERTs and
CSIRTs can handle information sharing on incidents, especially through streamlining the process
with the help of single points of contact and strong tools. However, there is little to no discussion
https://www.gartner.com/en/newsroom/press-releases/2018-08-15-gartner-forecasts-worldwide-informationsecurityspending-to-exceed-124-billion-in-2019
77
https://www.thehaguesecuritydelta.com/media/com_hsd/report/172/document/European-cybersecurity-market.pdf
84
ICF (2020) targeted survey
76
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as to the need to share information on vulnerabilities across the Member States. The question is
manifold: from one side, NAs need to know what types of vulnerabilities threaten OES/DSPs; on
the other, they need to share this with counterparts from other Member State to ensure more
robust risk management within the Single Market. Thus, the question of creating a sort of a
Vulnerability Equities Process (VEP) through the NIS Directive deserves closer examination. (VEP,
as per the Anglo-Saxon definition, is the interagency process used to determine whether to notify
a software vendor about a previously unknown, e.g. a “zero-day” vulnerability or to temporarily
use the vulnerability for lawful, national security purposes.) The question is ever more relevant
as interconnectedness, interdependency, and adversarial action grow.
There is a need to ensure coherence with certification schemes and additional relevant EU
legislation. At the moment, the ENISA is working on the EU Cybersecurity certification schemes
as stipulated by the Cybersecurity Act. Yet, those advances are to be discussed with regards to
the NIS Directive. In addition, a diverse range of legislation exists within the EU that is somewhat
relevant to the NIS Directive (outside of GDPR, DSP2, eIDAS that is). The forthcoming Digital
Services Act must also ensure coherence with the NIS Directive, especially since it will be relevant
to put the OESs and the DSPs on an equal footing to security requirements.
The current NIS Directive is already considered outdated by Operators of Essential Services. 84 It
is suggested that the legislation should be adapted constantly to keep up with the evolving threat
landscape. Operators of Essential Services have mentioned that the following cybersecurity
challenges (Figure 7 below) should be addressed in the revision of the NIS Directive.
Figure 7.

Emerging cybersecurity challenges
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90%
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Source: ICF, targeted survey, responses from Operators of Essential Services.

Operators of Essential Services, who are the ‘end-user’ of the Directive, suggest that IoT and 5G
networks are the most important emerging technologies not addressed effectively by the
current Directive.
Discrepancies in the identification criteria of OES and coverage of DSP across member
States
Evidence from the D1 showed that the interpretations of an essential service definition diverge
substantially across Member States which pose a challenge for a cross-country comparative
analysis as it leaves the whole EU system at risk of a cyber-attack. For example, the WannaCry
ransomware took just one day to spread over 150 countries and affect more than 200,000
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computers in May 201778. This incident illustrates the cross-border nature of cyber-security and
the rationale for a common understanding to identify OES and cover DSP. Figure 8 below shows
a gradient of granularity in the definition. The risk of this divergent approach is to leave sectors
and companies out of scope.
Figure 8.

Example of divergence in OES identification across 4 Member States

Source: European Commission. Report from the commission to the European parliament and the council assessing the
consistency of the approaches taken by Member States in the identification of operators of essential services in accordance
with Article 23(1) of Directive 2016/1148/EU on security of network and information systems Page 12.

Figure 9 below shows the differences in the granularity of the approach taken by Member States.
Figure 9.

Number of services identified in each Member State, by subsector

Source: European Commission. Report from the commission to the European parliament and the council assessing the
consistency of the approaches taken by Member States in the identification of operators of essential services in accordance
with Article 23(1) of Directive 2016/1148/EU on security of network and information systems. Page 12, Visualisation by
ICF.

Preliminary evidence from the first Interim Report suggests that the divergence between
Member States may be related to two factors:

Report from the commission to the European parliament and the council assessing the consistency of the approaches
taken by Member States in the identification of operators of essential services in accordance with Article 23(1) of
Directive 2016/1148/EU on security of network and information systems., page 12.Previous cases have already inflicted
a relevant amount of damage to the Member States, such as the WannaCry ransomware cryptoworm, which in May
2017 took only a single day to spread to over 150 countries and infect an estimate number of 200 000 computers.
78
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•

Delegation of the identification process to sectoral authorities (e.g. ministries,
agencies).

•

Top-down vs bottom-up (self-identification) identification procedure;

It seems that the more decentralised the system, the more inconsistent the identification process;
and a bottom-up identification procedure would result in different sectors compared to a topdown.
Experts from the Delphi panel agreed that there are discrepancies in the identification criteria
of OES and coverage of DSP across Member States. Concerning the discrepancies in the
identification criteria of OES, it was noted that there are huge variations that are hard to explain
and present a barrier for collaboration across Member States. In particular, there are significant
challenges for OES with cross-border activity in light of the different sizes of Member States and
market structures. It was suggested that a harmonised set of criteria must be enforced to carry
out concretely NIS's mission of a unified increased security maturity within the Single Market.
This is important as OES are not limited to one Member State. Thus, there might be either a
problem of regulatory capture or possibly trojan horses where services of Member State A are
used to enter Member State B.
Concerning the uneven coverage of DSP across Member States, it was noted that different
Member States have different understanding of the concept. In smaller countries, for example, it
is not evident who should be a DSP under NIS, simply because most of them feel themselves too
small. Also, an increasing number of organisations depend on DSPs. Thus, the latter must be
addressed with the same rigour as OESs. This can be resolved within NIS coordination and with
ENISA support.
Security measures and incident reporting requirements across Member States
Desk research in the first Interim Report evidenced that the standards of security measures
and incident reporting practices vary substantially across Member States. As each country is
allowed to adopt proper legislation in a flexible manner following a risk-based approach suggested
by NIS, the transposition varies substantially. For example, France, Croatia, and Romania have
made security measures mandatory while other such as Germany and Italy have published
guidelines on security measures. As a consequence, there are Member States with a more detailed
legislation on security measures taken by OES and DSPs, while others have just defined some
rules.
A preliminary assessment of the divergence in security measures and incident reporting
requirements across Member States was found in the survey run for the participants to the NIS
Directive Review Opening Workshop.79 Two questions from the Opening Workshop survey on: 1)
the need to “better align among Member States security requirements”; and 2) “better streamline
the notification requirements to allow for more incidents to be reported “ were considered. Figure
10 below shows that more than 89% of the respondents (34) agree or strongly agree with the
need to better align the security requirements among Member States.
Figure 10. Results of the survey on better alignment of security requirements among Member States

At the beginning of June 2020, an online survey was launched for a sample of 100 stakeholders, including different
groups of interest: Member States and National Competent Authorities, Operators of Essential Services (OES), Digital
Service Providers (DSPs), Computer Security Incident Response Team Network (CSIRTs), Academia and Others. The aim
was to gather some preliminary evidence during the two sessions of the Opening Workshops held on 8th and 11th June.
The answers were collected from the 3rd to 18th June and the total number of respondents was 38. The sample was
composed by 24% Member States and NCAs, 24% OES, 10% DSPs, 5% of CSIRTs, 13% of Academia and 24% Others
(SW and HW, Security Companies, etc.).
79
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Source: Should the security requirements be better aligned among the Member States, following risk-based management
principles? Survey carried out with participants of the NIS Directive Review Study Opening Workshop, June 2020, N=38.

Furthermore, Figure 11 below shows that more than 68 % of the respondents (26) agree with the
necessity to better streamline incident notification requirements to allow for more incidents to be
reported, through a higher degree of alignment and granularity in particular for incidents with
cross-border dimension.
Figure 11. Results of the survey on streamlining notification requirements to allow for more incident
reporting
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through a better degree of alignment and granularity, in particular for incidents with cross-border dimension? Survey
carried out with participants of the NIS Directive Review Study Opening Workshop, June 2020, N=38.
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The results of the targeted consultation confirmed such a finding, as 59% of CAs believe that
incident notifications requirements require to be better streamlined to allow for more relevant
incidents to be reported.
Figure 12. Streamline incident notification requirements
To what extent should the incident notifications requirements be better streamlined
to allow for more relevant incidents to be reported, in particular
for incidents with cross-border dimension? (CAs)
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Source: Targeted online survey conducted by Wavestone with CAs N=46.

Similarly, 59% of consulted OESs (42) pointed out the need for better alignment of incident
notification requirements. In this context, when asked which options should be considered as
means to further streamline the incident notification process, 36% of the respondent pointed out
the harmonisation of reporting thresholds for cyber security incidents (i.e. primary legislation),
while 31% the establishment of a central reporting and coordination hub in each Member State,
that could work as a one-stop mechanism, where all incidents, including sector-specific ones,
could be reported (e.g. Danish Joint Solution for reports on IT Security Events - FLIIS).
Figure 13. Streamline incident notification requirements OESs
To what extent should the incident notifications requirements be better
streamlined to allow for more relevant incidents to be reported, in
particular for incidents with cross-border dimension? (OESs)
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Source: Targeted online survey conducted by Wavestone with OESs N=49.

Finally, the results of the consultation of the DSPs also corroborates such finding with 63% rate
of agreement. Aligned with OESs’ point of view, 38% of DSPs also pointed out the harmonisation
of reporting thresholds for cyber security incidents as the preferred options to be considered to
further streamline the incident notification process – while the harmonisation of reporting
thresholds for cyber security incidents (i.e. primary legislation), and the amendment of existing
implementing acts (i.e. secondary legislation) had both been selected by 23% of the respondents.
Figure 14. Streamline incident notification requirements DSPs
To what extent should the incident notifications requirements be better streamlined
to allow for more relevant incidents to be reported, in particular
for incidents with cross-border dimension? (DSPs)
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Experts from the Delphi panel agreed that the security measures and incident reporting
requirements are inconsistent across Member States. Partly, this is due to different approaches
in the transposition and pre-existing legislation. The same incidents might not be reported in
some Member States, who then might believe to be more secure when they are not.
A common set of criteria is needed which is more enforceable than the current set of
recommendations. At the end of the day, OES should protect specialised ICS systems. Some
Member States can do that, some don’t have the sufficient capability in technical expertise and
personnel. As soon as a Member State don’t have a common methodology, inconsistencies will
occur. As an example, in 2018 only 900 incidents were reported for the Hungarian CSIRT,
meanwhile the Lithuanian authorities reported 10.000.
The level of enforcement are either ineffective or inconsistent
The first Interim Report showed that countries have adopted different approaches to
enforcement with, for example, Cyprus adopting a centralised approach with the designation of a
Digital Security Authority with investigative and corrective powers and able to issue opinions and
guidelines. The rest of the Member States are within these approaches. In addition, cyber incident
notification can differ. For example, some countries require to contact first the competent
authority, the CSIRT or both, to discuss whether the public should be notified. As a consequence,

February, 2021

88

Study to support the review of the NIS Directive – Final Study Report
the EU ends up with a fragmented supervisory landscape that creates uncertainty in terms of
accountability and responsibility to supervise incident notification.
Related on this matter, a group of stakeholders' representatives were consulted on the
effectiveness of the level of enforcement of cybersecurity in the current NIS Directive (i.e. Article
15 and Article 17)80. 15 out of 38 manifested 'to some extent' and 8 out of 38 claimed 'not at all'
or 'to a limited extent'. Although the responses are not conclusive, they offer a hint of the
divergence across countries. Some stakeholders highlighted aspects to improve such as:  the
need to provide guidance in risk scenarios and risk metrics for the probability of threats and ease
of exploitation of vulnerabilities;

 Insufficient provisions for DSP related to enforcement;
 The level of compliance at company level and the sense of urgency to comply;
 To address further operational aspects of enforcement;
 Additional support to the private sector to cope with and manage cyberattack.
In terms of regime of sanctions and penalties, the first Interim Report a considerable
divergence in characteristics and magnitude across Members States and their application. The
differences are very significant, since figures vary by sector, entity, or responsible person within
the entity, and by type of incident. For example, in some countries there are no penalties while
in others there are maximum values. The evaluation revealed that many countries have not
applied any penalty to date. Although convergence in applying penalties is not a key priority in
the current NIS Directive, a weak application of sanctions on non-compliance may result in
suboptimal levels of cyber-security at the EU level, considering the cross-border dimension of it.
Experts from the Delphi panel agreed that the levels of enforcement are either ineffective or
inconsistent across Member States. Due to the missing expertise and capacities, many small
countries simply don't have the sufficient resources. Capacity building should be encouraged in
Member States, as it is stated in the relevant European legislations. A common set of criteria is
needed which is more enforceable than the current set of recommendations. Also, there is an
issue with the type of approach to enforcement. Some Member States prefer to use penalties as
a last resort. It would be more preferable to use activities and build trust.
Discrepancies in Member States' capabilities
Evidence from the first Interim Report showed that Member States are on different foot in terms
of their capability to achieve a high level of cybersecurity and resilience to incidents. For example,
a mapping of the EU cybersecurity maturity in 2020 shows that there are some gaps, especially,
in terms of having specific security priorities specified and defined public-private-partnerships.
Although most of the countries have a critical infrastructure protection (CIP) defined, Croatia does
not have one and this is partially achieved in Belgium, Bulgaria, and Poland. Likewise, CIP are
not properly defined by legislation and policy in Croatia and Denmark. Although the evaluation
found a positive trend in cybersecurity maturity compared to 2015, there are still some gaps
suggesting different stages of development across countries.
Experts from the Delphi panel agreed that there are considerable discrepancies in national
authorities' capabilities relating to cybersecurity across Member States. There is different
cybersecurity maturity across Member States and capabilities. Comparable level needed for trust
and effectiveness given cross-border nature of threats. Thus, capacity building should be
supported, particularly in smaller Member States. The Directive could introduce a more assertive
80

During the NIS Directive Review Opening Workshop of the 8th and 11th of June
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requirement as to the NAs roles in enforcing NIS. The cybersecurity maturity should be taken into
account since it is not considered in the NIS currently.
Insufficient level of information-sharing and operational cooperation
Experts from the Delphi panel agreed that the level of information-sharing and operational
cooperation between Member State authorities is insufficient. Partly, it is due to different
structures and national cultures. This insufficiency is a major concern. The NIS does not
encourage information sharing on incidents and vulnerabilities across Member States. However,
vulnerability disclosure approaches must be leveraged in addition to more consistent sharing of
details on incidents and attacks to build a common knowledge and response base.
On a more positive note, one expert thought that this is somewhat relevant where lack of trust
plays a role, but generally getting better. In addition, this does not greatly affect the impact of
the NIS other than for infrastructure that is governed more widely than a single Member State.

3.3.1.4 Why do these issues represent a problem?
This section aims to reflect on the implications of problems described above (magnitude and
trends) in relation to the general policy objectives of the NIS Directive.
Stakeholder consultation: Delphi panel
Experts in the Delphi panel overwhelmingly agreed that the above issues represent significant
problems. The majority of experts considered the identified consequences of the problems to be
relevant (Annex I). In particular, they are highly likely to lead to insufficient situational / risk awareness
across stakeholders and Member States, fragmented digital single market, and insufficient level of
resilient among Member States.

Failure to achieve the common level of cyber resilience at EU level
The NIS Directive aimed at enhancing cybersecurity resilience to protect critical infrastructure in
the European Union. Preliminary evidence from the first Interim Study Report tell us that both
private and public sectors, who rely increasingly on digital infrastructure for the delivery of
essential services, have increasingly become the targets of cyberattacks. Considering the
crossborder dimension of cybersecurity resilience, the fragmentation on a number of aspects such
as identification of OES, security measures and incident reporting, enforcement practices and
national capabilities hinder a dynamic digital single market and in consequence a well-functioning
European single market. Therefore, Europe is facing a regulatory failure that builds the
case for further revision of the NIS Directive.
Experts from the Delphi panel noted that better resilience is needed given increasing and
changing threats. Also, maybe our energy system is getting protected, but resilience can't be
stated in other OES sectors (e.g. agriculture is not really pushed). Finally, achieving resilience is
at the heart of the justification for the NIS.
Obstacle to the digital single market
The NIS Directive also aimed to contribute to the functioning of the single market, in particular,
through a well-functioning Digital Single Market. The divergence in transposition across countries
leaves the EU exposed to cyberattacks which affect the single market in the following ways: 
Cyberattacks produce important economic losses. An IBM study estimated the average cost of a
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data breach at 3.92 million USD, at 150 USD per record lost. 81 This ranges from 6.45 million USD
in the healthcare sector, to 1.29 million USD in the Public Sector. 82 The most significant cost is
the loss of customer turnover due to lost trust. This is expressed
as a percentage of abnormal customer turnover in the survey, and ranges from 7% in the
health sector to 0.4% in the Public sector. Other sectors with a significant customer sensitivity
to data loss are Financial (5.9%), Pharma (5.5%) and Technology (4.9%).  Cyberattacks
affect stakeholders' trust on cyber infrastructure and the digital single market. According to
the 2017 Eurobarometer report, 78% of respondents agree that online personal information
is not being kept secure by websites. However, 71% also believe they are able to protect
themselves against cybercrime.83 Lack of trust in the system can have an impact on the
functioning of the market. Nearly half (45%) of respondents are concerned about someone
misusing their personal data when conducting financial transactions online. This
percentage has been rising consistently since 2013 (37%). 84 To protect themselves, 12% of
respondents across the EU were less likely to buy good online, ranging from 22% in
Sweden to 7% in Latvia. Consumers also reported that, to protect themselves, they tend to
only use websites they know and trust, (27%) which means they are less likely to be
‘adventurous’ and shop online from other Member States. This behaviour could have an impact
on cross-border transactions and may benefit larger established sellers as opposed to smaller
start-ups or SMEs. One of the main concerns consumers face is whether they will receive the
goods or services they buy online (23%). This proportion varies significantly across Member
States, from Cyprus (47%) to the UK (14%).
Experts in the Delphi panel suggested that indeed the problems will affect both internal market
in cybersecurity and impact the general functioning of the Internal Market. This is especially likely
after the first COVID wave.
3.3.1.5 What are the drivers of the problems?
The identification of the problem drivers is based on the preliminary evidence from the evaluation
of the NIS Directive and the corresponding consultation activities, including the Delphi panel. The
preliminary evidence identified six problem drivers set out in Table 17 below related to the
problems discussed in section 3.3.1.2 above following the six areas of policy intervention.
Table 17. The links between problems and their drivers by dimension of the policy landscape
Area

1. Scope of the
intervention
(i.e. sectors,
services, firm
size)

Evaluation findings

The degree of interconnectedness among companies has
increased remarkably
The scope of coverage by type of companies remains
outdated in the current NIS Directive
New threat landscape and increased digitisation

Drivers

DR1. Vital companies
are not taking enough
measures or investing
in cybersecurity

IBM Security (2019) Cost of a Data Breach Report
Note: The health sector only represents 1% of the sample, therefore it is not possible to draw solid conclusions from
these results. The study draws upon a representative, non-statistical sample of global entities experiencing a breach
involving the loss or theft of customer or consumer records during a period from July 2018 to April 2019. In this study,
507 companies completed the benchmark process across the world. Non-response bias was not tested so it is possible
that companies that did not participate are substantially different in terms of underlying data breach cost.
83
Special Eurobarometer 464a. September 2017
84
Special Eurobarometer 464a. September 2017, page 35
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2. OES
identification and
DSP coverage

There is too broad discretion in identifying OES under scope
The coverage of DSP is unclear.

3. Security
measures &
incident reporting

There is too much discretion across Member States in setting
requirements

Area

Evaluation findings

4. Supervision
and enforcement

The provisions on enforcement and penalties are too vague,

DR2. Inconsistent
treatment of entities
covered by the
Directive across
Member States
(regulatory failure)

The requirements for incident reporting are unclear

Drivers

The approach on DSPs is light-touch
The general nature of the provisions regarding penalties

5. Capabilities of
competent
authorities
6. European
cooperation

The resources set aside by competent authorities across
Member States are insufficient

The cooperation among public authorities and private entities
across Member States is unclear and mostly on voluntary
basis
Insufficient incident-related information sharing

DR3. Limited
information-sharing
and operational
cooperation

Insufficient operational cooperation [including in relation to
crisis management]
Source: Authors’ elaboration.

Experts in the Delphi panel agreed that these are the key issues related to the problem drivers.
The majority of experts considered all of them relevant (Annex I). In particular, the unequal
capabilities across Member States, unclear requirements for security measures and incident
reporting, too much discretion in identifying OES and list DSPs, and the degree of
interconnectedness and interdependency between companies across different sectors and
services not being covered by the current NIS.
3.3.1.6 Main consequences and how the problems would evolve
This section explores what are the expected trends in the major effects -in case no action is takenand who is mostly affected. This is based on desk research, responses from the Delphi panel and
interviews.
The problems discussed so far have major consequences on stakeholders mostly derived from
cyber incidents:

 Costs to companies directly affected by an incident;
 Societal costs depending on the magnitude of citizens/consumers affected and the sector
(e.g. health, defence, ICT, eGovernment);

 Cross-border cyber threat spillover;
 Compliance costs of a fragmented single market;
 Negative impact on competitiveness;
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 Limited EU incident response capacity.
Ultimately, insufficient cyber resilience, fragmented single market and insufficient situational
awareness result in negative economic impacts, lower competitiveness of European companies
and social impacts on consumers/citizens.

3.3.1.7 Potential evolution under the baseline scenario
Investment in cybersecurity is insufficient compared to the cost of an incident
Before the rush to digitisation sparked by movement restrictions, the worldwide information
security spending was estimated at 124 billion USD in 2019, up 87% from 2018.85 As mentioned
before, the main reasons for cybersecurity spending in order of importance are: regulatory
compliance (69.4%); reducing incidents and breaches (59.1%); keeping up with the evolving
threat landscape (56.9%); and maintaining the firm's reputation in its industry sector (42.9%)86.
All these factors seem to carry significant weight on a company’s spending decisions, making any
estimation of the impact of regulation complex.
There is a significant difference in the cost of a data breach for firms and the cost of cost/benefit
of carrying out such an attack. Account credentials can sell for as little as $0.20 up to $15 USD 87,
whereas estimates for the average cost of a data breach are in the region of $146 USD 88. Although
the methods used to estimate such costs have weaknesses, there is a clear gap between the
financial benefit of launching an attack and the cost to the victim firm. These two costs reflect
the low cost of launching a cyberattack and the high cost of recovering from or preventing one.
As shown in Figure 15 below, most of the cost of a cyber-attack is a business loss (lower demand
due to lower consumer trust), followed by detection and escalation costs (includes assessment
and audit activities), and then ex-post response (includes legal expenditures and regulatory fines)
and notification costs (incudes regulatory requirements).
Figure 15. A breakdown of the costs of a cyber-attack from the company affected
Lost business cost

39,4%

Ex-post response

Notification

25,6%

6,2%

Detection and escalation

28,8%

Source: IBM (2020) Cost of a Data Breach Report.

Gartner (August 2018) “Gartner Forecasts Worldwide Information Security Spending to Exceed $124 Billion in 2019”
https://www.gartner.com/en/newsroom/press-releases/2018-08-15-gartner-forecasts-worldwide-informationsecurityspending-to-exceed-124-billion-in-2019
86
Barbara Filkins (2020) “Spends and Trends: SANS 2020 IT Cybersecurity Spending Survey”, SANS Institute:
Information Security Reading Room, 450 respondents
87
RSA (2018) “Current State of Cybercrime” https://www.rsa.com/content/dam/en/white-paper/2018-current-stateofcybercrime.pdf
88
IBM (2020) “Cost of a data Breach Report 2020” https://www.ibm.com/security/digital-assets/cost-databreachreport/#/
85
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Digitisation continues on the rise which increases the economic impact of cybersecurity
In the future, remote working is likely to make incidents more costly. In a global survey of 524
businesses, 76% of respondents agreed that it can take longer to identify and contain a data
breach.89
A report by McAffee and the CSIS recently estimated the economic impact of cybercrime in the
range of 0.59% to 0.80% of global GDP. In the Europe and Central Asia region, this bracket is
slightly higher, from 0.79% to 0.89% of GDP. It is interesting to note that countries affected
most in terms of GDP are those in the mid-tier of ‘digital maturity’ – countries that are digitised
but not yet fully capable in cybersecurity.90
This leads us to another factor influencing the projection of the cost of cybercrime, a growing
online population.
There are different estimations of the cost of a cyber-attacks as shown in Table 18 below.
Table 18. Potential costs of a cyber-attack
Source
IBM, Cost of a data breach 2020

IBM, Cost of a data breach 2020

Home Office, The costs of cyber crime

Ponemon Institute, Cost of Cyber Crime Study: Global

Accenture, Ninth Cost of Cybercrime Study

McAffee, Economic Impact of Cybercrime

Herjavec Group, 2017 Cybercrime Report

Range

One data breach event estimated to cost from 7.13
USD million (Healthcare) to 1.08 USD million
(Public sector)

The average cost per record was at 146 USD,
ranging from 150 USD (Customer P.I.I.) to 141
USD (Employee (P.I.I.)
Stolen financial data earned hackers between
89,000 GBP to 355,000 GBP. Buyers of such data
exploited between 6.1 GBP million to 25.2 GBP
million.
The estimates for the cost of a cybersecurity
incident ranges from 15.42 USD million (US) to
7.50 and 6.32 USD million (Germany and the UK
respectively).
Total cost of cybercrime in 2018 range from 18.37
USD million (Banking) to 7.91 USD million (Public
sector)
Cybercrime is estimated to cost between 160 and
180 USD billion in Europe and Central Asia (2017)

Cybercrime estimated to cost the world 6 USD
trillion annually by 2021.

IBM (2020) “Cost of a data Breach Report 2020” https://www.ibm.com/security/digital-assets/cost-databreachreport/#/
90
McAfee and CSIS (2018) “Economic Impact of Cybercrime – No Slowing Down”
https://www.mcafee.com/enterprise/en-us/assets/reports/restricted/rp-economic-impact-cybercrime.pdf
89
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Source: Authors’ elaboration.

Figure 16. Percentage of respondents who used the internet in the past 3 months
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Source: Eurostat, Internet use by individuals [TIN00028].

Discrepancies between Member States’ capabilities are likely to decrease but persist in the
medium-term. This is based on the significant discrepancies in the current internet usage, ranging
from 98% (Sweden) to 74% (Romania). Such differences between Member States become more
evident when we look at the proportion of the population using the internet in an almost daily
basis. In 2019, this measure of intensity of internet usage ranged from 92% (DK, NL) to 57%
(RO).91
The same differences between Member States are evident on the enterprise side. Looking at the
percentage of enterprises with broadband access (fixed of mobile) in 2010 and 2017, we can
distinguish early from late adopters.
Figure 17. Percentage of enterprises with broadband access (fixed or mobile), 2010 and 2017

91

Eurostat: [isoc_ci_ifp_fu], 2019
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Source: Eurostat, Enterprises with broadband access [TIN00090].

A larger online population can lead to economies of scale in the cybersecurity market, leading to
increased cyber capabilities. Countries that have had a large online population for an extended
period of time would have established themselves as a leader in the cybersecurity market. Human
error was responsible for 23% of data breaches in 2020 92. At the same time, 58% of individuals
have “basic or above basic overall digital skills” in the EU, ranging from 79% (Netherlands) to
29% (Bulgaria)100. It might be hard for “late digitisers” to close this gap.
Concerns over cybersecurity can seriously limit the benefits digitalisation has to offer. However,
such concerns and their trends vary greatly between Member States, from over 25% (Spain) to
under 15% (Czechia).
Figure 18. Security concerns limited or prevented individuals from ordering or buying goods or services

IBM: Cost of a data breach report 2020
Eurostat [isoc_sk_dskl_i], 2019
92
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Notes: The proportion is based on the number of individuals who used the internet in the last year.
Source: Eurostat [isoc_cisci_ax].

Differences in cyber resilience are also evident across different enterprise sizes. A smaller
proportion of small enterprises (27%) have an ICT cybersecurity policy in place, when compared
to Medium (51%) or large (72%) 93 . This means that the cost to meet certain cybersecurity
standards will be larger for smaller enterprises.
Distribution of impacts by stakeholders
Different stakeholders such as consumers, companies (large and SMEs) and public
administrations (at national and EU level) experience the impacts in different ways, directly or
indirectly (externalities). Table 19 below a preliminary list of effects by type of stakeholder and
is complemented to experts' view on expected trends further below.
The available data on cost of cyber incidents is heterogeneous and does not follow a standard
methodology. Evidence varies greatly by item, sector, and region. Table 19 below provides
some illustrative figures without aiming to be exhaustive or consistent.
Table 19. Distribution of effects of the problems among stakeholders
Type of
stakeholder
Consumers /
Citizens

Effect

Magnitude

There are societal costs depending on the
sectors under attack:

Some intangible impacts that are difficult to
quantify but are considerably important such as the
risk of a cyber-attack perpetrated by terrorist
organisation which put at risk the life of the whole
population.

Public health and safety,
Environment
Trust on business and institutions
Type of
stakeholder

93

Effect

Magnitude

Data from 2015, Eurostat, [ISOC_CI_EU_EN2]
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Companies

National
governments

EU institutions

Companies bear the direct cost of a
cyberattack, and other companies can be
indirectly affected

£21bn – for UK business94

This gave an overall figure for fiscal fraud by cyber
Cyber incidents on government may take the
criminals of EUR 2.49 bn in the UK.
form of fraud such as tax fraud, benefits fraud,
local/central-government fraud, pension fraud.

Cross-border cyber-threat spillover

Some evidence is more qualitative or difficult to
quantify.

Compliance cost of 27 different regulatory
frameworks
Negative impact on competition
Limited EU incident response capacity
Source: Authors’ elaboration.

Stakeholder consultation: Delphi panel
Delphi panel experts where asked whether the main effects of the problems discussed will decrease,
stay the same or increase over the next 10 year.
Most experts thought that the costs of cybersecurity incidents (revenue loss) for OES and DSPs and
public administrations (budgetary loss) is likely to increase in the future (Annex I).
In addition, the costs of cybersecurity incidents for citizens due to economic disruptions are likely to rise
and the personal data protection likely to decrease.

3.3.2 Rationale for an EU intervention
This section aims to test the respect of the legal principle and the subsidiarity for an EU
intervention in this domain. This section is based mostly on desk research but builds on evidence
from the evaluation (D1). This section is guided by two research questions:

 Is the legal basis principle respected?
 Is the subsidiarity principle respected?
3.3.2.1 Is the legal basis principle respected?
The current NIS Directive is based on Article 114 of the Treaty on the Functioning of the European
Union, providing legal measures to boost the overall level of cybersecurity in the EU by ensuring.
Article 114 states that:
"[…] The European Parliament and the Council shall, acting in accordance with the ordinary
legislative procedure and after consulting the Economic and Social Committee, adopt the
measures for the approximation of the provisions laid down by law, regulation or administrative
action in Member States which have as their object the establishment and functioning of the
internal market.

UK Cabinet Office (2011) The cost of cybercrime.
.https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/60943/the-costofcyber-crime-full-report.pdf
94
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[…] 3. The Commission, in its proposals envisaged in paragraph 1 concerning health, safety,
environmental protection and consumer protection, will take as a base a high level of protection,
taking account in particular of any new development based on scientific facts. Within their
respective powers, the European Parliament and the Council will also seek to achieve this
objective."95
As discussed in the problem definition in section 3.3.1 above and the relevance of the NIS
Directive in the evaluation, cybersecurity is strongly related to consumer protection with
implications to health, safety and environmental protection. Article 114 explicitly cover
safety, health, environment, and consumer protection.

3.3.2.2 Is the subsidiarity principle respected?
As discussed in the corresponding section to the EU added value of the NIS Directive (D1), cyber
security and cyber resilience have a strong cross-border dimension, see for example the impact
and spill over effect of the WannaCry ransomware incident mentioned in section 3.3.1.3 above.
The trends in cybercrimes are increasingly cross-border and the extent and complexity
of the threats demands an EU level response rather than countries acting separately or
without proper coordination. The objectives of ensuring high level of common cyber resilience
and contributing to a solid Digital Single Market are difficult to achieve through an uncoordinated
strategy:

 As discussed in the first interim report (D1), cyber incidents have a cross-border nature
leaving all countries at risk if a country is particularly vulnerable.

 The need for an EU action has already been considered through the introduction of the NIS
Directive with positive progress made, as shown in the first interim report (D1), including
the adoption of national strategies and national legislation, a minimum set of security and
notification requirements of OES and DSP, governance framework, establishment of
national competent authorities and a Cooperation Group. However, there are remaining
divergences across countries due in part related to the flexibility in the transposition of the
Directive. Such cross-country differences represent a hindering factor for achieving a
common high-level of cyber resilience.

 The evaluation showed that cyber incidents motivated countries to adopt their national
legislation in the absence of the NIS Directive, but this resulted in diverging capabilities
across Member States with countries having developed cybersecurity strategies and other
not having an operational national/governmental CERT to deal with NIS incidents or a
cyber-incident contingency/cooperation plan for a coordinated response to crisis situations.
Based on the above, an EU intervention in this domain respects the legality and the subsidiarity
principle.

3.3.3 Definition of policy objectives
This section reflects on the general and strategic objectives for an EU intervention to address the
issues identified in section 3.3.1 above. This section partly builds on findings from the first
interim report (D1) but seek to revise the policy objectives in light of a revised NIS Directive.
Responses from Delphi panel have contributed to validate or challenge the policy objectives. The
assessment in this section follows Tool #16 from the EU Better Regulation 104.

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:C:2008:115:FULL&from=EN
European Commission (2017), Better Regulation Toolbox 16. How to set objectives. Available at:
https://ec.europa.eu/info/files/better-regulation-toolbox-16_en
95
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3.3.3.1 Objective tree
The preliminary objective tree is shown in Figure 19 below.
Figure 19. Preliminary objective tree

Source: Authors’ elaboration.

3.3.3.2 What are the general and specific objectives?
The general objectives are three:
1. To achieve a high common level of cyber resilience in the EU;
2. To reduce internal market fragmentation and contribute to a strong Digital Single Market;
3. Increase the level of joint situational awareness in the EU.
Stakeholder consultation: Delphi panel
Delphi panel experts thought that all three general policy responses are important (Annex I). Achieving
a high common level of cyber resilience in the EU would contribute to digital single market, enhance trust
amongst Member States, and make it easier to invest in cyber security. One expert thought that this
"common level" is not feasible at this time. Due to the different technical levels of critical infrastructures,
the expert recommends to support increasing the national cyber resilience towards a common European
level.

Critical infrastructure is interdependent across EU Member States, so joint situational awareness
is important for adequate contextual awareness. High level of joint situational awareness can
ensure fast response to cyber incidents and limit the impact on services in case of an incident. In
one opinion, that is the major weakness currently in common cyber defence. As cybersecurity is
mainly an internal security issue, Member States don't really want to share the deep information
needed for joint situational awareness.
Reduction in internal market fragmentation was seen as important in achieving a common level
playing field for stakeholders. According to one expert, currently we can't really speak about a
European cybersecurity market. Most of the products are coming outside the EU, which causes a
huge risk for the digital single market.
There are six main specific objectives:

 SPO1: Ensure that entities providing key services are required to take adequate measures
to increase the overall level of cyber resilience throughout the internal market, including
in sectors and for digital services so far not covered by the provisions of the NIS Directive
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 SPO2: Ensure that comparable key entities receive sufficient and similar regulatory
treatment, including by reducing the discrepancies between the requirements imposed on
operators of essential services and digital service providers

 SPO3: Ensure that entities providing key services are required to implement sufficiently
aligned and clear requirements which are adequate to ensure a high level of cyber
resilience

 SPO4: Ensure that supervision and enforcement regarding all entities providing key
services (i.e. both operators of essential services and digital service providers as defined
by the current NIS Directive) are sufficiently aligned and effective

 SPO5: Ensure that competent authorities have sufficient resources at their disposal to fulfil
the core tasks laid out by the NIS Directive, but also to foster a lively NIS ecosystem within
their respective Member States.

 SPO6: Ensure that essential information is exchanged on European level and that the EU
develops a joint operational crisis response capacity
Stakeholder consultation: Delphi panel
Delphi panel experts thought that most specific objectives are important (Annex I). Ensuring that entities
providing key services are required to take adequate cybersecurity measures would increase their
resilience. However, due to the different capabilities, one opinion was that it is not feasible to treat all
service providers on the same level in the next decades. Ensuring that comparable entities receive similar
regulatory treatment is important in avoiding data tourism, for creating fairness and strengthening the
digital single market. Ensuring that relevant entities are required to implement sufficiently aligned and
clear requirements of security measures and identification of incidents is important in developing a
Common European compliance environment. However, the key here is to define "sufficiently".
Effective and consistent practices of supervision and enforcement are also important in setting up a
Common European compliance environment and ensuring a common level playing field across the EU.
Regulation has to be policed to be effective. High level of operational cooperation and information-sharing
across Member States would result in better response to cyber incidents and increased situational
awareness. Cybersecurity should be a European question, not just an internal security issue. Since
incidents span states, this is the only way to cope with incidents.
One specific objective which was seen as not important by most experts concerned the fair distribution
and sufficient level of capabilities across Member States. It was observed that capabilities and maturity
vary by Member State and this is likely to remain the case for at least the medium term.

3.3.3.3 Are there synergies or trade-offs between objectives?
The general objectives are interrelated.
Synergies: A more cyber resilient EU contributes to a stronger single market as higher
cybersecurity reduced the economic losses caused by cyber incidents. In addition, consumers
should increase their trade if their level of trust on cybersecurity increases, likewise for business
and investment. In particular, the digital single market becomes stronger with enhanced
cybersecurity and cyber resilience. Moreover, a higher joint situational awareness contributes to
a more cyber resilient landscape.
Trade-offs: Higher level of cyber security may add additional compliance costs which would
affect the competitiveness of the Digital Single Market. For example, higher incident reporting
requirements across all sectors and business could have a negative impact on profitability and
investment and be particularly challenging for SMEs. In addition, consumers could also be affected
if the cost is passed onto them through higher prices or have to comply as well with additional
cyber security measures.
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3.3.3.4 What are the specific objectives that address the problems drivers?
Table 20 below outlines how each driver is related to the strategic policy objective and ultimately
to the general objectives.

Table 20. Links between problem drivers and policy objectives
Problem drivers
Key
companies
not
sufficiently
investing
in
cybersecurity (due to being
out of scope)

Inconsistent treatment of
entities covered by the
Directive across Member
States (regulatory failure)

Specific objectives

General objectives

SPO1: Ensure that entities providing key services are
required to take adequate measures to increase the overall
level of cyber resilience throughout the internal market,
including in sectors and for digital services so far not
covered by the provisions of the NIS Directive

SPO2: Ensure that comparable key entities receive
sufficient and similar regulatory treatment, including by
reducing the discrepancies between the requirements
imposed on operators of essential services and digital
service providers.

SPO3: Ensure that entities providing key services are
required to implement sufficiently aligned and clear
requirements which are adequate to ensure a high level of
cyber resilience.

1.
To increase the
level of cyber resilience
across member States;

2.
To reduce
internal market
fragmentation;
SPO4: Ensure that supervision and enforcement regarding
all entities providing key services (i.e. both operators of
essential services and digital service providers as defined
by the current NIS Directive) are sufficiently aligned and
effective

the

3.
Increase
the
level of joint situational
awareness.

SPO5: Ensure that competent authorities have sufficient
resources at their disposal to fulfil the core tasks laid out
by the NIS Directive, but also to foster a lively NIS
ecosystem within their respective Member States.

Limited information sharing &
SPO6: Ensure that essential information is exchanged on
operational cooperation
European level and that the EU develops a joint operational
crisis response capacity.

Source: Authors’ elaboration.

3.3.3.5 Are these objectives consistent with other EU policies and legislation?
This section builds on desk research and the evidence from the corresponding evaluation
questions on coherence (D1).
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The Treaties105

105

The general objectives are consistent with the articles of the Treaties already discussed in section
3.3.2.1 above.
The Charter of the Fundamental Rights of the European Union 96
A common high level of cyber resilience would be consistent with the Charter in particular to:



Right to liberty and security (Article 6 of the Charter), as cyber security contribute to security
in general;

 Protection of personal data (Article 8), which can be under threat by cyber incidents;
 Consumer protection (Article 38), since the initiative would contribute to consumer
protection from cyber attacks;

 Right to property (Article 17), since cyber attack can affect intellectual property;
 Right to environmental protection (37) as cyber-attacks can target environmental system.
Coherence between the NIS Directive and other EU interventions in the field of
cybersecurity
Directive (EU) 2018/1972 establishing the European Electronic Communications Code
(EECC). Both provisions take a risk-based approach when implementing security measures.
While the NIS Directive refers to ‘security of network and information systems’, the EECC refers
to ‘security of networks and services’ with both defining security as ‘the ability of’ network and
information systems/electronic communications networks and services ‘to resist, at a given level
of confidence, any action that compromises the availability, authenticity, integrity or
confidentiality’ of stored or transmitted or processed data/of those networks and services. Overall,
no divergences between the framework on security measures in the NIS Directive and EECC could
be identified. However, as a mere formality, there should be alignment as regards the notion of
‘incident’ in the NIS Directive and ‘security incidents’ in the EECC, although the definitions are
similar. In addition, there could be a potential coherence issue for reporting schemes related to
Internet Service Providers (ISPs) between Article 14 NIS Directive and Article 40 EECC if the new
reporting scheme implemented under Article 40 EECC was not followed: one incident could be
reported under two different requirements.
Regulation (EU) No 910/2014 on electronic identification and trust services for
electronic transactions in the internal market (eIDAS Regulation). Coherence issues may
arise when digital certificates are used for authentication in services that fall under the scope of
the NIS Directive. This is likely with regard to financial services or cloud services. In addition,
under the eIDAS Regulation the reporting time frame is 24 hours, whereas NIS Directive requires
it to happen ‘without undue delay’.
Regulation (EU) 2016/679 on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data, (General Data
Protection Regulation). The difference to the NIS Directive is that the GDPR is only applicable
to security incidents that concern personal data. Even if one may, in theory, distinguish between
incidents falling under the GDPR and such falling under the NIS Directive, in practice, most

96

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:12012P/TXT
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security incidents will involve (at least potentially) some personal data, meaning that OESs and
DSPs will have to report these incidents to both competent authorities in order to ensure
compliance with both regulatory requirements.
Directive (EU) 2015/2366 on payment services in the internal market (PSD2). Payment
service providers are encompassed within Annex II of the NIS Directive as part of the financial
services sector. However, as Article 1(7) NIS Directive foresees that where a sector-specific Union
legal act requires an OES either to ensure the security of his network and information systems or
to notify incidents, that act shall apply provided that the requirements are at least equivalent.
Considering that the security and notification requirements prescribed in Articles 95 and 96 PSD2
are equivalent, these provisions are lex specialis to the NIS Directive. Hence, there is no
coherence issue.
European Critical Infrastructure Directive (ECI Directive). The criteria set out by the NIS
Directive in its Article 4 and 5 to identity an OES are almost identical to the definition of ‘critical
infrastructure’ in Article 2(1) ECI Directive. However, the difference is that the OESs must depend
on network and information systems to fall within the scope of application of the NIS Directive.
Moreover, by not referring to the definition in the ECI Directive, the legislator is more flexible to
include further services that may go beyond vital societal functions, health, safety, security,
economic or social well-being. There is no coherence issue.
Finally, the OPC analysis offers views from stakeholders as illustrated in Figure 20 below.
Figure 20. To what extent are the provisions of the NIS Directive (such as on security requirements and
incident notification) coherent with the provisions of other EU legal instruments that are aimed
at increasing the level of data protection or the level of resilience? (1: not at all; 5: to a great
extent)

Source: OPC results. Citizens (N=10), Cybersecurity professionals (N=21), NCAs & CSIRTs (N=14), OESs & DSPs (N=57),
Other stakeholders (N=36), Trade associations (N=68).

3.3.4 Development of policy options
The development of policy options was carried out in Task 2 of this study, described in detail in
the summary of the Second Interim Report (D2) (section 2 above).
The development of the policy options followed a three-step process:

 Mapping of policy measures: to take stock of all available measures that are feasible;
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 Analysis of policy measures: to identify any measure that should be discarded and
those to retain;

 Formation of policy options: to aim at grouping measures under each option.
For a detailed description of the mapping and analysis of policy measures see section 2.
The policy measures retained are those that are considered the most feasible, effective,
relevant and coherent with other EU instruments besides of proportional to the problem drivers
identified in section 3.3.1 above. Based on the relative scoring of policy measures 16 out of the
19 measures made it to the final list to form the policy options. Three out of the 19 measures
were discarded or merged in the existing ones.
Table 21 below describes the correspondence between problem drivers and measures,
considering that policy measures are expected to address the underlying causes of the main
problems.
Table 21. Problem drivers identified and policy measures to retain
Problems drivers

The degree of interconnectedness among companies has increased remarkably
and the scope of coverage by type of companies remains outdated in the current
NIS Directive
There is too broad discretion in identifying OES under scope and the coverage of
DSP is unclear.

There is too much discretion across Member States in setting requirements and the
requirements are unclear

The provisions on enforcement and penalties are too vague, and the approach on
DSPs is light-touch

Policy measures
retained
1, 2, 3, 11

1, 2, 3, 19

4, 5, 6, 12, 13, 14, 19

4, 5, 6, 9, 16, 18, 19

The resources set aside by competent authorities across Member States are
insufficient

3, 7, 8, 9,10, 11, 12,
13, 14, 15, 16

The cooperation among public authorities and private entities across Member States
is mostly on voluntary basis

7, 8, 9, 10, 12, 13, 14,
15, 17

Source: Authors’ elaboration.

Stakeholders were also consulted on the ability of policy measures to address the problems and
its causes.
Stakeholder consultation: Delphi panel

February, 2021

105

Study to support the review of the NIS Directive – Final Study Report
This preliminary assessment is triangulated with views from the Delphi panel experts who thought that
most of the policy measures were able to address the problem drivers to some extent (Annex I). Among
the policy measures that were seen as least addressing the problem drivers were establishing in the
reviewed NIS Directive a base for common Cyber skills professional requirements, introducing new tasks
and responsibilities for NCA and improved mandate for the Cooperation Group and CSIRTs, and
streamlining incident notification requirements. The policy measures seen as most able to address the
problem drivers were introducing national policies related to the security of the supply chain,
considering a potential role for Cybersecurity Liability Insurance policies, turning the current Directive
into regulation, and enlarging the scope of the Directive.

Three policy measures have been discarded and/or merged into existing ones. The final list of
policy measures for the policy options are 16.

3.3.4.1 Available policy options (preliminary)
This final step in the development of policy options aims to allocate policy measures to policy
options and specify how each policy measure should vary under policy options. There are four
regulatory approaches in this impact assessment, including the do-nothing baseline scenario:
Option 0 – Baseline: this means 'business-as-usual'.
Option 1 - Non-legislative measures: This consists of introducing guidelines or selfregulation
measures on voluntary basis on different areas of the policy.
Option 2 – Updating aspects of the current NIS Directive - i.e. limited changes to the
current Directive for further harmonisation: this means updating provisions of the NIS
Directive such as clarification, expanding the scope, further harmonisation of certain aspects
Option 3 – Replacement of the current NIS Directive by a new piece of legislation
(directive or regulation): this implies far-reaching changes to the current Directive such as
repealing the NIS Directive and replacing it by another directive or regulation which would
harmonise aspects of the policy besides extending the scope.
Description of policy options
Option 0 Baseline scenario (status quo)
This option assumes maintaining the scope, requirements and obligations as well as continuing
the existing work of the Cooperation Group and the CSIRTs Network.
Option 1 - Non-legislative measures This
option consists of:

 Maintaining the scope, requirements and obligation, while providing sector-specific
guidance via the Cooperation Group or by the Commission directly.

 Introduce guidelines and recommendations on:
o OES identification and coverage of
DSPs o Security and incident reporting
requirements
o Supervision and enforcement o DSPs

 Incentivising Member States, through the Cooperation Group and peer pressure, to
adequately fund their competent authorities and other relevant structures (e.g. the
CSIRTs)
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 Developing Cooperation Group and CSIRTs Network SOPs going beyond NIS Option 2 Limited changes to the current Directive for further harmonisation This option implies:

 Expanding the scope for sectors, subsectors, and services under the scope within the
existing two categories covered by the NIS Directive (OES and DSP)  Harmonise essential
services and identification thresholds

 Introduce clearer and more explicit definitions for

DSPs.

 Further clarify the jurisdiction rules.
 Establishing equal footing for OESs and DSPs.
 Harmonise security and incident reporting requirements
 Introduce more explicit incident reporting requirements
 Establish some principled-based requirements for supervisory measures and penalties,
including general conditions for the application of administrative fines and a minimum level
thereof.

 Subject DSPs to the same rules as OES (i.e. remove the light-touch approach and introduce
full supervision, including ex-ante, for DSPs).

 Require Member States to take the necessary measures to ensure that the competent
authorities have the technical, financial, and human resources to fulfil their mandate, and
in particular their supervisory and guiding roles

 Mandate or incentivise information sharing for competent authorities and companies
(ISACs, PPPs), including the setting up of specific mandatory mutual assistance and
cooperation mechanism when cross-border elements are involved.
Option 3 – Systemic and structural changes to the NIS Directive (New Directive)
This option builds on some aspects of policy option 2 but is more ambitious in terms of scope and
breath of changes in the current Directive. Option 3 consists of:

 Bringing additional sectors, subsectors, and services under the scope, while further refining
and simplifying the categories of entities covered by the NIS framework depending on their
importance and criticality, and consequently differentiating the particular requirements,
obligations and supervisory regime imposed on those.

 Abandoning identification and introduce uniform criteria for all operators and digital service
providers falling under the scope of the NIS framework, excluding micro or small size
enterprises. Operators of essential services which are micro or small but provide services
as a sole provider in a Member State or a potential disruption of which could have an
impact on the public safety or health would also fall within the scope.

 Introducing clearer and more explicit definitions for DSPs, while differentiating between
critical and non-critical categories and the corresponding requirements and obligations.

 Establishing equal footing for the OESs and DSPs of same criticality/importance.
 Establishing a registry of critical and non-critical DSPs held by ENISA and subjecting DSPs
to the obligation to notify themselves to ENISA, following a clear template  Clarifying
further the jurisdiction rules for DSP.
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 Introducing uniform and explicit security and incident reporting requirements, potentially
directly applicable to the relevant entities.

 Introducing more explicit reporting obligations concerning incidents towards ENISA. 
Establish principles, as well as a more granular list of minimum requirements, for
supervisory measures and enforcement, tailor-made for each category of entities,
depending on the level of importance of the services provided.

 Establishing general conditions for application of administrative fines and a minim level
thereof.

 Establishing a peer-review system, including on the implementation of supervisory
measures and enforcement.

 Subjecting critical DSPs to the same rules as OES.
 Subjecting non-critical DSPs, as well as operators of services considered important yet not
essential, to a light-touch regulatory regime, including only ex-post supervision and lighter
requirements on penalties.

 Setting up a peer-review mechanism to assess, among others, the capabilities of the
Member States.

 Setting up specific mandatory mutual assistance and cooperation mechanism when
crossborder elements are involved.

 Incentivising information sharing through ISACs and PPPs.
 Asking Member States to develop a policy framework on co-ordinated vulnerability
disclosure and designate a national CSIRT as a coordinator and facilitator, as part of the
national cybersecurity strategy,

 Adding the role of observatory of the state of cybersecurity in the Union to the mandate of
the Cooperation Group, with support from ENISA.

 Introducing annual reports on the state of cybersecurity in the EU.
 Introducing a crisis management framework, for both national and EU levels.
Our Delphi panel consultation gathered feedback from stakeholders on policy options and
measures. The box below discusses the main points.
Stakeholder consultation: Delphi panel
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Delphi panel experts where asked to rate the suitability of each policy measure for the three main
policy options 1, 2 and 3 (Figure 32).
Concerning policy option 1 (Non-legislative measures), the experts thought the most suitable policy
measures would be:



Developing an information-sharing framework between companies.



New ways of reporting relevant incidents and improving information sharing towards
cybersecurity authorities.



Streamlining incident notification requirements.



Further aligning security requirements across Member States.



Improving definitions of OES and DSP.



Reviewing the identification process for OES.

Concerning the policy option 2 (Limited changes the current NIS Directive), the experts thought the
most suitable policy measures would be:



Establishing in the reviewed NIS Directive a base for common Cyber skills professional
requirements.



Promoting coordinated gathering of statistical information at the EU level.



Introducing new tasks and responsibilities for NCA and improved mandate for the Cooperation
Group and CSIRTs.



Strengthening and aligning provisions on supervision, enforcement, and penalties across
Members States.



Putting OES and DSP on equal footing (i.e. same regulatory regime).

Concerning the policy option 3 (Systemic and structural changes to the NIS Directive, the experts
thought the most suitable policy measures would be:



Turning the current Directive into regulation, putting in place frameworks for the public
procurement of ICT products encompassing security aspects.



Introducing national policies related to the security of the supply chain.



Introducing national policies on coordinated vulnerability disclosure.



Strengthen coherence between different legal instruments.



Mandate or incentivise information sharing for competent authorities and companies.

It must be noted that there was overlap between the legislative measures and the policy options as
experts thought that some policy measures might be part of different policy options.

This step concludes with a revised intervention logic linking problem drivers, specific objectives,
and policy options.
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Table 22. Summary of problem drivers, specific objectives, and policy options (revised intervention logic)
Evaluation findings

Problem
drivers

Specific policy
objectives (SPO)

Policy options

Policy option 0 –
maintaining the
status quo
Key companies
outside the scope of
the NIS Directive

Increased
interconnectedness &
interdependencies
among sectors,
including those not
covered by the
current scope of the
NIS Directive

Driver 1: Key
companies not
sufficiently
investing in
cybersecurity
(due to being
out of scope

SPO1: Entities in
NIS-dependent
sectors to take
measures and
report incidents

Same scope
and current
work of the
Cooperation
Group and
the CSIRTs
Network.

Policy option 1 –
nonlegislative
measures
Same scope
but adding
sector specific
guidance

Policy option 2 –
Limited changes to the
current NIS Directive
Expand scope
in sectors,
subsectors, and
services for
OES and
DSP

Policy option 3 – Far-reaching
changes to the NIS Directive

Expand scope in
sectors, subsectors,
and services for OES
and DSP.
Refine/simplify the
categories of entities
distinguishing between
critical and important
and otherwise.
Apply differentiated
requirements and
obligations.

The new threat
landscape and
increased
digitalisation
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Too much discretion
to identify the de
facto scope of the
NIS Directive about
operators of
essential services
(OES)

Driver 2:
Inconsistent
treatment of
entities
covered by
the Directive
across
Member
States

Guidelines on
OES
identification
and coverage
of DSPs

SPO2:
Similar
entities in covered
sectors subject to
the
same
regulatory regime

Introduce
clearer and
more explicit

Unclear coverage
concerning digital
service providers
(DSP) activities

Evaluation findings

Problem
drivers

Specific policy
objectives (SPO)

Abandon identification
and introduce uniform
criteria for all OES and
DSP.
Exclude OES that are
SMEs unless they are
the only one or provide
services that have
impact on the public
safety or health.
Introduce clearer and
more explicit
definitions for DSPs,
differentiating between

Policy options

Policy option 0 –
maintaining the
status quo

February, 2021

Harmonise
essential
services and
identification
thresholds.

Policy option 1 –
nonlegislative
measures

Policy option 2 –
Limited changes to the
current NIS Directive

Policy option 3 – Far-reaching
changes to the NIS Directive
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definitions for
DSPs.
Further clarify
the jurisdiction
rules.
Establishing
equal footing
for OESs and
DSPs.

critical and noncritical,
before applying
requirements and
obligations.
Establishing equal
footing for the OESs
and DSPs of the same
criticality/importance.
Establish a registry of
critical and non-critical
DSPs held by ENISA
and subjecting DSPs to
the obligation to notify
themselves to ENISA,
following a clear
template
Further clarify the
jurisdiction rules.

Too broad discretion
to set security
requirements

SPO3: Entities to
follow aligned
security and
reporting
obligations

Guidelines on
security and
incident
reporting
requirements

Unclear
requirements for
incident reporting

Vague and general
provisions on

February, 2021

Harmonise
security and
incident
reporting
requirements
Introduce more
explicit
incident
reporting
requirements

SPO4: Competent
authorities to

Guideline on
supervision

Establish some
principled-

Introduce uniform and
explicit security and
incident reporting
requirements,
potentially directly
applicable to the
relevant entities.
Introduce more explicit
reporting obligations
concerning incidents
towards ENISA.
Establish principles, as
well as a more
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Evaluation findings

Problem
drivers

Specific policy
objectives (SPO)

Policy options

Policy option 0 –
maintaining the
status quo
supervision
(concerning OESs)

enforce more
effectively

Policy option 1 –
Policy option 2 – Limited
nonlegislative measures
changes to the current
NIS Directive
and
enforcement

based
requirements for
supervisory
measures and
penalties,
including
general
conditions for
the application
of
administrative
fines and a
minimum level
thereof.

Policy option 3 – Far-reaching
changes to the NIS Directive

granular list of
minimum
requirements, for
supervisory measures
and enforcement,
tailor-made for each
category of entities,
depending on the level
of importance of the
services provided.
Establish general
conditions for the
application of
administrative fines
and a minim level
thereof.
Establish a peerreview
system, including on
the implementation of
supervisory measures
and enforcement.

Light-touch
regulatory approach
concerning DSPs

February, 2021

Guideline on
DSPs

Subject DSPs to
the same rules
as OES (i.e.
remove the
light-touch

Subjecting critical
DSPs to the same rules
as OES.
Subjecting non-critical
DSPs, as well as
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General nature of
the provisions
regarding penalties

Evaluation findings

approach and
introduce full
supervision,
including
exante, for
DSPs).

Problem
drivers

Specific policy
objectives (SPO)

operators of services
considered important
yet not essential, to a
light-touch regulatory
regime, including only
ex-post supervision
and lighter

Policy options

Policy option 0 –
maintaining the
status quo

Policy option 1 –
Policy option 2 – Limited
nonlegislative measures
changes to the current
NIS Directive

Policy option 3 – Far-reaching
changes to the NIS Directive

requirements on
penalties.
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Insufficient
resources allocated
by Member States to
competent
authorities and
other relevant
structures (e.g.
CSIRTs)

SPO5:
Comparable level
of resources
allocated to
authorities

Cross-border
consultation
obligations unclear
and largely on a
voluntary basis

Driver 3:
Limited
information
sharing &
operational
cooperation

SPO6: Essential
information to be
exchanged
between Member
States by
introducing clear
obligations and by

Evaluation findings

Problem
drivers

Specific policy
objectives (SPO)

Incentivise
Member
States, via the
Cooperation
Group, and
through peer
pressure to
adequately
fund their
competent
authorities and
other relevant
structures,
such as the
CSIRTs

Continue
existing
work of the
Cooperation
Group and
CSIRTs
Network

Mandate or
incentivise
information
sharing for
competent
authorities and

Set up a peer-review
mechanism to assess,
among others, the
capabilities of the
Member States.

Set up specific
mandatory mutual
assistance and
cooperation mechanism
when cross-border
elements are involved.

Policy options

Policy option 0 –
maintaining the
status quo

February, 2021

Develop
Cooperation
Group and
CSIRTs
Network SOPs
going beyond
NIS

Require
Member
States to take
the necessary
measures to
ensure that
the competent
authorities
have the
technical,
financial, and
human
resources to
fulfil their
mandate, and
in particular
their
supervisory and
guiding roles

Policy option 1 –
Policy option 2 – Limited
nonlegislative measures
changes to the current
NIS Directive

Policy option 3 – Far-reaching
changes to the NIS Directive
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companies
(ISACs, PPPs),
including the
setting up of
specific
mandatory
mutual
assistance and
cooperation
mechanism
when
crossborder
elements are
involved.

developing a joint
operational crisis
response capacity

Incentivise information
sharing through ISACs
and PPPs.
As part of the national
cybersecurity strategy,
Member States will be
required to develop a
policy framework on
coordinated
vulnerability disclosure
and designate a
national CSIRT as a
coordinator and
facilitator.
Adding the role of
observatory of the
state of cybersecurity
in the Union to the
mandate of the
Cooperation Group,
with support from
ENISA. Introducing
annual reports on the
state of cybersecurity
in the EU.
Introducing a crisis
management
framework, for both
national and EU levels

Insufficient
incidentrelated
information sharing

Evaluation findings

Problem
drivers

Specific policy
objectives (SPO)

Policy options

Policy option 0 –
maintaining the
status quo
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Policy option 1 –
Policy option 2 – Limited
nonlegislative measures
changes to the current
NIS Directive

Policy option 3 – Far-reaching
changes to the NIS Directive
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Insufficient
operational
cooperation
[including in relation
to crisis
management]
Source: Authors’ elaboration.
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3.3.5 Impact analysis of the policy options
This section aims to assess the potential impact for each policy option following the criteria set
out in the Table 23, building on desk research, targeted consultations, responses from Delphi
panel and interviews.
Table 23. Criteria for comparative assessment of policy options
Criteria

Rationale for assessment

Effectiveness

Outcomes related to the six specific policy objectives

Social impact
Level of cyber security for citizens
Level of trust in business and cyber infrastructure
Level of cyber resilience and ability to cope and prevent cyber incidents

Environmental
Level of risk of environmental damage related to cyber attacks
Efficiency

Macro-economic
Impact on the Internal market
Mesoeconomic
Costs to companies directly affected by cyber incidents
Costs to consumers/citizens directly affected by cyber incidents
Other compliance costs

Simplification benefits for businesses/citizens, and for national/regional/local administrations
Coherence

Internal coherence with strategic objectives of the intervention:
To achieve a high common level of cyber resilience in the EU;
To reduce internal market fragmentation and contribute to a strong Digital Single Market;
Increase the level of joint situational awareness in the EU.

External coherence with other EU initiatives in the domain of digital policy
Fundamental
rights

Right to liberty and security
Protection of personal data
Consumer protection
Right to property

EU
value

added Description of the additional benefits from a coordinated EU intervention compared to Member States
acting separately

Source: Authors’ elaboration.
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3.3.5.1 Effectiveness & social impacts
This section assesses how the policy options perform in terms of the expected outcomes (specific
policy objectives) and other social impacts. The evidence presented in this section on
effectiveness is mostly qualitative.
Specific objective 1: Ensure that entities providing key services are required to take adequate measures
to increase the overall level of cyber resilience throughout the internal market, including in sectors and
for digital services so far not covered by the provisions of the NIS Directive

Under option 0 (the no-policy change), the pending issues of cybersecurity would remain mostly
unresolved. For a full description of how issues would evolve under the baseline scenario see
section 3.3.1.6.
Similar to option 0, no significant changes are anticipated for option 1, considering there is
no change in scope. Sector-specific guidance provided through the Cooperation Group or the
Commission may contribute
In option 2, expanding the scope to new sectors together with new requirements and specific
guidance could contribute to mitigate the risk of companies at risk for being out of scope.
However, this may be done at the expense of including under scope small size companies or
sectors that are not either critical or important. This effect would result in unnecessary
administrative and compliance burden without expanding significantly the effectiveness of the
measure.
Option 3 aims to expand the scope while simplifying the categories of entities covered
by the Directive. With the introduction of a new criteria to distinguish between critical and
uncritical and/or important/unimportant sector, the intervention will be much more cost-effective
than option 2. Most of the risk posed by critical/important sectors and companies will be mitigated
while minimising the administrative burden on SMEs. Moreover, it is expected that critical
companies may have more capacity to absorb compliance costs and admin burden.

Specific objective 2: Ensure that comparable key entities receive sufficient and similar regulatory
treatment, including by reducing the discrepancies between the requirements imposed on operators of
essential services and digital service providers

For option 0, it is expected that major discrepancies in the identification of OES and coverage of
DSP would remain unaddressed. For a full description of how issues would evolve under the
baseline scenario see section 3.3.1.6.
Option 1 aims to tackle discrepancies in the identification of OES and coverage of DSP through
voluntary measures and guidance. While further guidance is helpful, it is doubtful that consistency
across Member States would be achieved, which would still leave the European market highly
exposed to cyber threats.
Option 2 will seek to harmonise the identification of OES and DSP regardless of their size and
type of service/product they offer. While this option would address to a large extent the
discrepancies currently identified, it would put a burden on SMEs and/or companies/sectors which
are not pivotal for the cyber resilience of Europe. Clarifying further the definitions for DSPs,
jurisdictional rules and establishing equal footing for OES and DSP would certainly contribute to
address the discrepancies.
Option 3 will abandon the identification process and adopt a uniform criterion for all OES and
DSP but excluding small and micro enterprises, with some exceptions like for example the
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situations where they are the only operator providing crucial services in the NIS sectors or their
disruption would affect public health or safety or entail systemic risks with cross-border
implications or they have a particular importance for particular sectors or services. This option
brings further clarification to definitions of DSPs similar to option 2 but distinguishing between
critical and non-critical sectors for the application of obligations. This aspect makes option 3 more
cost-effective compared to option 2.
Specific objective 3: Ensure that entities providing key services are required to implement sufficiently
aligned and clear requirements which are adequate to ensure a high level of cyber resilience

Under option 0, it is expected that the major conflicting security measures and reporting
requirement would remain unaddressed. The excessive broad discretion will continue to put at risk
the cyber resilience of Europe. For a full description of how issues would evolve under the baseline
scenario see section 3.3.1.6.
Option1 consists in introducing guidelines. However, this option would not ensure consistency
across Member States as the level of discretion would remain high.
Option 2 aims to harmonise security and incident reporting requirements and introducing more
explicit incident reporting. This option should improve the reporting practices compared to option
1. However, this option may impose a 'one-size-fits-all' solution that can result in unnecessary
administrative burden and compliance costs.
Option 3 include option 2 but discriminating between relevant and non-relevant entities which is
expected to improve the cost-effectiveness of the measure.

Specific objective 4: Ensure that supervision and enforcement regarding all entities providing key
services (i.e. both operators of essential services and digital service providers as defined by the current
NIS Directive) are sufficiently aligned and effective

Option 0 would leave the lack of enforcement unaddressed. If provisions on supervision that are
vague are not updated and penalties are unclear, most likely, the lack of effectiveness of
supervision and enforcement will remain the same. For a full description of how issues would
evolve under the baseline scenario see section 3.3.1.6.
Option 1 aims to introduce guidelines on DSP and on supervision and enforcement. It is unlikely
to observe a behavioural change without introducing binding rules. Interviewed stakeholders
suggest that compliance is weak unless binding rules or conditions 'with strings attached' are
introduced.
Option 2 goes beyond option 1 by introducing principle-based requirements measures and
penalties and putting DSPs subject to the same conditions as OES, namely, removing the
lighttouch approach. Option 2 has a rather horizontal approach on supervision and enforcement.
Interviewed stakeholders agrees that further harmonisation would be convenient. Yet they
showed concerns about 'one-size-fits-all' approach.
In option 3, principles and minimum requirements are introduced but tailoring to different
categories of entities and the level of importance of the service provided. It also introduces
general conditions for administering fines besides a peer-review system. The tailored approach in
option 3 suggests that admin burden would be borne only by the relevant category of entities.
Interviewed stakeholders seemed more in favour for this approach, acknowledging that the
effect would depend on the definition of critical/relevant/important etc.
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Specific objective 5: Ensure that competent authorities have sufficient resources at their disposal to
fulfil the core tasks laid out by the NIS Directive, but also to foster a lively NIS ecosystem within their
respective Member States.

Under option 0, there is no improvement in term of capacity building. Thus, the divergence
across member States is likely to stay the same or worsen. For a full description of how issues
would evolve under the baseline scenario see section 3.3.1.6.
Option 1 seeks to incentivise Member States, via the Cooperation Group, and through peer
pressure to fund their competent authorities and other relevant structures, such as the CSIRTs.
It is uncertain this approach will be effective unless a formal requirement is introduced.
Option 2 would require Member States to ensure their competent authorities have the technical,
financial, and human resources to achieve their aims, particularly, their supervisory and guiding
roles. A binding rule should be more effective compared to Option 1.
Option 3 would include option 2 but adding a peer-review mechanism to assess Member States
capabilities.

Specific objective 6: Ensure that essential information is exchanged on European level and that the EU
develops a joint operational crisis response capacity

Under the no policy change option, the insufficient level of information exchange is expected to
remain the same. For a full description of how issues would evolve under the baseline scenario
see section 3.3.1.6.
Option 1 would introduce standard operational procedures for the Cooperation Group and the
CSIRTs Network. Although interviewed stakeholders commented that the standard operational
procedures are beneficial, some were sceptical of the effectiveness of a voluntary approach.
Option 2 goes beyond option 1 by mandating or incentivising information-sharing practices for
competent authorities and companies (ISACs, PPPs). This includes setting up of specific
mandatory mutual assistance and cooperation mechanism for cross-border aspects. Option 2 is
expected to be more effective than option 1.
Option 3 includes option 2 but adds additional requirements. It will ask Member State to develop
a policy framework on co-ordinated vulnerability disclosure and designate a national CSIRT as a
coordinator and facilitator. Also, the role as observatory of the status of cybersecurity in the
Union, supported by ENISA will be introduced. And a crisis management framework would be
introduced at national and EU level. It is expected that a 'command and control approach in
addition to a peer review mechanism would be effective to improve the level of information
sharing. Interviewed stakeholder highlighted that there is a decent information-sharing among
the private sectors. However, there are contrasting views on this as emerged in the targeted
consultation.

Stakeholder consultation: Delphi panel
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Delphi panel experts where asked about the possible social impacts of the policy options (Annex I). For
the baseline scenario, the experts expect a moderate increase in job losses linked to economic
disruptions due to cyberattacks, and a moderate to great increase in the level of cybercrime.
At the same time, the level of preparedness to face cyberattacks will decrease. At the other end of the
spectrum are all the other policy options 1, 2 and 3. In cases they are adopted, job loses linked to
economic disruptions due to cyberattacks and the level of cybercrime are expected to decrease.
The levels of cooperation, preparedness and public trust in cybersecurity are expected to increase from
moderate to great extent. Overall, based on the panel results, it can be concluded that the option of
doing nothing is likely to have negative social impacts.
New non-legislative measures, updating of the current NIS Directive or its replacement by a new piece
of legislation is seen by experts as needed to mitigate the negative social impacts and produce
positive outcomes.

3.3.5.2 Efficiency & economic impacts

Macro-economic impacts: economic (GDP), competitiveness, market competition

The main economic benefit expected from the different options is the reduction in cyber-crime,
which depends on the effectiveness of the options. As discussed in section 3.3.1, the digitisation
of our societies is on the rise and even more after the outbreak of the COVID19 pandemic and
the lockdown measures. This makes our societies more reliant on digital infrastructure and, at
the same time, more exposed to cyber incidents. Hence, the economic and social impact of
cybersecurity is higher.
It is difficult to give a precise estimate on the reduction of cyber-crime by policy options. However,
based on qualitative evidence, it can be assumed which option would give the higher magnitude
within the possible range that is gathered though secondary sources.
In the business-as-usual scenario (option 0) the economic cost of cyber incidents is estimated
to increase given the increasing interconnectedness of companies and society and the
shortcomings in the current regulatory landscape. For a full description of how issues would evolve
under the baseline scenario see section 3.3.1.6.
The main benefit for an intervention aiming to achieve a high level of cyber resilience is
the reduction in cyber incidents compared to the baseline scenario 97.

𝐸𝑐𝑜𝑛𝑜𝑚𝑖𝑐 𝑏𝑒𝑛𝑓𝑖𝑡 𝑓𝑜𝑟 𝑜𝑝𝑡𝑖𝑜𝑛 𝑖 = 𝑅𝑒𝑑𝑢𝑐𝑡𝑖𝑜𝑛 𝑖𝑛 𝑐𝑜𝑠𝑡 𝑜𝑓 𝑐𝑦𝑏𝑒𝑟 𝑖𝑛𝑐𝑖𝑑𝑒𝑛𝑡𝑠
= 𝑐𝑜𝑠𝑡 𝑜𝑓 𝑐𝑦𝑏𝑒𝑟 𝑖𝑛𝑐𝑖𝑑𝑒𝑛𝑡𝑠 𝑖𝑛 𝑏𝑎𝑠𝑒𝑙𝑖𝑛𝑒 − 𝑐𝑜𝑠𝑡 𝑜𝑓 𝑐𝑦𝑏𝑒𝑟 𝑖𝑛𝑐𝑖𝑑𝑒𝑛𝑡 𝑖𝑛 𝑜𝑝𝑡𝑖𝑜𝑛 𝑖
The monetary value of cyber incidents relies on different sources based on past incidents. A
comprehensive dataset with cyber incident and economic impact is not available. As noted by the
Hague report98, determining the overall impact of cyber-attacks is challenging because there are
different reports on cybercrime such as malware, social engineering and fraud to name a few,
each source with different methodologies. The lack of a coherent and consistent methodology
with standard indicators makes the task challenging. For example, there is abundant anecdotical

Note that as the cost in the baseline is higher than otherwise the difference gives a negative magnitude, but a
negative cost is a benefit
98
https://www.thehaguesecuritydelta.com/media/com_hsd/report/191/document/qe-01-18-515-en-n.pdf
97
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data of incidents or estimations but varies by scope (sectors, countries, regions), and data by
sector can varies remarkably.
However, for the purpose of our estimation at societal level, we need evidence from Europe as a
whole.
The 2015 Ponemon Institute study on the costs of cybercrime provides the median annualised
costs of cybercrime which amounts to USD 5.5 million (EUR 4.63 million)99.
Based on the median annualised cost of cyber incidents and the number of incidents per year,
Figure 21 below displays a linear extrapolation of costs of cyber incidents according to four
assumptions:
1. The annual growth rate of incidents in the baseline scenario follows annual rate of
growth in the patterns of digitisation (3%);
2. The annual fall of incidents in option 2 is a conservative 3%;
3. The annual fall of incidents in option 3 is double compered to option 2, namely, 6%;
4. The average cost of a cyber incident stays the same in time;
5. We set to 450 the number of incidents in 2018 according to Eurostat figures.
Such assumptions are the most conservative.
Figure 21. The costs of cyber-incidents across scenarios in EUR million (2018-2029)

Source: Authors’ elaboration.

The expected benefit in option 2 and option 3 are due to the difference of the cost of cyber incidents
compared to the baseline over the 10-years period.
Figure 22. Saving in cyber incident per option compared to the baseline

99

http://www.cnmeonline.com/myresources/hpe/docs/HPE_SIEM_Analyst_Report__2015_Cost_of_Cyber_Crime_Study__Global.pdf
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Source: Authors’ elaboration.

In sum, option 3 is the most impactful with a reduction in cost of cyber incidents by EUR
11.3 billion while option 2 by EUR 8.3 billion.

Administrative costs / compliance burden: additional costs resulting from the new regulation borne
by companies to comply and public authorities to monitor and audit

As discussed in section 3.3.1, the potential evolution of economic impacts for option 0 is related
to the economic costs of cyber incidents. For a full description of how issues would evolve under
the baseline scenario see section 3.3.1.6.
According to stakeholders' views discussed in the first interim report compliance costs were not
a major concern in the current NIS Directive. Therefore, in the baseline scenario compliance cost
are not quantified.
Figure 23. Emerging findings from the targeted consultation (efficiency)
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Source: Targeted online surveys conducted by Wavestone.

Considering that option 1 consists mostly of voluntary and self-regulation approach, it is safe
to assume that compliance cost and administrative burden will not be significant.
It is anticipated that option 2 will be the heavier in terms of compliance costs and
administrative burden. This has been confirmed by interviewed stakeholders and targeted
consultation as well as the Delphi panel experts.
Option 3 is expected to be more cost-effective as it will distinguish between critical and
noncritical. Hence, the overall difference between option 2 and option 3 depends on the difference
between the coverage of entities based on the thresholds and criteria and whether SMEs fall or
not under the scope of Option 3. In principle, option 3 seek to leave small and micro enterprises
out, but in particular cases will need to be included (for example, single provider and/or products
and services crucial for public safety and health or entailing certain systemic risks with
crossborder implications or presenting a particular importance for specific sectors, etc)
For the estimation of the most relevant compliance costs and administrative burden, Tool #59
from the EU Better Regulation Guidelines100 recommends using the below formula:

(𝑃𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛 𝑜𝑓 𝑠𝑡𝑎𝑘𝑒ℎ𝑜𝑙𝑑𝑒𝑟𝑠) ∗ (𝑓𝑟𝑒𝑞𝑢𝑒𝑛𝑐𝑦 𝑜𝑓 𝑝𝑎𝑦𝑚𝑒𝑛𝑡) ∗ (𝑢𝑛𝑖𝑡 𝑐𝑜𝑠𝑡)
Such formula is applied for all the policy options.
One of the main challenges to estimate the costs in the context of the NIS Directive is the lack of
available data on unit costs. That said, the preliminary details of the policy measures suggest that
the population of companies in option 2 would be larger compared to option 3 while the scope of
work for competent authorities in option 3 is broader. The table below sets out these assumptions
and shows that the balance of costs depends on which cost dominates.
Table 24. Expected distribution of compliance cost by stakeholders in option 2 and 3
Stakeholder

Option 2

Option 3

Competent authorities

Assumed low to none

Significant costs

Companies
Significant compliance cost over a Compliance costs focused on medium large
population of companies and and large companies sectors
Source: Authors’ elaboration.

Two workshops were held on 12 and 13 of October 2020 to gather views from national
authorities and company stakeholders. Several stakeholders stressed the difficulties to come
up with precise compliance costs considering that it varies substantially depending on the
implementation, the sector, and the type of stakeholders, namely, OES or DSP. Moreover, some
stakeholders highlighted that companies already had substantial cybersecurity requirement in
place and hence none of the options would increase the current costs above of the existing costs
structure. Also, representatives from DSP manifested that more harmonisation would bring
about more efficiency and hence reducing costs in the long-term.

100

https://ec.europa.eu/info/files/better-regulation-toolbox-59_en
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In sum, stakeholders were unable to provide a precise quantitative estimate for compliance costs
per option as at the time of the analysis the calculation required to know upfront a number of
parameters per option such as the exact scope of sectors and size of companies per country. At
the moment of the analysis, such parameters were still under discussion. Therefore, the final
considerations on impacts on costs remain rather qualitative.
Stakeholder consultation: Delphi panel
Delphi panel experts were asked to indicate whether cost or financial loss would increase, stay the
same or decrease for each policy option (Figure 35). Overall, they suggest that the higher impact on
compliance and admin costs are for policy options 2 and 3, resulting in moderate to great increases in
compliance costs for public administrations, compliance costs for DSPs, OES and SMEs. It would also
result in slight to moderate increase in compliance costs for consumers and consumption and trade flows.
On the other hand, while the policy options 0 (Baseline) and 1 (Non-legislative measures) would result in
no change or slight increase in compliance cost, business as usual (option 0) or a self-regulatory approach
(option 1) would result in higher financial losses for consumers and SMEs due to cyberattacks. Thus, it
can be concluded that while the harder policy options 2 and 3 would be more costly due to implementation
and compliance in the short term, the softer policy options 0 and 1 are likely to result in higher costs due
to cyberattacks in the long run.

3.3.5.3 Coherence
This section assesses policy options in terms of both internal and external coherence.
The considerations about coherence in option 0 follows the main findings of the evaluation in the
first interim report, preliminary evidence suggest that the internal coherence of the Directive
could be improved. Crucial aspects are definition and identification of OESs and DSPs which are
perceived as the less clear points of the Directive and could impact the level of awareness of their
obligations including insufficient clarity of the provisions on how to determine the ‘significance of
the impact of an incident’.
In terms of the coherence with other EU initiatives, section 3.3.3.5 above highlighted some
need for further alignment given evolution in the current landscape:

 Directive (EU) 2018/1972 establishing the European Electronic Communications
Code (EECC). There should be alignment as regards the notion of ‘incident’ in the NIS
Directive and ‘security incidents’ in the EECC, although the definitions are similar as well
as for reporting schemes related to Internet Service Providers (ISPs).

 Regulation (EU) No 910/2014 on electronic identification and trust services for
electronic transactions in the internal market (eIDAS Regulation). Coherence issues may
arise when digital certificates are used for authentication in services that fall under the
scope of the NIS Directive.

 Regulation (EU) 2016/679 on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data, (General Data
Protection Regulation). OESs and DSPs will have to report these incidents to both
competent authorities in order to ensure compliance with both regulatory requirements.

 Directive (EU) 2015/2366 on payment services in the internal market (PSD2). No
major coherence issues with PSD2.

 European Critical Infrastructure Directive (ECI Directive). There is no coherence
issue.

 Commission proposal for a review of the ECI Directive. This would improve the
coherence between future NIS Directive and the ECI, increasing the synergies considering
that it would align the scope of sectoral coverage.
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 Commission proposal for a Digital Operational Resilience Act for the financial sector

(DORA). This would improve the synergies between the NIS framework and cybersecurity
in the financial sector.

Measures aiming to foster cyber resilience will also contribute to resilience in other
policy context of the EU. For example, in the context of interventions in the area of the
European civil protection and humanitarian aid operations, resilience is looked from a disaster
response perspective. In other words, while cyber-security resilience is enhanced from an
industrial, technical and commercial perspective, resilience in terms of disaster response capacity
depends on the overall societal resilience achieved, life lines work in times of crisis, and that civil
protection assistance can be delivered regardless of the circumstances. In case of a terrorist
cyber threat, cyber resilience will contribute to respond swift to such disaster.
Option 1 may tackle some of the issues related to definition and identifications may be addressed
through more clear guidelines. However, if the effectiveness of the guidelines and the application
is weak, the main shortcoming will remain unaddressed.
For option 2, considering the 'command and control' approach, it is expected that most of the
issues related to internal and external coherence mentioned above will be addressed. It is not
envisaged major differences in these criteria between option 2 and 3.

3.3.5.4 Fundamental rights
Most of the risk of personal data breaches would remain high in the business as usual scenario
(option 0).
Self-regulatory approaches or soft law would in option 1 have no impact on the protection of
fundamental rights.
Option 3 as option 2 are impactful and contribute to the protection of fundamental rights. It is
not anticipated major difference on this aspect between option 2 and 3.

Stakeholder consultation: Delphi panel
Delphi panel experts were asked to indicate for each of the policy options what the impact would be on
the fundamental rights (Figure 37). The most positive policy options with potentially moderate to large
positive impacts on consumer, personal data, liberty and security protection were 2 (Updating aspects of
the current NIS Directive) and 3 (Replacement of the current NIS Directive by a new piece of legislation
(directive or regulation)). Policy option 1 (Non-legislative measures) was seen as potentially having no to
small positive impacts, while the baseline (0) might have negative impacts on the fundamental rights.

3.3.5.5 EU Added value
The evaluation highlighted that the NIS Directive:

 created a common legal framework to ensure a high level of network and information
security across the Union;

 ensured the implementation of a minimum set of security requirements;
 promoted the adoption of national frameworks and the designation of national competent
authorities in charge of the monitoring and implementation of the Directive;  raised
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awareness about the importance of cybersecurity in the EU;

 fostered cooperation and

exchange of information at the EU level.
However, it also showed that there is margin for improvement such as:

 the general objective of the Directive has not been fully achieved;
 harmonisation between Member States, despite significant efforts, remains incomplete, e.g.
OESs identification;  new policy measures should be considered within the revision of the
NIS Directive, e.g.
supply chain security, new technologies, public-private partnerships.
A non-binding approach as the one in option 1 is not expected to be well-suited to address some
of the issues raised above, especially in relation to harmonisation across member States.
Therefore, option 1 would not be significantly different from the baseline.
The horizontal approach of option 2 is expected to address issues of inconsistencies, ambiguity
of definitions, and possible different interpretations across member States.
Stakeholders participated in the targeted consultations and offered some insights about new policy
measures needed.
Figure 24. New policy measures to consider for the future (OES)

Source: Targeted online survey conducted by Wavestone with OESs. In light of a potential revision of the NIS Directive,
to what extent should the following new policy concepts, currently under discussion throughout the review process, be
considered? Considering the new policy measures listed below, please tick the most appropriate answer. N for OESs=49.

Option 3 would be as much impactful as option 2 but with a more cost-effective approach
contributing to the competitiveness of the single market.
3.3.5.6 Environmental impact
Stakeholders did not highlight major impacts on the environmental aspect, but we have asked
experts in the Delphi panel.
Stakeholder consultation: Delphi panel
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Delphi panel experts were asked whether the policy options will have environmental impact in the
form of environmental damage due to cyberattacks (Figure 36). Baseline (0) policy options is likely to
result in slight to moderate increase in environmental damage due to cyberattacks. All the other options
1, 2 and 3 are expected to have positive impact and decrease environmental damage due to cyberattacks.
From these results it can be concluded that policy intervention is seen as needed to prevent possible
environmental damage related to cybersecurity, while continuing state of affairs is likely exacerbate it.

3.3.6 Comparative assessment
This section aims to summarise the qualitative and quantitative estimates. The qualitative
assessment is done through a scoring system as described in the Table 25 with symbols which
have a numerical meaning only for the final scoring of policy options.
Qualitative assessment
The policy options are assessed qualitatively following the below framework.

Table 25. Scoring system for the qualitative assessment
Score

Numerical score

Impact level

+++

3

Highly positive

++

2

Moderate positive

+

1

Small positive

≈

0

Negligible effect

-

-1

Small negative

--

-2

Moderate negative

---

-3

Highly negative

?

n/a

Uncertain or lack of evidence to assess

Source: Authors’ elaboration.

Quantitative assessment
The quantitative assessment for each option is based on the estimation of:

•

Main financial and administrative costs, distinguishing to the possible extent,
between one-off and continuous costs;

•

Main benefits (savings) due to lower cyberattacks.
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Table 26. Summary table of impacts
Impacts

Type of impact

Option 0

Option 1

Option 2

(--) Moderate negative

(-) Small negative

(+++) Highly positive

(-) Small negative

(-) Small negative

(+++) Highly positive

(--) Moderate negative

(-) Small negative

(+++) Highly positive

(--) Moderate negative

(-) Small negative

(+++) Highly positive

(-) Small negative

(-) Small negative

(++) Moderate positive

(-) Small negative

(+) Small positive

(++) Moderate positive

(≈)

(≈)

(---) Highly negative

Option 3

Effectiveness (specific objectives)
SO1: scope of coverage

Qualitative

SO2: Identification of Qualitative
OES and coverage of
DSP
SO3: security measures Qualitative and
incident reporting

SO4: supervision and Qualitative enforcement

SO5: capabilities
authorities

SO6:
cooperation

of Qualitative competent

European Qualitative

(+++)
positive
(+++)
positive

(+++)
positive

(+++)
positive

(+++)
positive

(+++)
positive

Highly

Highly

Highly

Highly

Highly

Highly

Economic
Compliance costs
admin burden

and

Qualitative

(-) Small negative

GDP

Quantitative/EUR

n/a

n/a

Stakeholders were unable
to quantify and there is no
available dataset to rely on
nor similar initiatives to
extrapolate from given the
specificities of the policy
context

Qualitative

(---) Highly negative

(--) Moderate negative

(+++) Highly positive

Stakeholders
were
unable to quantify and
there is no available
dataset to rely on nor
similar initiatives to
extrapolate from given
the specificities of the
policy context
(+++)
positive
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Quantitative/EUR

Loss for EUR 29 billion
over 10 years (Lower
bound estimate)

Similar to baseline.

Gain by EUR 8.3 billion
over 10 years (Lower
bound estimate)

Gain by EUR 11.3
billion over 10 years
(Lower bound estimate)

Coherence
Internal

Qualitative

(--) Moderate negative

(-) Small negative

(+++) Highly positive

External

Qualitative

(-) Small negative

(-) Small negative

(+++) Highly positive

Fundamental rights

(+++)
positive

(+++)
positive

Highly

Highly

Qualitative

(--) Moderate negative

(-) Small negative

(+++) Highly positive

Qualitative

(---) Highly negative

(-) Small negative

(+++) Highly positive

(+++)
positive

Highly

EU Added value

(+++)
positive

Highly

Source: Authors’ elaboration.
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Figure 25 below displays the final scoring given the numerical values of the qualitative assessment.
Option 3 would come up as the preferred option.

Figure 25. Final scoring of policy options based on the qualitative assessment
Impacts

Option 0

Option 1

Option 2

Option 3

SO1: Scope of coverage

-2

-1

3

3

SO2: Identification of OES and coverage of DSP

-1

-1

3

3

SO3: security measures and incident reporting

-2

-1

3

3

SO4: supervision and enforcement

-2

-1

3

3

SO5: capabilities of competent authorities

-1

-1

2

3

SO6: European cooperation

-1

1

2

3

Compliance costs and admin burden

0

0

-3

-1

GDP

-3

-2

3

3

Internal

-2

-1

3

3

External

-1

-1

3

3

-2

-1

3

3

-3

-1

3

3

-20

-10

28

32

Effectiveness

Economic

Coherence

Fundamental rights

EU Added value

Final score based on qualitative assessment
Source: Authors’ elaboration.

3.3.7 Summary and conclusions
Based on the evidence collected through desk research, targeted consultation, Delphi panel,
interviews with stakeholders and workshops, the preferred option is Option 3.
Option 3 consists in replacing the current NIS Directive by a new piece of legislation
(directive or regulation) which implies far-reaching changes to the current Directive such
as repealing the NIS Directive and replacing it by another directive or regulation which
would harmonise aspects of the policy besides extending the scope. The qualitative
evidence gathered suggest that this option is more effective in raising the level of
cyber resilience across Europe, ensure consistent resilience across member States and
improve the joint situational awareness.
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Option 3 is expected to contribute substantially with the internal coherence of the NIS Directive
and coherence to other EU initiatives.
Option 3 is expected to deliver the higher economic benefits and although this study
could not gather precise point estimate on compliance costs, views from stakeholders
from different data collection activities suggest that compliance costs in option 3 would
be more than compensated by the saving thanks to the reduction in cybercrime. The
net cost-benefit balance is expected to be higher in option 3 than in option 2, considering
that option 2 has a broader scope and would produce higher compliance and admin
costs.

February,
2021

134

Study to support the review of the NIS Directive – Final Study Report

Annex I – Delphi panel results
Problem definition
Figure 26. Delphi panel responses to whether the problems are relevant or not.
The level of information-sharing and operational
cooperation between Member State authorities is
insufficient
There are considerable discrepancies in national
authorities' capabilities relating to cybersecurity across
Member States

6

3

6

3

7

The levels of enforcement are either ineffective
or inconsistent across Member States

2

6

The security measures and incident reporting
requirements are inconsistent across Member
States

3

7

2

There are discrepancies in the identification criteria of
OES across Member States.

5

4

Operators of essential services (OES) and digital
service providers (DSP) are not taking sufficient
measures or investing enough in cybersecurity

5

4

DSP overview across Member States is inconclusive
and
inconsistent

0%

Relevant

10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Irrelevant

Figure 27. Delphi panel responses to whether the main consequences of the problems
are relevant

Insufficient situational / risk awareness across
stakeholders and Member States

9

Fragmented digital single market which affects the
European single market

7

2

8

Insufficient level of resilience among Member
States
0%

1

10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
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Relevant

Irrelevant

Figure 28. Delphi panel responses concerning whether the following problem drivers
(causes) are relevant or not

The cooperation among Member States is mostly
on voluntary basis

6

The capabilities of competent authorities' capabilities
(i.e.
insufficient ‘maturity’, capacity, skills, resources, tools,
preparedness, experience, etc.) are unequal across …

3

7

2

5

4

The provisions on enforcement and penalties lack
specificity
8

1

Requirements for security measures and incident
reporting are unclear
6

3

6

3

There is too much discretion to set requirements for
security measures and incident reporting

The light-touch approach to list DSPs is not effective
enough

7

There is too much discretion to identify OES and list
DSPs
The degree of interconnectedness and interdependency 0%
between companies across different sectors and services not
covered by the current NIS Directive is on the rise

Relevant

2

8

1

10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Irrelevant
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Figure 29. Delphi panel responses to whether the effects will decrease, stay the same
or increase over the next 10 years

Administrative
burden

1

5

1

4

Compliance
costs

4

4

Personal data
protection

1

2
5

2

4

1

Prevalence of environmental
risk/damage

3

3
2

Functioning of essential
services

4
4

3

3

Prevalence of cybercrime and
cyberterrorism

6

1

8
3

Costs of cybersecurity incidents for citizens due to
economic disruptions

3
3

Costs of cybersecurity incidents (revenue loss) for OES
and DSPs and public administrations (budgetary
loss)

0%

3

3

Availability of more environmentally friendly
ICT infrastructure

Consumer
choice

3

2
4

10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Stay the same

Increase

Consumption lead consumers' trust on cybersecurity

Decrease
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Definition of policy objectives
Figure 30. Delphi panel responses to whether the general policy objectives are
important

Reduce internal market fragmentation and
contribute to a strong digital
single market

4

2

6

Increase the level of joint situational
awareness in the
EU
5
Achieve a high common level of cyber
resilience in the
EU

1

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Important

Not important

February,
2021

138

Study to support the review of the NIS Directive – Final Study Report
Figure 31. Delphi panel responses to whether the specific policy objectives are
important
High level of operational cooperation and
informationsharing across Member States

4

1

Fair distribution and sufficient level of capabilities across
Member States
Effective and consistent practices of supervision and
enforcement

2

Ensure that relevant entities are required to implement
sufficiently aligned and clear requirements of security
measures and identification of incidents

3

4

1

Ensure that comparable entities receive similar regulatory
treatment
5

Ensure that entities providing key services are required to
take adequate cybersecurity measures

5

4

0%
Important

1

10% 20% 30% 40% 50% 60% 70% 80%

90% 100%

Not important
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Development of policy options
Figure 32. Delphi panel responses on the extent to which each policy measure is able
to address problem drivers (Where 0 is the policy measure not addressing the problem
drivers, and 5 is the measure fully addressing the problem drivers)

Turning the current directive into
regulation 0
Considering a potential role for
Cybersecurity Liability
Insurance policies
Establishing in the reviewed NIS Directive
a base for
common Cyber skills professional
0
requirements
Including in the reviewed NIS Directive
cyber crisis
management measures

0

Promoting coordinated gathering
of statistical
information at the EU level
0
Putting in place frameworks for the public
procurement of ICT products
encompassing security aspects
Introducing national policies related to the
security of the supply
chain
Introducing national policies on coordinated
vulnerability
disclosure

0

Strengthen coherence between
different legal
instruments

0

Introducing new tasks and responsibilities
for NCA and
improved mandate for the CG and CSIRTs
0
Strengthening and aligning provisions on
supervision,
enforcement and penalties across Members
0
States
Developing an information-sharing
framework between
companies
Mandate or incentivize information
sharing for competent
authorities and companies
New ways of reporting relevant incidents and improving
information sharing towards cybersecurity authorities
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Streamlining incident notification requirements

0

Further aligning security requirements across Member States
Putting OES and DSP on equal footing (i.e. same
0

regulatory regime)
Reviewing the identification process for OES 0
Improving definitions of OES and DSP 0

0

Enlarging the scope of the Directive 0

Figure 33. Delphi panel responses on suitability of policy measures under each policy
framework option (on a scale from 0 to 5, where 0 is not suitable at all and
5 is perfectly suited)

(A) – Non-legislative measures
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Turning the current directive into regulation
0
Considering a potential role for
Cybersecurity Liability

3
0

2

1

0
Insurance policies
Establishing in the reviewed NIS Directive a base
for common Cyber skills professional
requirements
Including in the reviewed NIS Directive
cyber crisis management
measures
Promoting coordinated gathering of statistical
information at the EU
level
Putting in place frameworks for the public
procurement of
0 ICT products encompassing security
aspects
Introducing national policies related to the
security of the
0 supply chain
Introducing national policies on coordinated
vulnerability
0 disclosure

0

2

1

0

1

Strengthen coherence between different legal
instruments
0

0

1

0

1

0

1

0

1

0

1

0

1

2

0

1

2

0

1

2

1

0

1

2

0

1

2

0

1

0

0

0
Introducing new tasks and responsibilities
for NCA and
0
0 improved mandate for the CG and
CSIRTs
Strengthening and aligning provisions on
supervision,
0
0 enforcement and penalties across
Members States
0
Developing an information-sharing
framework between
companies
Mandate or incentivize information sharing for
0%
competent
0 authorities and companies
0 1 2
New ways of reporting relevant incidents
and improving information sharing towards cybersecurity
authorities

1

1

1

3
1

1
2

3
1

0

2

1

0

2

1

2
2
2

1
0

1

10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
3

4

5

Streamlining incident notification requirements
Further aligning security requirements across Member States
Putting OES and DSP on equal footing (i.e. same regulatory
0 regime)
Reviewing the identification process for OES
Improving definitions of OES and DSP
Enlarging the scope of the Directive

0
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(B) – Updating aspects of the current NIS Directive
Turning the current directive
into regulation
Considering a potential role for
Cybersecurity Liability
Insurance policies
Establishing in the reviewed NIS Directive a base
for common Cyber skills professional
requirements
Including in the reviewed NIS
Directive cyber crisis
management measures
Promoting coordinated gathering of statistical
information at the EU
level
Putting in place frameworks for the public
procurement of ICT products
encompassing security aspects
Introducing national policies related to the
security of the supply
chain
Introducing national policies on coordinated
vulnerability
disclosure
Strengthen coherence between different legal
instruments
Introducing new tasks and responsibilities
for NCA and improved mandate for
the CG and CSIRTs
Strengthening and aligning provisions on
supervision, enforcement and penalties
across Members States
Developing an information-sharing
framework between
companies
Mandate or incentivize information sharing
for competent authorities and
companies
New ways of reporting relevant incidents
and improving information sharing
towards cybersecurity authorities
Streamlining incident notification
requirements
Further aligning security requirements across Member States
Putting OES and DSP on equal footing (i.e. same regulatory
regime)
Reviewing the identification process for OES
Improving definitions of OES and DSP
Enlarging the scope of the Directive
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(C) – Replacement of the current NIS Directive by a new piece of
legislation (directive or regulation)
Turning the current directive
into regulation
Considering a potential role for
Cybersecurity Liability
Insurance policies
Establishing in the reviewed NIS Directive a base
for common Cyber skills professional
requirements
Including in the reviewed NIS
Directive cyber crisis
management measures
Promoting coordinated gathering of statistical
information at the EU
level
Putting in place frameworks for the public
procurement of ICT products
encompassing security aspects
Introducing national policies related to the
security of the supply
chain
Introducing national policies on coordinated
vulnerability
disclosure
Strengthen coherence between different legal
instruments
Introducing new tasks and responsibilities
for NCA and improved mandate for
the CG and CSIRTs
Strengthening and aligning provisions on
supervision, enforcement and penalties
across Members States
Developing an information-sharing
framework between
companies
Mandate or incentivize information sharing
for competent authorities and
companies
New ways of reporting relevant incidents
and improving information sharing
towards cybersecurity authorities
Streamlining incident notification requirements
Further aligning security requirements across Member States
Putting OES and DSP on equal footing (i.e. same regulatory
regime)
Reviewing the identification process for OES
Improving definitions of OES and DSP
Enlarging the scope of the Directive
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Impact analysis of the policy options
Figure 34. Delphi panel responses on the social impacts of the policy options 0, A, B
and C
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(C) Replacement of the current NIS Directive by a new piece of
legislation (directive of regulation)
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Figure 35. Delphi panel responses to whether cost or financial loss would increase, stay
the same or decrease for policy options 0, A, B, C
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(C) Replacement of the current NIS Directive by a new piece of
legislation (directive or regulation)
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Figure 36. Delphi panes responses on environmental impact of the policy options 0, A,
B and C
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Figure 37. Delphi panel responses on fundamental rights impacts of policy options 0,
A, B and C
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Annex II – Targeted consultation synopsis
Overview
The targeted consultation consisted of online surveys and in-depth interviews.
As part of the targeted consultation, the Project Team developed three online surveys
targeting

 National Competent Authorities (CAs, including CSIRTs and SPOCs),
 Operators of Essential Services (OESs)
 Digital Service Providers (DSPs)
All three online surveys ran between 15 July and 4 September 2020. The survey was
available online on Survey Gizmo, a survey software platform for running, analysing,
and reporting on surveys which the Project Team was acquainted to use for
Commission mandated projects.
The questionnaires were tailored to each stakeholder group and were structured
following the five evaluation criteria: relevance, effectiveness, efficiency, coherence EU
added value.
The questions were grouped according to the main provisions of the NIS Directive
exploring context specific aspects which gave the targeted respondent the possibility
to provide evidence-based information coming from their experience.
The surveys prepared for OESs and DSPs were also shared with and disseminated
through associations or networks of OESs and DSPs, significantly increasing the reach
of the surveys through the snowballing technique.
The respondent breakdown was as follows:
Table 27. Overview of respondents to the targeted surveys

Respondent group

Total number of
responses

Coverage
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CAs (CSIRTs, SPOCs)

46

22 out of 27 Member
States + UK

OESs

49

All sectors in Annex II

DSPs

9

All services in Annex III

Source: Wavestone.

In-depth interviews were conducted between 23 July 2020 and 8 September 2020. A
total of 16 interviews were completed with the following stakeholders:







4 CAs
7 OESs
2 DSPs
2 EU Institutions and Agencies
1 Think-Tank

Relevance
Contextual relevance
It was noted the increasing interconnectedness and reliance on digital infrastructures,
technologies, and online systems, as well as resilience and trust in the supply chain
made the NIS Directive all the more relevant in the current contextual settings. To
illustrate this, 54% (25 out of 46) of the CAs responding to the targeted survey
thought that the NIS Directive is relevant to a great extent in the current context.
The majority of OESs and DSPs respondents agree that all specific objectives of the NIS
Directive are still relevant in the current contextual settings.
Across the groups (CAs, OESs, DSPs) the main issues identified with regard to the extent
to which EU legislation on NIS still has relevance were:

 the increasing magnitude, frequency and impact of security incidents, and harmful
actions;

 the unequal cybersecurity capabilities and preparedness in the Member States;
 the lack of common requirements for OESs and DSPs; and  the insufficient
structured cooperation among relevant actors.

Sectoral coverage
The targeted consultations confirmed that most CAs (31 out of 46, 67% of
respondents) believe that the Annex II of the NIS Directive does not cover all relevant
sectors and subsectors when it comes to the provision of services essential for the
economy and society.
Unlike the CAs, the OESs shared mixed opinions as to whether to add sectors or
subsectors to the Annex II of the NIS Directive (12 out of 49, 24% of respondents are
in favour; 14 out of 49, 29% of respondents are not; and 23 out of 49, 47% do not
know). For those who believe sector or sub-sectors could be added in addition to the
ones identified by CAs, one additional sector was raised by OESs and is targeted at the
elections service (authorities, technology and process) (5 out of 12, 42% of
respondents agree ‘to a great extent’).
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Emerging challenges
While there was overall agreement that the problems and needs that were considered
most prominent when the NIS Directive was adopted are still relevant today and most
likely require action at EU level. These problems led to the identification of a series of
main needs in the legislation, including:

 implementing security measures to manage cybersecurity risks, and prevent,
minimise and notify incidents;

 harmonising the identification process of OESs across the Member States; and 
addressing the ineffective approach for determining the DSPs falling under the
scope of the Directive.

Coherence
Of the NIS Directive in the EU cybersecurity policy framework
The consultation covered the degree of coherence between the NIS Directive and a set
of other EU legislative texts including: Directive (EU) 2018/1972 (EECC); Directive
2015/2366/EU (PSD2 Directive); Regulation (EU) No 910/2014 (eIDAS Regulation);
Regulation 2016/679 (GDPR) ; and Regulation (EU) 2019/881 (Cybersecurity Act).
Across all three stakeholder groups, a significant share of the respondents could not
pronounce themselves on the degree of coherence between the NIS Directive and
other EU legislative texts. The remaining stakeholders consulted across the three
groups noted a satisfactory degree of consistency of concepts and definitions between
the Directive and the other EU instruments.
However, a better alignment among certain legal instruments could still be reached in
relation to definitions, such as the notion of ‘incident’, as well as reporting
requirements, which are heterogeneous in terms of reporting authorities, thresholds,
timeframe, and penalties.

Of NIS Directive concepts and provisions
The majority of CAs responding to the online survey (63%) indicated that the concepts
and definitions provided in the NIS Directive are clear enough. However, 35% of the
CA respondents held the opposite view and highlighted the definition and identification
of OESs and DSPs as the main unclear points.
OESs and DSPs were also surveyed in order to gather their views on any potential
clarity issues regarding the concepts and definitions provided within the NIS Directive.
The majority of both (63% for OESs and 56% for DSPs) seem to consider concepts
and definitions coming from the NIS Directive clear enough.
Overall, although the majority of the respondents to the targeted surveys declared
that the definitions provided in the NIS Directive are clear enough, a number of legal
concepts featuring in the NIS Directive were judged to entirely clear, e.g. definition of
OESs and DSPs; ‘significant’ or ‘substantial’ impact and ‘appropriate and
proportionated technical and organisational measures to manage the risks’.

EU added value
Of NIS Directive compared to Member States acting alone
According to the consulted CAs, the NIS Directive achieved results that could not have been
achieved by national policies alone:
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 57% of the CAs responding to the online survey (26 out of 46) agreed ‘to a
great extent’ on the fact that the NIS Directive improved cooperation and the
exchange of information among Member States;

 46% of the CAs (21 out of 46) also agreed ‘to a great extent’ that the Directive

promoted effective operational cooperation through to the creation of a network
of national CSIRTs; and

 35% (16 out of 46) of the CAs agreed ‘to a great extent’ with the fact that the

Directive guaranteed minimum capabilities and the establishment of a national
framework.

Results for OESs and DSPs were more mixed regarding the added value of the NIS
Directive regarding the above aspects. The most critical stakeholder group appeared
to be the OESs taking part in the online survey:

 29% (14 out of 49) of OESs only agreeing ‘to a moderate extent’ with the fact

that the NIS Directive created a level playing field for OESs and DSPs across
the EU, which could have not been achieved by national polices alone, in terms
of security and notification requirements;

 35% (17 out of 49) of OESs only agreed ‘to some extent’ with the effective

implementation and enforcement of security requirements and notifications by
OESs and DSPs.

 41% of OESs (20 out of 49) indicated not knowing whether the NIS Directive

improved cooperation and the exchange of information among Member States,
and a further 35% (17 out of 49) indicated not knowing whether the creation of
a network of national CSIRTs led to more effective operational cooperation.

Added value of the continuation of EU level action
Across the three stakeholder groups, responses showed that EU level action on NIS brings
added value and should be continued when considering that:

 the general objective of the Directive is yet to be fully achieved;
 harmonisation between Member States, despite considerable efforts, remains incomplete,
e.g. OESs identification;

 the revision of the NIS Directive is an opportunity to extend its scope to harmonise the EU
landscape, e.g. supply chain security, new technologies, public-private partnerships.

Effectiveness
Achieving a high common level of security across the EU
Most of the CAs consulted in the targeted survey (92%, 44 out of 46) regarded either
‘to a moderate’ or ‘to a great’ extent to which the overall provisions of the NIS
Directive were effective for achieving a high common level of security.
These results are corroborated by the relative majority of consulted OESs and DSPs,
although they have shown more mixed opinions on the effectiveness of the Directive
in achieving a high common level of security across the EU. In this context, it has
been highlighted that while strategies and frameworks are now in place in all Member
States, because of the fact that incident handling is different from Member State to
Member State – especially in terms on methodologies, skills and practices –effective
cooperation is extremely complex.
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Enabling Member States to develop effective cybersecurity policies
The majority of CAs, OESs and DSPs positively assessed the effectiveness of the
Directive in allocating power and tasks to national competent authorities, SPOCs and CSIRTs
While the NIS Directive was deemed across the three groups to contribute to the
development of effective cybersecurity policies in the Member States, the results
reveal that the level of at least some Member States’ cyber maturity could still be
improved.
Around two-thirds of the consulted CAs (30 out of 46) still consider at least to ‘some
extent’ the insufficient capabilities in the Member States to ensure a high level of
security of network and information systems to be relevant and continue to require
action at EU level.

Security requirements/incident notifications for OESs & DSPs
The Directive was deemed to have contributed to OESs and DSPs effective management
of risks posed to the security of network and information systems.
Results however show a need for improvement concerning:

 the misalignment of security requirements and penalties across
the Member States;

 the high incident notification thresholds; and  the highly
fragmented supervisory framework.

Cooperation at EU level
The Cooperation Group was deemed effective across all three stakeholder groups in
assisting Member States in building capacity and exchanging best practices and
experiences.
Similarly, the CSIRTs Network was overall deemed to have a positive impact in clarifying
actors’ role and responsibilities within the incident response process.
However, respondents frequently highlighted the need for improvements regarding
communication and collaboration between the Cooperation Group and the CSIRTs
Network.

Efficiency
Costs
The findings of the online surveys showed that the administrative and compliance
costs brought about by the NIS Directive were deemed reasonable by most CAs, OESs
and DSPs.
However, stakeholders taking part in the in-depth interviews frequently flagged the
duplication of efforts in the implementation of the NIS Directive as having negative
implications on costs, both in terms of human resources and time. Duplication was
highlighted as a result of efforts undertaken to ensure compliance with multiple
legislative texts, which often implies the existence of different reporting authorities,
timelines, and thresholds.

Benefits
The NIS Directive was overall viewed as having contributed to the setting up of a
horizontal framework for the security of networks and information systems at the EU
level, triggering the implementation of security measures across the Member States
and fostering collaboration and trust within the Union.
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According to the results of the online surveys and the in-depth interviews, the main benefits
of the NIS Directive were:

 increased trust in the digital economy,
 improved functioning of the internal market
 reduced impact of NIS incidents
Conclusions
Evidence from the targeted consultation activities reveal that the NIS Directive has
relevance given society’s ever greater dependency on ICT as well as the evolution of
the cyber threat landscape. However, the results also reveal that Member States’
capabilities are deemed uneven and sometimes insufficient to respond to cyber threats
comprehensively and effectively, including cross-border incidents.
Stakeholders overall recognise that different levels of preparedness within Member
States persist, leading to fragmented approaches across the EU for ensuring a high
level of cybersecurity.
Based on the results of the targeted consultation, the points to consider in the review of
the NIS Directive are as follows:

 lack of harmonisation across the Union when it comes to the identification of OESs
 insufficient consideration of critical internet-related technologies/entities, which
may turn the entire digital ecosystem vulnerable

 legal concepts not fully defined, resulting in Members States interpreting them in
their own laws which is potentially detrimental to the level-playing field.

Extracts from the results of the online survey targeting National
Competent Authorities (CAs)
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Figure 38. Shortcomings of the NIS Directive
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Figure 39. Positive impacts of the NIS Directive
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Figure 40. Challenges faced in the implementation of the NIS Directive

Figure 41. Resources availability
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Figure 42. NIS Directive scope
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Figure 43. Identification of OESs
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Figure 44. Security requirements and incident notifications
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Figure 45. Supervision and enforcement
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Figure 46. Information sharing and cooperation
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Figure 47. Compliance costs and benefits
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Figure 48. New policy concepts
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Extracts from the results of the online survey targeting Operators
of Essential Services (OESs)
Figure 49. Shortcomings of the NIS Directive
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Figure 50. Positive impacts of the NIS Directive

Figure 51. Identification of OESs
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Figure 52. NIS Directive scope
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Figure 53. Resources availability
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Figure 54. Security requirements and incident notifications
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Figure 55. Information sharing and cooperation
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Figure 56. Compliance costs and benefits
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Figure 57. New policy concepts

February,
2021

180

Study to support the review of the NIS Directive – Final Study Report

Extracts from the results of the online survey targeting Digital
Services Providers (DSPs)
Figure 58. Shortcomings of the NIS Directive

Relevance: Q3. Taking account of the potential problems that need to be addressed today
with cybersecurity legislation at EU level, to what extent do the following issues represent
shortcomings of the NIS Directive? (3/4)
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Source: Targeted online survey conducted by Wavestone with DSPs. Q3. Taking account of the potential problems that need to be addressed today with
cybersecurity legislation at EU level, to what extent do the following issues represent shortcomings of the NIS Directive? N for DSPs= 9
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Figure 59. Positive impacts of the NIS Directive

Figure 60. NIS Directive scope
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Figure 61. Resources availability

Figure 62. Security requirements and incident notifications
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Figure 63. Light-touch approach towards DSPs
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Figure 64. Information sharing and cooperation

Effectiveness: Q47. In your view, how could a better information sharing framework between
companies be promoted?

0%

5%

10 % 15 % 20 % 25 % 30% 35 % 40% 45% 50 % 55% 60 % 65 % 70%

Through trade associations

44%

Through the cooperation and participation
of national authorities

33 %

Through Information Sharing and Analysis
Centres (ISACs) with participation of
public authorities (e.g. CSIRTs)

67%

Through information sharing and analysis
platforms or frameworks involving only
private entities and no public authorities

44%

By broadening the sharing of experience
not only to vulnerabilities, but also to
cyber threat intelligence or other relevant information

44%

I do not know

0%

Other - (Please specify )

Other:

22 %

•

Through bilateral or multilateral arrangements.

Source: Targeted online survey conducted by Wavestone with DSPs. Q47. In your view, how could a better information sharing framework between companies be
promoted? N for DSPs= 9

February,
2021

188

Study to support the review of the NIS Directive – Final Study Report
Figure 65. Compliance costs and benefits
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Figure 66. New policy concepts
Added value: Q61. In light of a potential revision of the NIS Directive, to what extent
should the following new policy concepts, currently under discussion throughout the
review process, be considered? (1/2)
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Suppy
security

chain

Security requirements for public and
private procurement procedures (e.g.
principle-based, guidelines, etc)
Coordinated
disclosure

vulnerability
(see footnote
below)

3

Proactive capabilities for national (and/or sectoral)
CSIRTs to support detection and resolve of potential
vulnerabilities for operators of essential services and digital
service providers
Public-private partnerships to ensure
secure sharing of
information
Institutionalised framework for information sharing
among and joint supervision by national competent
authorities
and/or national CSIRTs for cross-border dependencies
and other similar situations concerning threats or
incidents with cross-border impact
Harmonised templates and channels for
reporting obligations per sector or
type of service
Established and structured framework for
cooperation and information sharing between law
enforcement and cybersecurity authorities
Coordinated gathering of statistical information at EU
level

Other (Please specify in the "Comments" box)

Source: Targeted online survey conducted by Wavestone with DSPs. Q61. In light of a potential revision of the NIS Directive, to what extent should the
following new policy concepts, currently under discussion throughout the review process, be considered? N for DSPs= 9
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