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In its Shaping Europe’s digital future communication, the European Commission gave great
impetus to digital policy and envisages a key role for EU cybersecurity strategy, in particular.

The review of the Directive on security of network and information systems (NIS Directive)
has been brought forward to 2020. The Commission is now assessing cybersecurity
requirements for ICT products, implementing the new cybersecurity certification framework
under the Cybersecurity Act and has identified the need for a Joint Cyber Unit to provide
structured and coordinated operational cooperation that could include a mutual assistance
mechanism in times of cyber crisis at EU level.

What challenges are involved in moving from this wealth of policy initiatives to action and
policy implementation? How is the rapidly evolving threat landscape and the use of Al and
new technologies changing the approach to cyber resilience? And what role could Europe
play in global cybersecurity governance to reform the multilateral system and respond to the
recent call by Commission President Ursula von der Leyen for a Digital European Decade?

These and more questions will be raised and hopefully answered at our conference, which
will contribute to outlining the next steps towards European Union Cybersecurity.

Event supported by

V2 o N
- W e  EUropean Telecommunications Network \\/}A\/ESTO NE
HUAWEI &uple) operators Association




Cybersecurity@CEPS Summit 2020

AGENDA DAY ONE — December, 2"

9.30-11.00 Opening Session
Welcome
Lorenzo Pupillo, Head of the Cybersecurity@CEPS Initiative
Keynote speakers
Andreas Mitrakas, Head of Data Security and Standardisation Unit, ENISA
Raj Samani, McAfee Fellow, Chief Scientist

Lise Fuhr, Director General ETNO
Q&A

11.00-12.00 Session I: The review of the NIS Directive: make-up or far-reaching changes?
Alessandro Zamboni, Partner and Head of Wavestone European Services
Florian Pennings, Senior Policy Manager, Microsoft
Jakub Boratynski, Head of Unit Cybersecurity and Digital Privacy -DG CONNECT
Sandra SCHMITZ, University of Luxemburg

Chair: Luigi Rebuffi, Secretary General European Cybersecurity Association
12.00-12.15 Virtual Coffee break

12.15-13.15 Session II: Cybersecurity for ICT Products: from voluntary approaches to
minimum security requirements?

Ross Anderson, University of Cambridge, Computer Laboratory -
Aristotelis Tzafalias, Policy Officer DG CONNECT
Mark Smitham, EU Public Affairs, Huawei

Frederico Oliveira Da Silva, Legal Officer & Digital Team Cybersecurity Specialist,
BEUC

Chair: Ghislain de Salins, Policy Analyst Digital Security, DSTI, OECD
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10:00-10.50 Opening Session

AGENDA DAY TWO — December, 3™

Welcome
Lorenzo Pupillo, Head of the Cybersecurity@CEPS Initiative
Keynote Speakers

Robert Dehm, Attache, Information Society and Telecommunications,
Permanent Representation of Germany to the EU
Gerome Billois, Partner - Cybersecurity and Digital Trust - Wavestone

Q&A
10:50-11.50 Session llI: Artificial Intelligence and cybersecurity: a way towards enhancing the
synergies?
Maria Rosaria Taddeo, Oxford University
loannis Askoxylakis, Cybersecurity Policy Officer, European Commission

Marko Hartwig, Chief Information Security Officer EMEA Region, Zurich Insurance
Group

Lorenzo Pupillo, Head of the Cybersecurity@CEPS Initiative and Coordinator of the
CEPS Task Force on Al & Cybersecurity

Chair: Andrea Renda, Senior Research Fellow and Head of the GRID Unit at CEPS
11:50-12:05 Virtual Coffee Break

12.05-13.05 Session IV: Global Data Governance and Digital Sovereignty
Wolfgang Kleinwachter, Professor Emeritus University of Aarhus

Andreas Tegge, Head of global public policy, SAP

Elettra Ronchi, Head of Data Governance and Privacy Unit, Digital Economy and
Policy Division, OECD

Pierre Chastanet, Head of Unit, Cloud and Software, European Commission

Chair: Paul Timmers, Oxford University

13:05-13:10 Conclusions

Event supported by

| | YT @

syé — European Telecommunications Network \/
HUAWEI iale) Operators’ Association MWAVESTONE




