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The big picture – Two main roles
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Two main data products are being available by the Shared Server

WORK PACKAGE 1

Streaming Data is data that is 
generated continuously by 
thousands of vehicles.

They filtered on the fly concerning   
drivers’ consents and they 
become immediately available to 
the service providers.

Streaming data 

Data at rest is data that have 
been stored into the repository 
after the initial processing and 
filtering  of incoming in-vehicle 
data concerning the drivers’ 
consents.

They may be stored in several 
forms and media systems such as 
relational databases, non-SQL 
data storages, even in cold 
storage for long preservation if 
needed.

Data at rest

Requires latency in the order 

of seconds or milliseconds

Powerful complex analytics
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Streaming Data – An Internet of Things (IoT) approach
 

 

 

Streaming data are provided by the Shared Server via Advanced Message Queuing Protocol (AMQP) 
messages with Transport Layer Security (TLS) (v.1.3. or higher) protocol. 
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Data at Rest – They provided under the ISO20078-2:2019 provisions
WORKSHOP

REST based web services will be provided to the Service Providers adopting the requirements REQ_04_01, 02,03

of the ISO/IEC ISO20078-2:2019 Road vehicles — Extended vehicle (ExVe) 
using (HTTP) as transport protocol with Transport Layer Security (TLS)
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The challenge of latency barriers – Thanks to Streaming data technology

WORK PACKAGE 1

Consent 
management
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Most of the C-ITS services of “day 1” and “day 1.5” may 
be deployed with 4G communication network
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… for each manufacturer
and type approval

Data complexity – Mapping data 
WORK PACKAGE 1

Different semantics

Different measurement units

Different encoding

Different data types

Different versions

Maintaining vocabularies 
and data mapping 
charts from the 
manufacturers

HTTP over TLS

RESTful services

JSON, XML

Active Directory 

Domain Services
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Consent 
management

Already 
Implemented

It might be solved by regulation
i.e: 
by the European Telecommunications 
Standards Institute (ETSI) or other 
standardisation body
https://www.etsi.org/technologies/aut
omotive-intelligent-transport.

https://www.etsi.org/technologies/automotive-intelligent-transport
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The challenge of personal data protection – Earn Trust
WORKSHOP

78% of consumers state that it is hard to 
trust companies when it comes to the way 
they use consumer personal data

The future of Digital Trust - Orange (2014)

…thanks MyData Finland for noticing that

https://www.orange.com/en/content/download/21358/412063/version/5/file/Orange+Future+of+Digital+Trust+Report.pdf
https://mydata.org/finland/
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Shared Server as a unified platform for user authentication and consent management 
WORKSHOP

Ride

Consents view

Services and 
Service providers

Vehicles of 
different OEMs
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The challenge of personal data protection – the Shared Server response 
WORKSHOP

Shared Server is becoming user centric

The user has a centralised overview of her consents to service providers and services and 
can exercise her rights on the data in a convenient way

…while further fosters the open business environment 
The user can easily change services and service providers without “data locks”

It facilitates the use of personal data in a transparent way for users and service providers

fostering the compliance with the GDPR across EU and discouraging unfair practices and 
market distortion.

providing to the service providers common user authentication and registration 
functionalities, thus service providers could share the IT infrastructure and cut 
costs
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We started from the initial Shared Server Concept

Pilot

Source C-ITS Final report Jun 2016

FIA REGION I Policy Position on Car Connectivity report 2016

…that ensured for a level 
playing field for the access to 
in-vehicle data
while 
OEMs have access to the 
vehicle

Access to In-Vehicle Data and Resources, Final Report, TLR, 
May 2017
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Shared Server  
SWOT analysis

We elaborated and discussed during the workshops several architectures and ideas
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Using Spark and Kafka within Shared Server Architecture will be facilitated secure,
low latency and high-throughput,

• back and forth communication between vehicle and OEM,
in tandem with
• data transmission from the vehicle to the pipeline for the Serviced Providers

Resulting in a powerful Shared Server Architecture with streaming capabilities
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