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Leonardo is a global high-tech company and one of the key actors
in Aerospace, Defence and Security worldwide
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Quo vadis "digital world"?
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From risk to awareness

Anticipating a finding of the- currently on- gOmg Researt:h of thers " &
Information Securlty & Privacy Observatory- R P
of the Politecnico-di Milano |

"Distractions and low awareness of personnel represent for 82% of
Companies the vulnerability that in last 12 months mostly raised their
cyber risks exposition.

Coherently, 56% of surveyed organizations defined a training plan on
Information security and privacy themes with annual reach and 26% with
multi-annual reach”
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From digital pioneers to mdustrlal perpetrators

In the beginning (2011)... * Now (2018)

* Hacktivism Attacks °* Crime '
 Espionage +240%  * Targeted attack groups

* Frauds ../ Stateactors :

* virus, spamming, 0 * ransomware, warfare, " :

phishing, defacement,

Costs botnets, coinmining, ‘

DDos, ... +500% .  APTs, underground
7 Saw S e-commerce, ... g *
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From information to knowledge to mlsmformatlon
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From "meet & greet" to "link & tweet"

' .8 DIGITAL AROUND THE WORLD IN Q2 2018

201 8 THE LATEST STATISTICAL INDICATORS FOR INTERNET, SOCIAL MEDIA, AND MOBILE USE AROUND THE WORLD

TOTAL INTERNET ACTIVE SOCIAL UNIQUE ACTIVE MOBILE
POPULATION USERS MEDIA USERS MOBILE USERS SOCIAL USERS

SOJCX X

7.615 4,087 3.297 5.061 3.087

BILLION BILLION BILLION BILLION BILLION

URBANISATION: PENETRATION: PENETRATION: PENETRATION: PENETRATION:

55% 54% 43% 66% 41% _ces*
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Is Google making us stupid? Nicholas Carr, Aug 2008

Google

Stoopid?

WHAT THE INTERNET IS DOING TO OUR BRAINS
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s Facebook making us predictable? ....... , Apr 2018
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Quo vadis EU?

Hyperhistorical societies are dependent on
Digital technologies, therefore are vulnerable to
cyber disruptions and require cyber security

.
" o

Source: Luciano Floridi, The 4" Revolution 2 » . . W
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Giorgio Mosca

Director Strategy & Technologies
Security & IS, Leonardo
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THANK YOU FOR YOUR ATTENTION
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