Cybersecurity@CEPS Summit 2018
Quo vadis EU?

Thursday 6 December 2018

CEPS - Place du Congres 1 - 1000 Brussels

Cyberattacks are a critical threat for the European Union and its member states. Not only
does cyberspace form the backbone of the digital single market, it is deeply embedded in the
EU’s goal of a Security Union. However, while 2018 has seen the growth of threats, especially
from nation states that are militarising cyberspace for political ends, there have also been a
wealth of cyber initiatives from the European Commission, the Council and the Parliament.

What is the status of the EU’s current efforts to create resilience and enhance deterrence in
cyberspace? Do we need additional measures to increase awareness, develop smarter policy
and establish more effective governance? Is the European cyber space safer today? Are EU
leaders meeting the challenge of facing future cybersecurity threats?

These and more questions will be raised and hopefully answered at our conference.

AGENDA
08:45-09:15 Registration and welcome coffee
9.15-11.00 Opening Session: Quo Vadis EU?
Welcome: Lorenzo Pupillo, Head of the Cybersecurity@CEPS Initiative
Key note speakers
Carl-Christian Buhr, Deputy Head of Cabinet Commissioner Mariya Gabriel
Raji Samani, CTO, McAfee
Giorgio Mosca, Director Strategy and Technology in the Security Division of
Leonardo

Julie Ruff, Member of Cabinet Commissioner Julian King
Q&A
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11.00-11.15

11:15-12.15

12.15-13.15

13.15-14.15

14.15-15.15

E Cybersecurity@CEPS Summit 2018

Coffee break
Session |: Strengthening the EU Cyber Defence Capabilities

Mario Beccia, Project Officer Cyber, European Defence Agency

Christian Callies, Professor of Public & European Law, Free University of Berlin and
Special Adviser for EPSC

Vivian Loonela, Member of Cabinet for Vice President Andrus, Ansip, European
Commission

Aude Thirriot, Head of Cybersecurity, Control and Response Team, Wavestone

Chair: Andrea Renda, Head of Global Governance, Regulation, Innovation and the
Digital Economy, CEPS

Session Il: Defending from Cyber-Hacks and Deepfakes: how to secure free and
fair European elections?

Marie Helene Boulanger, Head of Unit Union Citizenship Rights and Free
movement, DG JUST, European Commission

Jens-Henrik Jeppesen, Director European Affairs, Center for Democracy and
Technology

Uku Sarekanno, Director of Cyber Security, Estonian Information Systems Authority
Milan Zubicek, Public Policy & Government Relations Manager, Google

Chair: Mathias Vermeulen, Policy Advisor to MEP Marietje Schaake, ALDE Group,
European Parliament

Lunch

Session lll: Software security and safety: current and future challenges

Ross Anderson, Professor of Security Engineering at Computer Laboratory,
University of Cambridge

Allan Friedman, Cybersecurity Director, NTIA

Aristotelis Tzafalias, Policy Officer, Unit 'Cybersecurity and Digital Privacy' European
Commission

Gianluca Varisco, Chief Information Security Officer, Arduino

Chair: Jeroen van der Ham, National Cyber Security Center, The Netherlands
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15:15-15:30 Coffee Break

15.30-16.30 Session IV: Global Norms and Cybersecurity Governance: which role for the EU?
Dennis Broeders, Senior Fellow The Hague Program for Cyber Normes, Institute of
Security and Global Affairs
Liga Rozentale, Director of EU Governmental Affairs for Cybersecurity Policy,
Microsoft
Jean-Jacque Sahel, Vice President Europe, Global Stakeholder Engagement, ICANN
Wiktor Staniecki, Head of Cyber Sector, Security Policy Division, European External
Action Services
Chair: Lorenzo Pupillo, Head of the Cybersecurity@CEPS Initiative

16:30-17:00 Final session: open discussion on What does cyber hold for the next Commission?

Discussion leader: Luigi Rebuffi, Secretary General ECSO

17:00-17:45 Networking Reception
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