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Introduction

W
orking at JP

C
E

R
T/C

C
 since 2007

—
C

oordinator of softw
are vulnerabilities w

ith vendors
—

Trainer for C
S

IR
T capacity building

(m
ostly in A

P
 region)

—
Involved in various global com

m
unities (FIR

S
T, A

P
C

E
R

T, 
C

V
E

, etc.)
—

C
urrent m

em
ber of C

V
E

 B
oard

In a past life,
—

C
onsultant to Japanese com

panies seeking FIP
S

 140-2 
validations

—
R

etirem
ent P

lan C
onsultant
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A
bout JPC

ER
T/C

C

Foundation
—

O
ctober, 1996

O
rganization status

—
A

n independent, non-profit organization
—

A
ssigned by M

inistry of E
conom

y, Trade and Industry 
(M

E
TI) to coordinate vulnerabilities w

ith vendors
—

C
S

IR
T w

ith national responsibility

C
onstituency

—
Internet users in Japan, m

ainly for enterprises
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A
bout JPC

ER
T/C

C
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Prevent

Vulnerability
C

oordination

Watch

-Inform
ation

analysis 
-Internet Traffic   
M

onitoring

Respond

Incident H
andling

Early W
arning Inform

ation Service
A

rtifact A
nalysis

Industrial C
ontrol System

 Security

Local C
om

m
unity D

evelopm
ent

C
apacity B

uilding for C
SIR

Ts

International C
ollaboration
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W
ay

back w
hen…

July 2004: M
inistry of E

conom
y, Trade and Industry 

(M
E

TI) issued notification N
o. 235 -“Standards for 

H
andling S

oftw
are V

ulnerability Inform
ation

and O
thers”

—
The ‘rulebook’ for vendor coordination -“Inform

ation 
Security Early W

arning Partnership”
—

This partnership w
as created in cooperation w

ith several 
industry organizations

—
JP

C
E

R
T/C

C
 coordinates w

ith product vendors
—

The scope for the rest of the talk w
ill be 

softw
are

/productvulnerability coordination and
disclosure
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W
hat w

as expected to be achieved?
C

oordination betw
een researchers and vendors through 

3
rdparty organization
—

to avoid anonym
ous full-disclosure 

—
researcher can tell som

eone responsible about w
hat they 

found
—

increase vendor ‘acceptance’ of vulnerability reports

“Standardization” of (expected) vendor’s response to 
vulnerability
—

handling
—

disclosure
—

(this w
as in a w

orld prior to IS
O

 29147 / IS
O

 30111)
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B
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C
oordinating the ‘Japanese’ w

ay

A
LL vulnerabilities reported m

ust be coordinated w
ith a 

vendor until a vendor fix is provided and an advisory on 
Japan V

ulnerability N
otes (JV

N
) is published

P
rioritization is m

inim
al

—
A

ll cases go through the sam
e processes

—
Lots of cases rem

ain ‘unresolved’
M

ay be fixed (or not)
N

o response
H

ave no idea

W
ithin Japanese fram

ew
ork, a case is

not “officially closed” unless disclosed on JVN

9
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Since 2004…
N

um
ber of JVN

 disclosures by year (as of 9/30/2017)

10
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Since 2004…
Total num

ber of reported vulnerabilities by year (as of 9/30/2017)
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2016 in R
eview

M
assive increase in num

ber of reports
—

From
 a sm

all set of researchers 
—

Large B
atches of reports on specific product / vuln

types:
D

LL pre-loading in various installers
M

ainly X
S

S
, S

Q
Liin various C

M
S

 softw
are

M
ainly X

S
S

, S
Q

Liin W
ordP

ress plugins
—

U
nclear of the purpose of this research…

Increase in internal resources have 
allow

ed us to increase output
B

ut, Input >>>>>>>> O
utput
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Process O
verflow

Lim
it to w

hat w
e can process

—
Taken to the lim

it and beyond in 2016

Lots of ‘fringe’ and low
-quality reports

—
Takes a lot of tim

e to go through
—

W
ant vendors to spend as little tim

e possible 
‘understanding’ report and m

ore tim
e on addressing issue

—
D

ifficult balancing act

D
esperate need to sim

plify / autom
ate som

e processes
—

V
uln

reports are not getting to vendors tim
ely right now

—
JV

N
 disclosure notw

ithstanding, w
ant to get reports to 

vendors so that the vulns
can get addressed
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Process O
verflow

S
etup of handling / coordination processes did not 

consider m
ass reporting

—
B

ecam
e issue in 2016, but w

as alw
ays an underlying issue

14
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C
onsiderations

fora
C

oordination
Fram

ew
ork

P
rovide an incentives to reporters

—
N

o m
onetary incentives

—
C

redit is provided upon JV
N

 disclosure
—

Looks good on resum
e / organizational evaluations

P
rovide an incentive to vendors

—
The reason w

hy it’s a “N
otification” and not a “Law

 / Policy” is to 
prom

ote that vendors take their ow
n actions to address 

vulnerabilities
—

Addressing and disclosing vulnerabilities show
s that a vendor’s 

“Security Posture” is good

W
here do 3

rdparty coordinators fit?
—

D
isclose issues so that it reaches a w

ide audience
—

S
upport in coordination w

here m
ultiple parties need to be 

contacted at the sam
e tim

e
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C
onsiderations

fora
C

oordination
Fram

ew
ork

C
urrent Issues

—
H

ow
 to handle vulnerabilities that do not have a “w

ide-
effect” to our constituents?

—
Lots of vulnerability reports that have a low

 im
pact

—
# of R

eports >>>>> W
hat are resources can handle

—
In Japan, there are very few

 vendors / developers that can 
handle vulnerabilities reported directly by researchers

Lack of triage ‘standard’
D

o not know
 how

 to com
m

unicate w
ith researcher

O
verall lack of know

-how
 in handling vulnerabilities

ISO
 29147 / ISO

 30111 has helped in this regard but still a 
long w

ay to go
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Thank you!

For inquiries on JV
N

:
jvn@

jvn.jp
For vulnerability reports
vuls@

jpcert.or.jp
For any other vulnerability related inquires
vultures@

jpcert.or.jp


