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Background

•
Council	conclusions	of	20	Novem

ber	2017	on	Joint	Com
m
unication	to	the	

European	Parliam
ent	and	the	Council:	Resilience,	Deterrence	and	Defence:	

Building	strong	cybersecurity
for	the	EU

–
The	Council	“w

elcom
es	the	call	to	acknow

ledge	the	im
portant	role	of	third	

party	security	researchers	in	discovering	vulnerabilities	in	existing	products	and	
services	and	calls	upon	M

em
ber	States	to	share	best	practices	for	coordinated	

vulnerability	disclosure”	(conclusion	no	27)
•

ENISA’s	“Good	Practice	Guide	on	Vulnerability	Disclosure”
–

“O
ne	of	the	prim

ary	challenges	[…
]	is	the	need	for	an	advanced	legal	

landscape
to	ensure	that	vulnerability	reporting	is	not	endangered	by	the	

unintended	consequences	of	crim
inal	and	civil	legislation”	(page	70)

•
As	noted	in	our	presentation	of	29

thJune	2017,	the	legal	challenges	
include:
–

Cyber	crim
inal	law

–
Data	protection	law

	
–

Intellectual	and	industrial	property	law
–

Export	control	regulation



A	quick	refresher	concerning	the	legal	
challenges

•
Copyright	claim

s
–

Inform
ation	disclosed	m

ay	include	copyrighted	parts	of	the	vendor’s	com
puter	program

–
Disclosure	m

ay	circum
vent	DRM

	technology	applied	on	the	softw
are

–
Existing	exceptions	w

ould	be	difficult	to	apply	to	CVD
•

Trade	secret	claim
s

–
Especially	w

hen	the	researcher	has	previously	w
orked	for	the	vendor

•
Patent	law

	claim
s	(to	the	extent	applicable)

•
Tradem

ark	claim
s

–
Disclosure	infringes	on	the	vendor’s	tradem

ark	rights	(although	unlikely	to	lead	to	
consum

er	confusion)
•

Export	control	regulation
–

W
ould	bug	bounty	program

m
esfall	into	the	scope	of	“intrusion	softw

are”?
•

Data	protection	law
–

E.g.,	unlaw
ful	processing	of	personal	data,	security	breach	involving	

personal	data
•

Cyber	crim
inal	law



Exam
ples	of	coordinated	vulnerability	

disclosure	(CVD)	policies	around	the	EU

•
Dutch	CVD	Initiative

•
CVD	m

odel	in	Latvia
•
Italian	initiative	of	the	Digital	Transform

ation	
Team

•
Initiative	by	French	National	Cybersecurity
Agency	(ANSSI)	



W
hat	are	the	concerns	w

hen	looking	into	CVD	
and	its	relation	to	crim

inal	law
?

•
Substantive
–
W
hen	w

ould	CVD	be	considered	a	crim
inal	

offence?

•
Procedural
–
Should	CVD	be	considered	a	crim

inal	offence,	in	
w
hich	circum

stances	can	it	be	prosecuted?



W
hich	are	the	relevant	legislative	instrum

ents	in	the	
EU

	dealing	w
ith	hacking	as	a	crim

inal	offence?

•
2001	Council	of	Europe	Convention	on	cybercrim

e	(the	“Cybercrim
e	

Convention”)
–

Article	2	–
Illegal	Access

•
“Each	Party	shall	adopt	such	legislative	and	other	m

easures	as	m
ay	be	necessary	to	establish	as	

crim
inal	offences	under	its	dom

estic	law
,	[(a)]	w

hen	com
m
itted	intentionally,	[(b)]	the	accessto	

[(c)]	the	w
hole	or	any	part	of	a	com

puter	system
[(d)]	w

ithout	right.		A	Party	m
ay	require	that	

the	offence		be	com
m
itted	by	infringing	security	m

easures,	w
ith	the	intent	of	obtaining	

com
puter	data	or	other	dishonest	intent,	or	in	relation	to	a	com

puter	system
	that	is	connected	

to	another	com
puter	system

”

•
Directive	2013/40/EU	on	attacks	against	inform

ation	system
s	

–
Article	3	“Illegal	access	to	inform

ation	system
s”

•
“M

em
ber	States	shall	take	the	necessary	m

easures	to	ensure	that,	[(a)]	w
hen	com

m
itted	

intentionally,	[(b)]	the	access	[(c)]w
ithout	right,	[(d)]	to	the	w

hole	or	to	any	part	of	an	
inform

ation	system
,	is	punishable	as	a	crim

inal	offence	[(e)]	w
here	com

m
itted	by	infringing	a	

security	m
easure,	at	least	for	cases	w

hich	are	not	m
inor”

–
Setsm

inim
um

	protection	to	be	afforded	by	M
em

ber	States	(i.e.,	they	can	introduce	
stricter	requirem

ents)

•
National	legislation



N
o	single	interpretation	of	w

hat	constitutes	
hacking	–

exam
ples	

•
Netherlands
–

Purposefully	and	unlaw
fully	entering	an	autom

ated	system
–

Entering	an	autom
ated	system

	can	happen	by	m
eans	of,	e.g.,	breaching	security	

m
easures,	technical	interference,	false	signals	/	false	keys,	assum

ing	a	false	identity

•
Belgium
–

Broad	interpretation	of	hacking	–
no	need	to	show

	that	security	m
easures	are	breached

–
Distinguishes	betw

een	internal	or	external	hacking
•

Internal	hacking	w
ould	require	access	to	be	done	purposefully	and	w

ith	fradulentintent
–

Unlaw
fulness	(i.e.,	access	happening	w

ithout	right)	is	not	required

•
Germ

any
–

Broad	interpretation	of	hacking	–
no	need	to	show

	that	security	m
easures	are	breached

–
Unlaw

fulness	elem
ent	is	not	required

•
Greece
–

Definition	of	illegal	access	reflects	Directive	2013/40
–

Distinguishes	betw
een	internal	and	external	hacking

–
Unlaw

fulness	is	required



Ethicalhacking

•
W
hat	is	ethical	hacking?
–

It	requires	that	prior	authorisation
is	granted	to	the	researcher	by	the	

system
	ow

ner

•
Does	the	notion	of	ethical	hacking	exist	in	crim

inal	law
?

–
No

–
This	is	also	confirm

ed	in	the	letter	sent	by	the	Dutch	Public	Prosecutor	
to	all	its	departm

ents	in	relation	to	CVD



How
	did	the	Dutch	prosecutor	ensure	
com

pliance	w
ith	crim

inal	law
?

•
How

	did	the	Dutch	prosecutor	w
ork	around	the	

absence	of	the	notion	of	ethical	hacking	in	the	law
?

–
Establish	unlaw

fulness/law
fulnessof	the	act	–

three	
principles
•
M
otives
–

W
hat	are	the	ethical	m

otives	of	the	hacker?
•
Subsidiarity
–

If	once	a	hacker	discovers	a	vulnerability,	he	discloses	this	to	the	system
	

ow
ner	à

ethical	hacking
•
Proportionality
–

If	he	does	m
ore	than	that	(intentionally	or	unintentionally),	the	

prosecutor	w
ill	probably	launch	a	crim

inal	investigation
–

E.g.,	copying	of	sensitive	data	or	personally	identifying	inform
ation



W
hat	w

ould	be	the	im
pedim

ents	im
plem

enting	
the	Dutch	policy	in	other	M

em
ber	States?

•
Divergent	transposition	of	Article	3	of	Directive	2013/40
–

Requirem
ents	to	show

	illegal	access	can	vary
–

Unlaw
fulness	is	key	to	the	im

plem
entation	of	the	Dutch	policy,	

but	not	transposed	in	all	M
em

ber	States
•
How

ever,		general	principle	in	crim
inal	law

	that	there	should	no	
crim

inal	liability	for	w
hatever	action	if	this	action	is	carried	w

ith	
according	rights

•
This	principle	is	also	acknow

ledged	in	EC	Report	regarding	
transposition	of	Directive	2013/40

•
A	practical	im

pedim
ent	as	to	how

	the	adoption	of	such	
policies	w

orks	in	other	M
em

ber	States,	and	w
hat	its	legal	

effect	w
ould	be



Crim
inal	prosecution	in	the	EU

•
As	a	general	rule,	prosecution	takes	place	ex	officio	(i.e.,	there	is	no	need	
for	a	com

plaint	in	order	for	the	public	prosecutor	to	prosecute)
–

The	law
	explicitly	provides	for	the	crim

es	in	w
hich	prosecution	is		dependent	

on	a	com
plaint	by	the	victim

	

•
Therefore,	in	m

ost	jurisdictions	exam
ined,	such	as,	for	exam

ple,	Italy,	the	
Netherlands,	Belgium

	and	M
alta,	given	that	the	law

	does	not	provide	
otherw

ise,	illegal	access	to	a	com
puter	system

	can	be	prosecuted	ex	
officio

•
How

ever,	the	situation	is	different,	for	exam
ple,	in	Germ

any	and	Greece	
w
here	the	law

	explicitly	provides	that	illegal	access	to	a	com
puter	system

	
is	only	prosecuted	follow

ing	a	com
plaint	by	the	victim

–
Nonetheless,	it	appears	m

ore	com
m
on	to	deal	w

ith	ex	officio	prosecution	in	
relation	to	com

puter	crim
es	rather	than	not		



Crim
inal	prosecution	of	ethical	hacking

•
It	appears	therefore	that	in	m

ost	M
em

ber	States,	prosecution	of	actions	in	
the	process	of	a	CVD	that	m

ay	constitute	illegal	access	w
ill	happen	ex	

officio
–

This	includes	the	Netherlands
•

Then,	w
hy	w

ouldn’t	the	Dutch	m
odel	w

ork	in	other	M
em

ber	States	as	w
ell	

that	provide	for	ex	officio	prosecution?
–

In	the	Netherlands,	prosecutor	has	the	right	to	exercise	prosecutorial	discretion	
(opportuniteitsbeginsel)

–
Sim

ilarly,	in	the	UK,	Crow
n	Prosecution	Service	has	w

ide	discretion
–

How
ever,	even	in	cases	w

here	no	prosecutorial	discretion	per	se	exists,	there	m
ay	

be	other	w
ays	to	exercise	discretion	(e.g.,	m

ediation	penale
in	France)

–
M
oreover,	norm

ally,	if	there	is	lack	of	evidence,	the	prosecutor	w
ould	not	be	

able	to	pursue	the	prosecution
•

O
f	course,	in	the	case	of	M

em
ber	States	w

here	a	com
plaint	by	the	victim

	
is	required	(e.g.,	Germ

any	and	Greece),	then	needless	to	say	that	the	
adoption	of	the	policy	w

ould	of	course	be	helpful	guidance,	but	not	
necessary



How
	about	France?

•
W
hat	does	2016	Loi	pour	une	République	Num

érique	provide?
–

«
Art.	L.	2321-4.

Pour	les	besoins	de	la	sécurité	des	systèm
es	d'inform

ation,	
l'obligation	prévue	à	l'article	40	du	code	de	procédure	pénale	n'est	pas	
applicable	à	l'égard	d'une	personne	de	bonne	foiqui	transm

et	à	la	seule	
autorité	nationale	de	sécurité	des	systèm

es	d'inform
ation		[i.e.,	ANSSI]	une	

inform
ation	sur	l'existence	d'une	vulnérabilité	concernant	la	sécurité	d'un	

systèm
e	de	traitem

ent	autom
atisé	de	données.	

«	L'autorité	préserve	la	confidentialité	de	l'identité	de	la	personne	à	l'origine	
de	la	transm

ission	ainsi	que	des	conditions	dans	lesquelles	celle-ci	a	été	
effectuée.	
«	L'autorité	peut	procéder	aux	opérations	techniques	strictem

ent	nécessaires	à	
la	caractérisation	du	risque	ou	de	la	m

enace	m
entionnés	au	prem

ier	alinéa	du	
présent	article	aux	fins	d'avertir	l'hébergeur,	l'opérateur	ou	le	responsable	du	
systèm

e	d'inform
ation.	»

•
It	appears	that	the	French	legislature	explicitly	provides	for	an	exception	to	the	
prosecution	in	the	case	of	CVD

•
Couldn’t	other	countries	follow

	the	French	exam
ple	and	legislate	accordingly?



Cross-border	nature	of	hacking	/	CVD

•
There	are	no	geographic	silos	w

hen	it	com
es	to	CVD

•
For	exam

ple,	CVD	m
ay	concern	a	com

puter	system
	in	the	

Netherlands,	but	the	researcher	m
ay	be	located	in	Belgium

–
The	researcher	m

ay	be	subject	to	the	law
s	of	both	jurisdictions

–
W
hat	happens?
•
Legal	conundrum

	–
the	researcher	m

ay	not	be	subject	to	
prosecution	in	the	Netherlands,	but	he	m

ay	be	in	Belgium
–

Lack	of	legal	certainty



Lessons	learnt

•
The	positive	exam

ple	of	the	Dutch	m
odel	underscores	the	im

portance	
of	im

proving	legal	certainty	w
ithin	the	com

m
unity

–
Public	prosecutors	in	M

em
ber	States	adopting	relevant	policies	w

ould	help,	
but	only	to		the	extent	this	guidance	w

ould	have	a	practical	im
pact

–
Q
uery	w

hether	introducing	relevant	legislation	sim
ilar	to	the	French	law

	
w
ould	be	an	additional	step	to	enhance	legal	certainty

•
Coordination	betw

een	M
em

ber	States	is	needed
–

The	differences	in	the	transposition	of	Directive	2013/40	are	telling
–

Sharing	best	practices	is	key	to	ensure	legal	certainty

•
Need	for	m

ore	harm
onisation

at	EU	level
–

But	how
?

–
And	to	w

hat	extent?


