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C
ERT.LV

•
Inform

ation	Technology	Security	Incident	

Response	Institution	of	the	Republic	of	Latvia

•
O
perates	on	basis	of	IT	Security	Law

•
State	funded	

•
A
ll	services	are	free	of	charge



N
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G
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W
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•
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•
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•
tw

itter.com
/certlv
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m
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M
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C
VD

in Latvia –
current status

•
Policy	im

plem
ented	in	som

e	organisations

•
M
any	real	cases,	m

ost	of	them
	have	been	

coordinated	via	CERT.LV

•
eID

softw
are

•
Social	netw

ork

•
E-banking

•
Riga	city	transportation	system

•
In	2017	–

about	40	reports



C
VD

 –
attem

pt to put it in 
the law

•
Experience	from

	2016

•
W
orking	group	included	law

yers	and	the	hacker	

com
m
unity

•
Proposal	for	the	law

•
Failure



C
VD

 –
attem

pt to put it in 
the law

•
Several	countries	have	im

plem
ented	policies

•
Latvia	–

legal	system
	w
here	only	the	law

	is	

relevant	in	the	court

•
So	–

different	approach	–
w
hat	can	be	done	in	the	

law
?



Parts of  the C
VD

 process

1.
D
iscovery

2.
Reporting

3.
Response

4.
D
isclosure

•
Every	process	m

ust	have	beginning	and	end

•
Precise	and	strict	rules

•
Fair	and	effective	im

plem
entation



The idea

•
To	define	CVD

	process	in	the	law
.	If	a	researcher	

has	follow
ed	the	process,	then	the	liability	is	

w
aved.

•
CERT.LV	(or	M

ilCERT)	as	the	m
ain	coordinating	

entity

•
A
pplies	to	State	institutions,	local	m

unicipalities,	CII



The C
VD

 process -1

•
Researcher	
–

Logs	his	actions

–
Finds	vulnerability

–
Inform

s	CERT.LV	(or	M
ilCERT)	w

ithin	5	days

•
CERT
–

Verifies	the	vulnerability

–
Inform

s	the	researcher	(true	or	false)

–
If	true	–

inform
s	the	ow

ner	of	the	system



The C
VD

 process -2

•
O
w
ner	of	the	system

–
O
bliged	to	fix	the	vulnerability	in	90-180	days

–
Inform

s	CERT.LV

•
CERT.LV	
–

Verifies	if	fixed

–
Inform

s	the	researcher

•
The	researcher	–

can	publish	info	about	vulnerability



W
hat is hard to specify in the law

•
W
hen	does	the	vulnerability	discovery	process	start?

–
Im

m
ediately	after	discovery	or	m

ax	5	days	prior	subm
ission	of	report

•
Am

ount	of	inform
ation	researched	w

ould	be	allow
ed	to	gather	

during	this	phase
–

Causing	m
inim

al	possible	dam
age	?

–
Gather	only	m

inim
al	am

ount	of	data	required	for	discovery	process

•
Legitim

acy	of	m
ethods	and	instrum

ents

•
Publishing
–

If	published	before	fixed	–
then	liability	is	not	w

aved

–
Freedom

	of	speech?



Failure –
w

hy?

•
Process	in	general	too	com

plicated

•
O
bjections	from

	State	Police

–
Sufficient	and	grounded	risk	analysis	is	not	presented

–
M
ay	lead	to	unexpected	and	unpredicted	

consequences

–
D
id	not	foresee	creating	a	researchers	register	=	no	

anonym
ous	reporting



C
onclusions

•
It	is	not	a	defeat

•
G
overnm

ent	approved	the	idea	of	CVD
	process	in	

the	law

•
Private	sector	is	encouraged	to	have	CVD

	policy

•
CERT.LV	acts	as	the	trusted	party	de	facto

•
N
ext	iteration	–

w
hen?



For the next iteration

•
CERT.LV	–

trusted	party

•
Better	definition	of	proportional	and	

disproportional	activity

•
Concerns	about	the	anonym

ity	of	a	researcher	

should	be	addressed



B
ased on the scientific article by U

ldisĶ
inis

Paldies!
Thank you!https://w

w
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