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]. A new industrial revolution 

This was the space industry 70 years ago…  
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… and this is how we see it in the coming 
decade : 

Présentateur
Commentaires de présentation
For many people cyber is immediatly associated with computers; I would like to take the opportunity to insist on the intense evolution, some would even use the word revolution that the industry is facing. According to a study of Oxford university, 47% of the current jobs in the US could be performed by robots at the horizon 2035. When the aeronautic industry had been so a century ago, this is how we see this in the coming decade. (film)
Thanks to internet and the progress of IT systems and the reduction of its costs, the machines become more and more efficient and in many cases more than the humans. None of the 1000 electronic components inside the iPad could be welded manually! 
Some companies have already announced their intention to invest massively in the robotisation of their production and this progress is global. The possibilities of 3D printing could free up the production process and generate huge opportunities to taylor the offer to the immediate demand.
To some degree we could wonder whether we are not currently facing a new industrial revolution thanks to internet, the same we saw with the steam machines in the 19th century or with oil in the 20th century.
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]. Behind Computer Code there is a human 

There are vulnerabilities 

Présentateur
Commentaires de présentation
Computer are there to execute the code that they programmed for. This code is generated by human. The process to generate this code may be more or less organised, validated, and qualify. There is a clear incentive to be agile but this agility may be not following all the required security steps.



Some takeaways  

ACSC 2017 
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Présentateur
Commentaires de présentation
- changing relationship to security. Trust but verify
   - systematic auditing




Vulnerability Management 
A difficult issue of communication 

How to manage the notification? 
-to the vendor only? 
-to the authorities only? 
-publicly? 
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Is vocabulary helping? 
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Ye Crowne 
Jewels 

Attack? 
Attempt? 

Suspected? 

Successful? 
Intrusion? 
Hacking? 

Hack? 
Pwn? 

Intrusion? 
Privileges 

escalation? 

On the LAN? 
Own the LAN? 

Hacked? 

Leaked? 
Exfiltrated

? 
Loss? 



Need for corporate governance on cyber risk 
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Operationals Security 
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 The concept is to propose 
to organisations, on behalf 
of our two professions, 
new ways (methods, 
functions) to organize 
internally the 
management of cyber 
risks 
 
 
 
 

 
 
 

 ECIIA and FERMA seek 
recognition by the 
European Institutions that 
the proposed cyber risk 
governance is a key 
element to increase the 
level of cybersecurity for 
EU organisations 

Objectives 



Transfert to the Insurance Market 

Software Vulnerability can be an issue of 
insurability: 
• Non Maintenance of security systems 
• Knowingly not apply security procedure 
 
This could result on exclusion from 
insurance coverage if this information was 
not provided to the insurers prior to the 
subscription of the insurance policy 
 



Conclusion 

Digitalisation results in an increase of exposure related to Software 
Vulnerability 
We urgently need clarity on  
• Liability exposure of Data ownership 
• Proper definition of risk categories (intrusion vs attempt of intrusion, 

data loss vs loss of confidentiality, …) 
Better coordination with Vendors and Authorities on Vulnerability Mgt: 
• What is the process? Which Role should play the Authorities? 
• Who is coordinating the plan of informing of the exposure and the 

mitigation 
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Cyber Risk Governance is a key topic for improving  
resilience of organisations 



 
 
 

Thank you ! 
 

Philippe.cotelle@airbus.com 
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