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Impact of cyber attacks could be

as much as $3 trillion in lost 

productivity and growth

Implications
Job security Customer loyalty

Intellectual property

Civil liabilityBrand reputation

$ 3.5M
Average cost of

a data breach to
a company

15  % increase YoY

Average days attackers are 

present on a victim network 

before detection243

level issue

is a

CEO

Security



CYBERSECURITY 
NORMS

DEFINING ACCEPTABLE 
AND UNACCEPTABLE 

STATE BEHAVIORS

PRESERVING THE 
UTILITY OF A GLOBAL 
CONNECTED SOCIETY 

OFFENSIVE AND 
DEFENSIVE 

PROMOTE TRANSPARENCY, 
COOPERATION AND STABILITY IN 
CYBERSPACE

LIMITING POTENTIAL 
CONFLICT IN 
CYBERSPACE 

FOSTERING 
GREATER 
PREDICTABILITY 

REDUCING RISKS 

“Voluntary, non-binding norms, rules or principles of responsible behavior of States aimed at promoting an 

open, secure, stable, accessible and peaceful ICT environment”.

UN Group of Governmental Experts (UNGGE), July 2015
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Nation-states Global ICT industry

Maintain trust No targeting of tech companies, private sector 

or critical infrastructure

No assistance in offensive actions

Support response efforts Assist private sector to detect, contain, 

respond to and recover from events

Collaborative remediation after attacks

Coordinated approach to 

vulnerability handling

Report vulnerabilities to vendors rather than to 

stockpile, sell or exploit them

Coordinated disclosure practices for 

vulnerabilities

Mitigate the impact of 

nation-state attacks

Exercise restraint in developing cyber weapons 

and ensure that any developed are limited, 

precise and not reusable

Collaborative and proactive defense

Stop proliferation of

vulnerabilities

Commit to non-proliferation activities to cyber 

weapons

Support for intergovernmental defensive efforts

Prevent mass events Limit offensive operation to avoid a mass event No corresponding norm for the global ICT 

industry.

Patch customers globally No corresponding norm for nation-states. Software patches available to all
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Microsoft’s vision:
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